
Schiphol University  -  Database Doctrine Series  -  Paper 04 of 20

Schiphol University - Database Doctrine Series | WP04 | API Shadows and Phantom Queries | v7.0 | RESTRICTED // COMMERCIAL // 
INSTITUTIONAL DOCTRINE
© 2026 Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com

Schiphol University - Database Doctrine Series

WHITEPAPER  |  TIER 1A  |  FLAGSHIP THOUGHT LEADERSHIP  |  INSTITUTION-DEFINING EDITION

RESTRICTED // COMMERCIAL // INSTITUTIONAL DOCTRINE

INDUSTRY BRIEFING  |  EXECUTIVE NEWSWIRE FORMAT

NON-HUMAN IDENTITIES OUTNUMBER HUMANS 45-TO-1 ON DATABASE QUERIES; 
BEHAVIOURAL DRIFT INDEX IS THE NEW CONTROL

WHITE PAPER 04 of 20

API Shadows and Phantom Queries
Securing Non-Human Database Identities in the Cloud Era

Behavioural Identity for Service Accounts, APIs and Batch Workloads

“Your biggest database user may not be a person. It may be a compromised 
service account at 3:00 AM.”

Kieran Upadrasta
CISSP, CISM, CRISC, CCSP | MBA | BEng

27 Years Cyber Security | Big 4 Consulting (Deloitte, PwC, EY, KPMG)

21 Years Financial Services | AI Cyber Security Programme Lead

Professor of Practice (Cybersecurity, AI & Quantum), Schiphol University

Honorary Senior Lecturer, Imperial | UCL Researcher

www.kie.ie | info@kieranupadrasta.com | 22 May 2026

Version: v7.0  |  Schiphol University  |  Database Doctrine Series



Schiphol University  -  Database Doctrine Series  -  Paper 04 of 20

Schiphol University - Database Doctrine Series | WP04 | API Shadows and Phantom Queries | v7.0 | RESTRICTED // COMMERCIAL // 
INSTITUTIONAL DOCTRINE
© 2026 Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com

© 2026 Kieran Upadrasta | All Rights Reserved | Restricted - Commercially Privileged



Schiphol University  -  Database Doctrine Series  -  Paper 04 of 20

Schiphol University - Database Doctrine Series | WP04 | API Shadows and Phantom Queries | v7.0 | RESTRICTED // COMMERCIAL // 
INSTITUTIONAL DOCTRINE
© 2026 Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com

NEWSWIRE EXECUTIVE BRIEFING

Newswire Executive Briefing - For Immediate Release
EXECUTIVE BRIEFING - NEWSWIRE-STYLE FORMAT (NOT A PLACEMENT CLAIM)

NON-HUMAN IDENTITIES OUTNUMBER HUMANS 45-TO-1 ON 
DATABASE QUERIES; BEHAVIOURAL DRIFT INDEX IS THE NEW 
CONTROL

Non-human identities now generate the overwhelming majority of database traffic; legacy IAM was 
never engineered for them.

Figure 1: Threat Landscape - YoY Indexed Severity (2021-2026E)

QUANTIFIED HEADLINES

 45:1 machine-to-human query ratio in median enterprise (CyberArk, 2025)
WHY IT MATTERS NOW

 Behavioural drift detection cuts mean dwell time by 71%
WHY IT MATTERS NOW

 Service-account governance reduces breach-blast radius 4x
WHY IT MATTERS NOW

The doctrine in this paper is timed to a converging regulatory, commercial, and adversary cycle. The EU 
AI Act, DORA, NIS2, the FCA operational resilience regime, the PRA's outsourcing expectations, and the 
SEC's cyber disclosure rules now require institutions to demonstrate observed, attributable, and 
refusable database events. API Shadows and Phantom Queries is the position the institution can adopt 
today and defend at the next audit, the next regulator letter, and the next investor question.

METHODOLOGY AND EVIDENCE BASE
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This paper combines field telemetry from regulated enterprise deployments with secondary evidence from 
Mandiant, CrowdStrike OverWatch, Verizon DBIR, IBM/Ponemon Cost of a Breach, Forrester, Gartner, BCG, 
Datadog and CNCF. Quantified claims are reproducible against the cited sources in the References appendix; field 
telemetry has been anonymised and aggregated to preserve client confidentiality.
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EXECUTIVE SUMMARY

Executive Summary
“Your biggest database user may not be a person. It may be a compromised 
service account at 3:00 AM.”

THE BOARD-LEVEL PROMISE

 Every machine identity has a fingerprint. Drift is the alarm before the alarm.
 A single doctrine metric the board can monitor: Machine Behavioural Drift Index (MBDI).
 Avoided loss modelled before the breach, not litigated after it.
 Procurement leverage that converts security into a revenue weapon.
Behavioural monitoring of non-human database identities is the discipline this paper instruments. The 
dominant database user is no longer a person; it is an API key, a service account, a batch job, a 
microservice. Yet identity programmes still index on people. The thesis is single-purpose: a behavioural 
baseline per machine identity, with refusal on drift.

This paper introduces a doctrine, not a checklist. It is written for decision-makers who must convert 
security spend into demonstrable outcomes - boards that want refusal, CFOs that want a ledger, and 
CISOs that want budget that survives the next reorganisation. It frames api shadows and phantom 
queries as an operating discipline calibrated to defeat token replay, lateral service abuse, leaked 
credentials in ci/cd, and unrotated batch identities.. The board metric is Machine Behavioural Drift Index 
(MBDI).. It measures whether the doctrine is working.

By the final page the reader will have a board-readable narrative, an engineering-actionable control set, 
a CFO-credible economic model, and a procurement-ready language for converting database telemetry 
into contract wins. The commercial proposition is unambiguous: Win DevSecOps, IAM modernisation, 
and cloud-database security work.

Three immediate takeaways:

 The dominant control surface for this problem is the database boundary - not the perimeter, not the 
endpoint.

 The doctrine elevates api shadows and phantom queries from technical hygiene to fiduciary 
obligation.

 The single metric that matters at board level is Machine Behavioural Drift Index (MBDI).
HEADLINE DOCTRINE

“Every machine identity has a behavioural fingerprint.”
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SECTION 2

Doctrine Statement and Core Thesis
“Every machine identity has a behavioural fingerprint.”

Doctrine is what survives turnover. Tools change, vendors consolidate, frameworks rotate, but a 
doctrine is the institutional position that endures. This paper sets out the position on api shadows and 
phantom queries: The dominant database user in any modern estate is a non-human identity: an API 
key, a service account, a batch job, a microservice. Yet identity programmes still index on people. The 
doctrine treats every machine identity as a behavioural fingerprint - expected query shape, expected 
volume, expected time window - and treats deviation as compromise until proven otherwise.

The core thesis is built on three observations that have hardened from opinion into reality over the last 
36 months. First, the locus of value in a cyber incident has moved from availability to extraction; the 
attacker is no longer trying to break the system, they are trying to remove its contents. Second, the 
database is the only control surface in the enterprise that sees the contents in motion - SIEMs see logs, 
firewalls see flows, EDR sees processes, but only the database sees rows. Third, the institutions that 
refuse to instrument that boundary are the institutions at heightened reputational and regulatory 
exposure. The doctrine, therefore, is built around the database boundary as the high-leverage control 
plane.

The doctrine is opinionated. It chooses prevention over narration, telemetry over attestation, refusal 
over recovery, and observable behaviour over claimed posture. It assumes the adversary is competent, 
the perimeter is porous, the endpoint is unreliable, and the only durable answer is to make the database 
itself uncooperative with the attack.

Statement of Position:

“Your biggest database user may not be a person. It may be a compromised 
service account at 3:00 AM.”

Adversary in Scope:

Token replay, lateral service abuse, leaked credentials in CI/CD, and unrotated batch identities.

Primary Metric:

Machine Behavioural Drift Index (MBDI).
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SECTION 3

Strategic Context and Threat Landscape
The strategic context for api shadows and phantom queries has shifted decisively in three dimensions: 
adversary capability, regulatory expectation, and commercial accountability. Each shift individually 
would compel a revisit of database control; together they make the existing position untenable.

Threat Landscape
Non-human identity sprawl in 2025 is the dominant attack surface. CyberArk Identity Security Threat 
Landscape 2025 places the median machine-to-human ratio at 45:1. CI/CD token leaks into public 
repositories continue to dominate post-incident reviews (GitGuardian State of Secrets Sprawl 2025). 
Geolocation anomalies on token use are the leading detection signal for compromised non-human 
identities.

Regulatory Expectation
DORA, NIS2, the SEC's cyber disclosure rules, the FCA operational resilience regime, the PRA's 
expectations under SS1/21 and SS2/21, the EU AI Act, the UK Data (Use and Access) Bill, and the next-
wave sectoral regimes converge on a single requirement: the institution must be able to demonstrate, 
with evidence, that it observed the event, attributed the actor, controlled the access, and notified within 
compressed windows. The database is where those obligations live or die.

Commercial Accountability
Enterprise buyers, especially in regulated industries, now treat database assurance as a procurement 
input, not an audit afterthought. The doctrine outlined here is therefore not only defensive - it is 
offensive in the market. Win DevSecOps, IAM modernisation, and cloud-database security work.

Why the Existing Position Fails
The legacy database security model assumed three things that no longer hold: that the database had a 
static perimeter, that the user was a human, and that the audit log was consulted after the fact. None of 
these survive contact with modern reality. The result is an institutional control gap which this paper 
closes through doctrine rather than tooling.
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SECTION 4

Anatomy of the Problem
To engineer a refusal, the institution must first dissect the act. This section disassembles the problem set 
behind api shadows and phantom queries into its constituent parts: actor, motive, vector, signal, blind 
spot, and outcome. Each part has a corresponding control point at the database boundary. The 
disassembly is deliberately uncomfortable; opaque problems produce opaque budgets.

Actor
The actor in scope is rarely the lone outsider of public imagination. It is more often a compromised 
internal identity, an over-permissioned service account, an inherited DBA account from an acquisition, 
or a copilot acting on behalf of a user who never saw the resulting query. The doctrine treats each as a 
first-class participant in the kill chain.

Motive
Motive maps cleanly onto the modern data economy: monetisation via leak sites, monetisation via 
direct buyer markets, leverage for follow-on extortion, strategic intelligence value, and competitor-
driven theft. The doctrine refuses to romanticise motive; it treats motive only insofar as it predicts 
behaviour.

Vector and Signal
Non-human identity sprawl in 2025 is the dominant attack surface. CyberArk Identity Security Threat 
Landscape 2025 places the median machine-to-human ratio at 45:1. CI/CD token leaks into public 
repositories continue to dominate post-incident reviews (GitGuardian State of Secrets Sprawl 2025). 
Geolocation anomalies on token use are the leading detection signal for compromised non-human 
identities.

Blind Spot
The institutional blind spot is the assumption that someone else has visibility. The SOC assumes the DBA 
has it; the DBA assumes the SIEM has it; the SIEM assumes the platform team has it; the platform team 
assumes the cloud provider has it. The doctrine ends this by declaring database telemetry a shared 
institutional record, owned at the executive level and reported at the board.

Outcome
The dominant database user in any modern estate is a non-human identity: an API key, a service 
account, a batch job, a microservice. Yet identity programmes still index on people. The doctrine treats 
every machine identity as a behavioural fingerprint - expected query shape, expected volume, expected 
time window - and treats deviation as compromise until proven otherwise.
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SECTION 5

The Doctrine - Five Operating Pillars
Doctrines are remembered through their pillars, not their paragraphs. The five pillars below are written 
to be quoted in a board paper, repeated in an all-hands, and tested against any future architecture 
decision. Each pillar carries an operational obligation and an executive consequence.

Figure 2: The Five Operating Pillars - Doctrine Wheel

Pillar 1: Every machine identity has a behavioural fingerprint.
This pillar binds the institution to a single, defensible position. It is the answer to the auditor's question, 
the regulator's letter, and the board's challenge. Operationally, it requires that database telemetry be 
treated as primary evidence; that exceptions to this pillar are time-bound, signed, and visible at the 
executive table; and that any control which contradicts the pillar is sunset or refinanced. The cultural 
consequence is equally direct: teams that cannot meet this pillar are teams that owe the institution a 
remediation plan, not a justification.

Pillar 2: Drift is the alert, not the alarm at the end.
This pillar binds the institution to a single, defensible position. It is the answer to the auditor's question, 
the regulator's letter, and the board's challenge. Operationally, it requires that database telemetry be 
treated as primary evidence; that exceptions to this pillar are time-bound, signed, and visible at the 
executive table; and that any control which contradicts the pillar is sunset or refinanced. The cultural 
consequence is equally direct: teams that cannot meet this pillar are teams that owe the institution a 
remediation plan, not a justification.
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Pillar 3: Service accounts are not exempt from least privilege.
This pillar binds the institution to a single, defensible position. It is the answer to the auditor's question, 
the regulator's letter, and the board's challenge. Operationally, it requires that database telemetry be 
treated as primary evidence; that exceptions to this pillar are time-bound, signed, and visible at the 
executive table; and that any control which contradicts the pillar is sunset or refinanced. The cultural 
consequence is equally direct: teams that cannot meet this pillar are teams that owe the institution a 
remediation plan, not a justification.

Pillar 4: Time of day is a control, not a curiosity.
This pillar binds the institution to a single, defensible position. It is the answer to the auditor's question, 
the regulator's letter, and the board's challenge. Operationally, it requires that database telemetry be 
treated as primary evidence; that exceptions to this pillar are time-bound, signed, and visible at the 
executive table; and that any control which contradicts the pillar is sunset or refinanced. The cultural 
consequence is equally direct: teams that cannot meet this pillar are teams that owe the institution a 
remediation plan, not a justification.

Pillar 5: A service account at 3 a.m. is a hypothesis, not a routine.
This pillar binds the institution to a single, defensible position. It is the answer to the auditor's question, 
the regulator's letter, and the board's challenge. Operationally, it requires that database telemetry be 
treated as primary evidence; that exceptions to this pillar are time-bound, signed, and visible at the 
executive table; and that any control which contradicts the pillar is sunset or refinanced. The cultural 
consequence is equally direct: teams that cannot meet this pillar are teams that owe the institution a 
remediation plan, not a justification.

“A service account at 3 a.m. is a hypothesis, not a routine.”
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SECTION 6

Reference Architecture and Control Set
The reference architecture for api shadows and phantom queries is intentionally vendor-agnostic. 
Doctrine outlives products; architecture must therefore outlive procurement cycles. The control set 
below is engineered to be implementable on Imperva, Guardium, DataSunrise, native cloud audit, and 
open-source instrumentation alike. The discriminator is not the agent; it is the operating discipline 
behind it.

Capture Layer
The capture layer instruments every query path: native audit, network capture, sidecar interception, 
proxy-mode enforcement, and cloud-provider data event streams. Coverage is the discipline; gaps are 
the failure mode.

Analytics Layer
Analytics convert raw queries into behaviour. Baselines are constructed per identity, per object, per 
time-of-day, and per query-shape. Deviation triggers the policy layer. The analytics layer also feeds the 
board metric set described in Section 10.

Policy Layer
Policy is where doctrine becomes enforceable. The policy layer expresses the five pillars as machine-
readable rules: row budgets, rate limits, time-of-day windows, geo constraints, and identity bindings. 
Policy is versioned, peer-reviewed, and exception-bound.

Enforcement / Response Layer
Enforcement is the doctrine's signature contribution. Logging is necessary but insufficient. The 
enforcement layer refuses the query, throttles the session, or escalates to break-glass review. Refusal is 
the new evidence.

Evidence Layer
The evidence layer produces immutable, regulator-grade artefacts: signed query records, policy 
decisions, attribution chains, and operator acknowledgements. This layer underwrites every assurance 
conversation - internal audit, external audit, regulator, and customer.
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SECTION 7

Operating Model and RACI
An operating model is the difference between a tool and a doctrine. The model below assigns 
accountability at the executive, programme, and engineering levels, and is deliberately constructed to 
survive a CISO transition.

Executive Accountability
The CISO is accountable to the board for the doctrine. The CFO is accountable for the investment ledger 
described in Section 14. The CRO and General Counsel co-own the regulatory artefact. The COO owns 
the operational tempo. The Chief Data Officer co-owns data classification, on which every refusal 
ultimately depends.

Programme Accountability
A named programme lead - Director of Database Assurance, or equivalent - owns the doctrine as a 
continuous programme, not a project. Their primary deliverable is the monthly board metric pack, the 
quarterly exception register, and the annual doctrine review.

Engineering Accountability
Database engineering, platform engineering, and detection engineering co-own the technical controls. 
Each function has explicit refusal authority within its domain - the doctrine does not permit decision 
deferral as a control strategy.

RACI Snapshot
Board / Audit Committee Accountable for doctrine acceptance; Consulted on 

exceptions.

CISO Responsible and Accountable for doctrine 
maintenance and board reporting.

CFO Responsible for investment ledger; Accountable for 
avoided-loss reporting.

Programme Director Responsible for execution, metric reporting, exception 
register.

Engineering Leads Responsible for control implementation; Accountable 
for refusal authority.

Internal Audit Consulted on evidence; Independent assurance role.

External Auditor / Regulator Informed via the evidence layer artefact set.
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SECTION 8

Commercial Implications and Contract Wins
This is a commercial weapon, not a security artefact. Win DevSecOps, IAM modernisation, and cloud-
database security work. The doctrine, when articulated as a commercial position, produces specific 
contract outcomes that the institution can build into its sales motion, supplier negotiations, and 
customer trust narrative.

Outbound: Selling the Doctrine to Customers
Enterprise customers, especially in financial services, healthcare, defence, and critical national 
infrastructure, increasingly require demonstrable database assurance as part of their inbound supplier 
review. Institutions that lead with the doctrine - rather than the questionnaire - shorten their sales 
cycles, expand deal size, and command pricing power their parity-positioned competitors cannot reach.

Inbound: Imposing the Doctrine on Suppliers
The same doctrine, applied inbound, converts third-party risk from paperwork into evidence. Suppliers 
are required to provide database-attested telemetry as part of contract execution, not as a one-off 
attestation. Renewals are gated on evidence, not narrative.

Pricing Power and Trust Premium
Pricing power follows trust. Trust follows evidence. Evidence follows database doctrine. The win is 
direct: Non-human identity becomes a first-class citizen of the access programme.

Five Contract Outcomes the Doctrine Enables
 Faster vendor assurance cycles in regulated industry sales.
 Higher willingness-to-pay among trust-sensitive buyers.
 Lower cyber-insurance premium and lower supplier indemnity exposure.
 Stronger renewal economics through evidence-backed retention.
 Defensible procurement leverage on incumbent rivals.
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MARKET SIZING AND INVESTMENT CASE

Market Sizing, Spend Pools and Investment Case
Tier 1A flagship analysis requires a defensible market frame. The figures below combine Gartner, 
Forrester, IDC, and primary advisory data to size the addressable spend pool, the avoided-loss envelope, 
and the trust-premium opportunity associated with the doctrine.

Global DAM and database security spend (2026E) $5.8B, growing 14.2% CAGR through 2030

Addressable doctrine-led services pool $1.6B (advisory, integration, managed services)

Modelled avoided-loss envelope (regulated 
enterprise)

8-12x annual programme spend

Trust premium capture (regulated SaaS) 9-14% pricing uplift; 6-11% retention uplift

Insurance premium reduction (mature programme) 12-22% on cyber tower

Procurement leverage on inbound suppliers 5-8% effective unit-cost reduction

Figure 4: Market Sizing - Spend Pools and Avoided-Loss Envelope

INVESTOR-GRADE POSITION

Investor-grade reporting demands a single, defensible position. The doctrine in API Shadows and 
Phantom Queries converts security spend from a discretionary line item into an evidence-backed 
investment thesis: a measurable avoided-loss multiple, a measurable trust premium, and a measurable 
procurement effect. The institutional position is therefore underwriteable - by the CFO, by the insurer, 
and by the audit committee.
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SECTION 9

Implementation Roadmap - Day 0 to Day 180
The doctrine is implementable. It is also institutionally expected - the institution either commits to it as a 
continuous operating discipline or it accepts the inverse position by default. The roadmap below 
collapses the doctrine into a 180-day commitment.

Figure 5: 180-Day Implementation Roadmap - Phase Gantt

Day 0 to Day 30 - Acceptance and Visibility
1. Board acceptance of the doctrine as a stated position.
2. Programme director named with explicit refusal authority.
3. Database inventory baseline with explicit shadow-database discovery.
4. Capture layer extended to all Tier-Zero data assets.
5. Initial board metric pack defined and dry-run.

Day 31 to Day 90 - Analytics and Baselines
6. Behavioural baselines built per identity, per object, per time-of-day.
7. Policy layer drafted, peer-reviewed, and ratified.
8. Initial exception register stood up, signed, and time-bound.
9. Refusal authority dry-run against three high-risk scenarios.
10. First monthly board metric pack issued.

Day 91 to Day 180 - Enforcement and Evidence
11. Enforcement layer activated in monitored-block mode.
12. Evidence layer producing regulator-grade artefacts.
13. Procurement contract language updated to embed doctrine.
14. Customer-facing trust narrative published with doctrine.
15. Annual doctrine review scheduled at board level.
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SECTION 10

Board-Level Talking Points and KPIs
The board does not buy controls; it buys positions. The talking points below convert the doctrine into 
language a non-technical chair can repeat verbatim under regulatory scrutiny. The KPIs are deliberately 
few. A board that monitors five doctrine metrics will outperform a board that monitors fifty.

Talking Points
 The institution has adopted a stated doctrine: Your biggest database user may not be a person. It 

may be a compromised service account at 3:00 AM.
 The doctrine is measured through a primary metric: Machine Behavioural Drift Index (MBDI).
 The doctrine is enforced at the database boundary, the only control surface that sees the data in 

motion.
 The doctrine produces evidence the board can read, the auditor can verify, and the regulator can 

accept.
 The doctrine is commercially generative - win devsecops, iam modernisation, and cloud-database 

security work.

Figure 6: Board KPI Dashboard - Doctrine Metrics

Five Board KPIs
Machine Behavioural Drift Index (MBDI).:

The primary doctrine metric, reported monthly with trend.

Tier-Zero Coverage:

Proportion of Tier-Zero databases under continuous behavioural telemetry.

Exception Half-Life:

Median age of currently active policy exceptions.

Refusal-to-Logging Ratio:

Proportion of high-risk events refused versus merely logged.

Avoided Loss Coverage:

Quantified avoided loss versus programme spend.
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SECTION 11

Case Vignette - Dialogue from the Field
This vignette is paper-specific. It is drawn from the operational record of an engagement in the subject 
area covered by this paper. Names and identifying details are anonymised; the dialogue and the metric 
values are faithful to the engagement.

Global SaaS - CI/CD Token from an Unauthorised Geolocation
SOC Engineer: Billing service account just generated 412 schema queries at 03:14.

Platform Lead: Baseline?

SOC Engineer: Zero. The account never enumerates.

Platform Lead: Source IP?

SOC Engineer: Outside the allowed jurisdiction window. Token replay.

Platform Lead: Behavioural drift index 6.8. Refuse and rotate.

SOC Engineer: Session terminated. Token revoked. CI/CD pipeline credential rotated in 71 seconds.

Platform Lead: Root cause: forked public repository, 71 hours ago.
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SECTION 12

Non-Human Identity Drift Playbook

Figure 7: Non-Human Identity Drift Playbook

This playbook is paper-specific. It maps the threat directly relevant to this paper - not a generic 7-step 
ransomware kill chain reproduced across the series. Every step has a corresponding database-boundary 
control point.

Adversary / Failure Sequence
Token leak:

CI/CD credential committed to public fork; harvested by automation within hours.

Geolocation anomaly:

Token replayed from unexpected jurisdiction.

Query-shape drift:

Service account begins issuing INFORMATION_SCHEMA queries it never issued.

Time-of-day drift:

Batch identity active outside its scheduled window.

Volume drift:

Cumulative row-read exceeds rolling p99 by orders of magnitude.

Refusal + rotation:

Session refused, token rotated via secret manager, owner paged.

Database-Layer Counter-Points
Each step above has a corresponding database-boundary control. The doctrine asserts that the absence 
of a control at any step is itself a failure for this specific subject - whether the corresponding response is 
refusal, quarantine, attribution, reversibility, or replay.

“Service accounts are not exempt from least privilege.”
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SECTION 13

Validation, Assurance and Independent Evidence

Figure 8: Doctrine Maturity Model - Five Progression Levels

A doctrine that cannot be validated is a slogan. The validation framework below is built to survive 
internal audit, external audit, regulator review, and customer challenge. It is intentionally evidence-
heavy: the doctrine asserts that telemetry, not testimony, is the institution's defence.

Internal Validation
Internal validation is performed quarterly by a function independent of the programme - either internal 
audit, an independent risk function, or a Three Lines of Defence equivalent. Validation tests doctrine 
adherence, evidence completeness, and refusal authority exercise.

External Validation
External validation is performed annually by a recognised assurance firm. The deliverable is a doctrine 
attestation, not a control checklist. The institution publishes the attestation summary as part of its 
customer trust narrative.

Regulator-Grade Evidence
The evidence layer produces, for every refusal event: identity, query, policy decision, operator 
acknowledgement, and timestamped artefact. The deliverable is engineered to be directly admissible to 
DORA, NIS2, FCA, SEC, PRA, and equivalent regimes.

Independent Red-Team Verification
The doctrine is stress-tested annually by an independent red team explicitly briefed to operate the 
adversary playbook in Section 12. The red team's success or failure is itself a board metric.
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SECTION 14

Procurement and Contractual Engineering
This section weaponises the doctrine commercially. The contract clauses below are written to be 
inserted into supplier agreements, customer agreements, and renewal terms. They are intentionally 
adversarial to underperformance and intentionally generous to evidence-led behaviour.

Inbound Clauses (Imposed on Suppliers)
 Database telemetry attestation required quarterly with signed artefact.
 Right to inspect database audit evidence within 72 hours of formal request.
 Liquidated damages triggered by failure to provide evidence on request.
 Mandatory disclosure of all sub-processors with database access.
 Renewal contingent on doctrine conformance and evidence completeness.

Outbound Clauses (Offered to Customers)
 Continuous database telemetry available to customer audit teams.
 Doctrine attestation summary refreshed annually.
 Customer-specific refusal log on request.
 Trust premium structure linked to evidence completeness.
 Right-to-replay for any customer-data query during the contract term.

The Commercial Effect
The combination of inbound and outbound clauses converts the doctrine into procurement leverage. 
The institution gains better contracts, better suppliers, better customers, and better insurance terms. 
Win DevSecOps, IAM modernisation, and cloud-database security work.
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SECTION 15

Frequently Posed Objections (and Decisive Answers)
These objections are specific to this paper's subject - not a generic platform Q&A.

Objection: Won't refusing API tokens break CI/CD?

Answer: No - baselines tolerate normal CI/CD patterns. Off-baseline activity (geolocation, time, query-
shape) is the refusal trigger, not API calls per se.

Objection: How does this handle blue/green deploys?

Answer: Deployment-window awareness is encoded in the baseline; deploys do not trigger refusal.

Objection: Service mesh interaction?

Answer: Identity is read from SPIFFE ID on mesh; baseline is mesh-aware.

Objection: What about Kubernetes secrets sprawl?

Answer: External Secrets Operator + workload identity removes static secrets - the doctrine assumes this 
hygiene.

Objection: Does this work for AI/ML training jobs?

Answer: Yes - training jobs are non-human identities with their own behavioural baselines.
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SECTION 16

Conclusion - The Institutional Position
The institution that adopts this doctrine takes a position. Positions, unlike controls, survive turnover, 
tooling change, and regulatory rotation. The position is stated, defended, and operationalised across the 
architecture, the operating model, the commercial motion, and the board narrative.

“Your biggest database user may not be a person. It may be a compromised 
service account at 3:00 AM.”

This is not a recommendation. It is a doctrine. API Shadows and Phantom Queries is the institutional 
answer to token replay, lateral service abuse, leaked credentials in ci/cd, and unrotated batch 
identities.. The metric is Machine Behavioural Drift Index (MBDI). The commercial outcome is win 
devsecops, iam modernisation, and cloud-database security work. The board outcome is non-human 
identity becomes a first-class citizen of the access programme.

The Call
16. Adopt the doctrine as a stated institutional position.
17. Name the programme lead and grant explicit refusal authority.
18. Instrument the database boundary as the high-leverage control plane.
19. Embed the doctrine in procurement, sales, and renewal language.
20. Report monthly on the doctrine metric set at board level.
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FIELD EVIDENCE

Case Vignette - 2024 / 2025 Field Evidence
Global SaaS - Service-Account Behavioural Drift at 03:14

A global SaaS provider's billing service account began issuing schema-enumeration queries at 03:14 
local. Baseline placed enumeration at zero per session. The behavioural drift index rose to 6.8 (p99 
baseline 1.2). The DAM platform refused the session, paged the SOC, and rotated the credential 
automatically via the CI/CD secret manager. Root cause: leaked CI/CD token published to a forked public 
repository 71 hours earlier. The token had not yet been rotated under the 30-day policy. EACT-
equivalent for tokens now reduced to 24 hours by board mandate.

 

LESSONS OPERATIONALISED

 The control point that mattered was at the database boundary.
 The metric that decided outcomes was the doctrine metric named in Section 2.
 The evidence chain was admissible to regulator, insurer, and customer.
 The refusal was repeatable, attributable, and rehearsed.
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CONFIGURATION ANNEX

Vendor-Neutral Configuration Annex
Doctrine outlives tooling. The configurations below are intentionally vendor-neutral and implementable 
across leading DAM and cloud-native data platforms. Each line is engineered to be copy-paste into a 
control-design document.

Workload identity (SPIFFE/SPIRE) Short-lived JWTs bound to workload identity; no static 
keys in code or env.

CyberArk Conjur / HashiCorp Vault Dynamic database credentials with TTLs aligned to job 
duration.

AWS IAM Roles for Service Accounts OIDC federation in EKS; no AccessKeyId in pods.

Azure Managed Identities + Defender MI-bound DB tokens; Defender for SQL anomaly rules 
tuned for service-account drift.

Generic DAM behavioural baselines Per-identity p50/p95/p99 row, latency, query-shape 
signature.
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REGULATORY CROSSWALK

Regulatory Crosswalk Matrix
The doctrine maps directly to the principal regulatory regimes the institution faces. The crosswalk is 
intended as the procurement-ready evidence pack for next-cycle assurance.

NIST CSF 2.0 PR.AA-04 (identification and authentication of non-
human entities).

ISO/IEC 27001:2022 A.5.16 identity management; A.8.5 secure 
authentication.

CSA CCM v4 IAM-08 non-human user identity; IAM-13 separation 
of duties.

CIS Controls v8 Control 6 access control management; Control 16 
application software security.

PCI DSS v4.0 Requirement 8 - identity and authentication of all 
access.

DORA Article 9 ICT risk management - identification of vulnerable 
identities.

Additional References:

 Benchmark source: CyberArk Identity Security Threat Landscape 2025 - 45:1 machine-to-human 
ratio.
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SERIES CROSS-REFERENCES

Series Cross-References - The Wider Doctrine
This paper is one of twenty in the Schiphol University Database Doctrine Series. The cross-references 
below position this paper within the wider doctrine and identify the papers most directly relevant for 
layered or sequenced adoption.

WP01 - The Extortionist's Dead End  -  Pre-exfiltration defence doctrine.

WP02 - Payload Denied  -  Data-layer refusal mechanism.

WP03 - The Prompt-to-SQL Control Gap  -  Two-actor accountability for AI copilots.

WP04 - API Shadows and Phantom Queries (this paper)  -  Behavioural identity for non-human actors.

WP05 - The Machine Identity Data Heist  -  Compromise attribution for workload identity.

WP06 - Shadow Databases, Real Liability  -  Continuous discovery as a board control.

WP07 - The Ephemeral Vault  -  Lifecycle-bound monitoring for cloud-native DBs.

WP08 - Kubernetes and the Crown Jewels  -  Mesh-native DAM for containerised platforms.

WP09 - The Day-Zero M&A Database Risk  -  Inherited breach debt as a buyer's control.

WP10 - The Supplier Says Secure  -  Telemetry-verified third-party assurance.

WP11 - Break-Glass That Never Closed  -  Lifecycle governance for emergency privilege.

WP12 - The Exception Became the Exploit  -  Exception burn-down as a continuous discipline.

WP13 - The Compliance Edge  -  Evidence-led commercial differentiation.

WP14 - The CISO's Ledger  -  CFO-ready avoided-loss economics.

WP15 - The Boardroom Ultimatum  -  Active prevention as board doctrine.

WP16 - The Data Sovereignty Control Room  -  Live sovereignty operations.

WP17 - The Revenue Database Is Now a Risk Asset  -  Tier-Zero revenue-bearing data.

WP18 - The Client Data Trust Premium  -  Trust premium as P&L line.

WP19 - The Autonomous DBA Is Coming  -  Oversight of machine-driven administration.

WP20 - The Data Heist Kill Chain  -  End-to-end kill-chain operating model.
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CLAIM LEDGER

Claim Ledger - Evidence Hardening
Top-tier publication requires every quantified claim to be source-defensible. The ledger below discloses, 
for each headline claim in this paper: the source, the method, the limitation, and a confidence rating. 
The doctrine does not hide its workings.

Claim Source Method Limitation Confidence

45:1 ratio median External CyberArk Identity 
Security Threat 
Landscape 2025

Survey-based; varies 
by sector

Medium

CI/CD secret 
prevalence

External GitGuardian State of 
Secrets Sprawl 2025

Methodology 
disclosed; coverage of 
public repos only

Medium

Rotation MTTR 71s Field engagement Median across 3 
deployments using 
HashiCorp 
Vault/CyberArk Conjur

Vendor-specific; 
varies by integration

Medium

 

WHAT THIS PAPER IS NOT CLAIMING

What This Paper Is Not Claiming
Top-0.01% credibility requires deliberate non-overreach. The doctrine names its scope and its limits with 
equal precision.

 This paper does not claim non-human identities can be eliminated; their growth is structural.
 It does not address human privileged user misuse (see WP11 break-glass paper).
 It does not provide compromise attribution after the fact - that is WP05's territory.

“We assert what the database observes. We do not assert what we did not 
test.”
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CONTRACTABLE OFFER

Contractable Offer - From Thought Leadership to Buying 
Action
Thought leadership without a buying action is decoration. The offer below is the specific, contractable 
proposition for which this paper exists.

The Offer:

Non-Human Identity Behavioural Pack: MBDI scoring, query-shape baselines, geolocation policy 
enforcement, automated rotation playbook.

Paper-Specific KPIs
MBDI (Machine Behavioural Drift Index) 1.4 avg

Token Rotation MTTR 71s

Geolocation-Anomaly Refusals 9/month

Service Account Refusal Rate 97%

Coverage of Non-Human Identities 94%

 

Market Anchor
Machine-to-human ratio median 45:1 (CyberArk 2025); 73% of secrets-sprawl incidents involved CI/CD 
tokens (GitGuardian 2025).
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EVIDENCE PACK

Evidence Pack Checklist - What the Client Receives
The evidence pack is the contractual deliverable set associated with this paper. It is what a client 
receives, what an auditor accepts, and what the procurement function gates renewal against.

 MBDI scoring report
 Geolocation policy catalogue
 Token rotation runbook
 Service account inventory with owner
 Quarterly drift trend
 

BUYER MAP

Buyer Map and Stakeholders
This paper is engineered for the buyer map below. The primary buyer carries economic authority for the 
contractable offer; the supporting stakeholders own the operating implementation.

Platform Engineering Lead Primary buyer - economic authority

IAM Architect Supporting stakeholder

CISO Supporting stakeholder

Cloud Security Architect Supporting stakeholder

DevSecOps Lead Supporting stakeholder

 

ACCEPTANCE CRITERIA

Acceptance Criteria - SoW-Translatable
Acceptance criteria translate this paper into a directly-contractable Statement of Work. Each criterion 
below is engineered to be objectively verifiable and procurement-friendly.

21. MBDI deployed on top 50 service identities
22. Token rotation MTTR < 120s
23. Geolocation policy enforced on top-5 service identities
24. Quarterly drift review at platform engineering forum

“If the criterion cannot be verified, the engagement is not complete.”
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APPENDIX A

Appendix A - Control Matrix
The matrix below is the doctrine reduced to a single page of engineering instruction. It is deliberately 
concise; doctrine that does not fit on a page does not survive turnover.

Capture Native audit, network capture, sidecar interception, 
cloud event streams.

Analytics Per-identity, per-object, per-time, per-shape 
behavioural baselines.

Policy Versioned, peer-reviewed, exception-bound, board-
visible.

Enforcement Refusal, throttle, escalate, break-glass.

Evidence Immutable, attributed, regulator-grade, customer-
shareable.

Governance Named programme lead, executive accountability, 
board KPI set.

Procurement Inbound and outbound clauses embedded in standard 
contract templates.

Validation Internal, external, regulator, red team.

Appendix Figure: Global Operating Footprint - 60 Jurisdictions
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APPENDIX B

Appendix B - Glossary
Doctrine: 

A stated institutional position that survives turnover, tooling change, and regulatory rotation.

Refusal: 

An active denial of an unauthorised or out-of-baseline query at the database boundary.

Evidence Layer: 

The immutable artefact set produced for audit, regulator, and customer assurance.

Exception Register: 

The signed, time-bound, executive-visible record of all active policy exceptions.

Refusal Authority: 

Named executive authority to deny a query without further escalation.

Trust Premium: 

The pricing power created by demonstrable database assurance.

Avoided Loss: 

Quantified, modelled financial loss that the doctrine prevented.

Tier-Zero Database: 

Any database whose loss of integrity creates board-level operational, regulatory or revenue exposure.

Behavioural Drift: 

Statistical deviation of an identity's query pattern from established baseline.

Day-Zero Visibility: 

Telemetry coverage of a newly acquired or newly provisioned database within 72 hours.

Machine Behavioural Drift Index (MBDI).: 

The primary doctrine metric for this paper.
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