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Executive Summary

3 €30M 2x 160K+

Converging EU Max DORA Sanction Compliance Cost Without Entities in Scope
Regulations Architecture

The European Union has embarked on an unprecedented regulatory consolidation of digital resilience
requirements. NIS2 (Directive 2022/2555) mandates systemic cybersecurity risk management across
critical infrastructure. DORA (Directive 2023/2033) introduces ICT resilience requirements for the
financial sector. GDPR continues to apply across all processing. The result: a lex specialis (specific law)
hierarchy where certain regulations take precedence in specific contexts, and where conflicting
requirements must be architecturally resolved.

SABSA provides the architectural framework that unifies these three regulatory domains into a single
coherent architecture. This white paper establishes the Regulatory Operating Model — a proprietary
decision framework that resolves lex specialis conflicts, maps regulatory requirements to architecture
layers, and provides the governance mechanism to sustain compliance as regulations evolve.

Regulatory Architecture Imperative

NIS2 applies to 160,000+ critical infrastructure and important entities across the EU.
DORA applies to 8,000+ financial institutions and critical ICT third-party service providers.
GDPR applies universally to all organisations processing EU personal data.

These frameworks converge — one entity may be subject to NIS2 AND DORA AND
GDPR simultaneously.

Regulatory conflicts require architectural resolution, not procedural workarounds.

The Three Regulatory Domains — Scope, Requirements, and
Conflicts

NIS2, DORA, and GDPR operate in overlapping scopes with distinct regulatory objectives. NIS2 targets
systemic risk to critical infrastructure and important functions. DORA targets operational risk in the
financial sector and critical ICT service provision. GDPR targets personal data protection universally.
Where scopes overlap, regulatory conflicts arise: DORA requires financial institutions to conduct ICT risk-
led supervision; NIS2 requires critical infrastructure to report incidents nationally; GDPR restricts data
processing for both. Architectural resolution requires understanding each framework's primary regulatory
objective and designing controls that satisfy all three simultaneously.

Regulatory Primary Objective Entity Scope Key Obligation

Framework

NIS2 Systemic cyber risk 160K+ entities in critical Art.21 risk management
sectors measures + Art.23 incident

reporting
DORA Operational resilience of 8K+ financial institutions + Art.6 operational resilience
financial sector ICT 3Ps + Art.13 Board oversight

GDPR Personal data protection All entities processing EU Art.5 principles + Art.32

personal data technical measures
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Lex Specialis and the EU Regulatory Operating Model
(EUROM)

Lex specialis is a foundational principle of EU law: a specific law overrides a general law in the domain
where the specific law applies. NIS2 is lex specialis relative to GDPR for critical infrastructure
cybersecurity (Article 1(5) NIS2 clarifies that NIS2 does not override GDPR). DORA is lex specialis
relative to both for financial sector operational resilience. However, the practical application of lex
specialis across these three frameworks is not always obvious. The EU Regulatory Operating Model
provides a decision framework — the EUROM — that resolves these conflicts at the architectural level.

EU Regulatory Precedence Architecture — Lex Specialis Decision Tree

Financial Institution DORA requirements take precedence for ICT resilience (Art.6). NIS2 supply
(NIS2 + DORA + GDPR) chain requirements apply (Art.21d). GDPR data protection applies. Resolve
conflicts at L1 Conceptual layer.

Critical Infrastructure NIS2 Article 21 mandatory measures take precedence for cybersecurity risk
(NIS2 + GDPR) management. GDPR applies to personal data processing. Cross-domain
data flows governed by both.

ICT Third Party to DORA outsourcing requirements apply (Art.28 DORA). GDPR processor
Financial Sector (DORA requirements apply (Art.28 GDPR). Unified contract required.

+ GDPR)

Non-Regulated Entity GDPR applies universally. NIS2 does not apply unless entity is critical
Processing EU Data infrastructure. DORA does not apply unless entity is financial services.

(GDPR only)

The EUROM Decision Framework

Situation DORA Applies? NIS2 Applies? GDPR Applies?

Financial Institution Yes (primary) Yes (supply chain) Yes
(bank, insurer)

Energy Utility (N1S2 No Yes (primary) Yes
Essential Entity)

Payment Processor If financial customer Yes (primary) Yes
(NIS2 Important +
NIS2 Third Party)

Insurance Broker Yes Yes Yes
(Financial + NIS2
Important)

Cloud Service DORA if primary customer NIS2 if energy customer Yes
Provider to Financial +
Energy

Healthcare Provider No Yes Yes (HIPAA)
(NIS2 Essential +
GDPR)
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Case Study: Dual-Regulated Financial Entity

A mid-sized pan-European insurance company (€2.8B in assets; 1,200 employees; operations in 8 EU
member states) received simultaneous regulatory obligations: (1) NIS2 compliance due October 2024
(classified as important entity under supply chain criterion); (2) DORA implementation required by
December 2024 (classification as credit institution requiring full DORA compliance); (3) Existing GDPR
obligations for customer data processing (significant personal data volumes across underwriting, claims,
and marketing). The company faced a critical challenge: three separate regulatory timelines, potentially
conflicting requirements, and risk of non-compliance with any framework. This case study illustrates how
SABSA regulatory architecture resolves simultaneous multi-framework compliance.

Situation: Regulatory Complexity

The insurance company's existing ISMS was designed for ISO 27001 certification and internal
governance, not regulatory compliance. The company lacked: (1) NIS2-specific incident reporting
procedures; (2) DORA ICT resilience and third-party oversight framework; (3) Unified governance for
three overlapping compliance obligations. Internal debate centred on whether to implement three
separate compliance programmes or attempt unified architecture. The finance and risk teams favoured
unified architecture (cost, simplicity); the compliance team feared that unified approach might miss
framework-specific requirements.

Architecture Response: EUROM Decision Framework Applied

The remediation programme applied SABSA Regulatory Operating Model across 7 months: (1) Month 1:
EUROM assessment — determine regulatory precedence and conflict resolution patterns. (2) Months 2—
3: Architecture design — unified L1 conceptual layer with DORA as precedence for ICT resilience, NIS2
for supply chain, GDPR for data protection. (3) Months 4—6: Control implementation — map all three
frameworks to unified control architecture. (4) Month 7: Evidence preparation and regulatory notification.

Regulatory Obligation | EUROM Classification Architecture Resolution

DORA Art.6 ICT Resilience Primary (financial sector) DORA requirements take
precedence; design ICT resilience
architecture with RTO/RPO targets

NIS2 Art.21(d) Supply Chain Secondary (important entity NIS2 supply chain requirements
criterion) applied to all third parties; embedded
in DORA third-party oversight

NIS2 Art.23 Incident Concurs with DORA Art.18 Unified incident classification

Reporting satisfying both frameworks; timelines
per regulation (NIS2: 4h early
warning, DORA: 6h notification)

GDPR Art.32 Data Protection Concurrent across all frameworks Data protection requirements apply
to all personal data processing;
architecture enforces across all

domains
GDPR Art.28 Processor Intersects with DORA Art.28 Unified processor contract
Accountability Outsourcing incorporating both GDPR and DORA

requirements

Quantified Outcomes
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€4.2M 7 3 €12M

Unified Architecture Cost Months Deployment Regulatory Domains Fine Exposure Eliminated
Compliant

Regulator-Specific Implementation Playbooks

NIS2 enforcement is not EU-wide uniform — each member state implements through national competent
authorities with jurisdiction-specific guidance and enforcement patterns. BaFin (Germany), ANSSI
(France), DNB (Netherlands), and PRA/FCA (UK) each issue regulatory guidance reflecting national
cybersecurity doctrine and sectoral priorities. SABSA implementation across these jurisdictions requires
playbook-driven approaches that map generic NIS2 requirements to regulator-specific interpretations,
audit expectations, and compliance checkpoints.

Regulator-Specific Playbooks — Four Jurisdictions

Regulator Jurisdiction Sector Focus Implementation Timeline

BaFin Germany Financial services; critical Oct 2024 (financial); Oct
infrastructure 2025 (energy/telecom)

ANSSI France All critical sectors; Oct 2024 (deadline);
mandatory incident ongoing supervision
reporting

DNB Netherlands Financial + essential Jan 2024 (financial); Oct
entities; real-time reporting 2024 (critical)

PRA/FCA UK Financial services; Dec 2025 (phased); DORA
regulated markets alignment

Implementation Playbook Structure

Playbook BaFin (Germany) ANSSI (France) DNB (Netherlands)

Component

Compliance Deadline  Oct 2024 (financial); Oct Oct 2024 (all sectors) Jan 2024 (financial); Oct
2025 (infra) 2024 (infra)

Data Residency EU-only acceptable; cross- = French-only for sensitive; EU-only; cross-border

Requirement border needs DPA EU for non-sensitive restricted

Incident Notification 24 hours to BaFin; public 1 hour to ANSSI; 3 days to 4 hours to DNB; real-time to

Timeline disclosure required affected parties Reuters

Audit Expectations Annual risk assessment; Bi-annual security audits; Continuous monitoring;
third-party control testing ANSSI guidance real-time SOC reporting

compliance

Certification ISO 27001:2022; BaFin IT ISO 27001 + ISO 27001; DNB-specific

Preference Security Std SecNumCloud; ANSSI label controls

Supply Chain Model TPRM framework + NIS2 Supplier audits + ANSSI TPS risk register; DNB
Art.21(d) contractual certification checks oversight
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Jurisdiction-Specific Checkpoints
BaFin: Quarterly risk review meetings with supervisor; documented exception
management

ANSSI: Annual audit by ANSSI-recognized body; rapid response to government incident
requests

DNB: Real-time incident dashboard access for DNB; monthly risk reporting
PRA/FCA: Annual attestation letter from CEOQO; resilience testing participation

EU Al Act Horizon Scanning Module

The EU Al Act (Regulation 2024/1689) establishes a risk-based regulatory framework for artificial
intelligence systems deployed in the EU, with enforcement timelines cascading from 2025 through 2028.
Security architecture must anticipate Al Act compliance requirements — particularly where security
controls themselves are Al-driven (autonomous anomaly detection, automated compliance assessment,
breach prediction models). This section provides a horizon scanning module that maps Al Act obligations
to SABSA architecture and implementation timelines.

EU Al Act Enforcement Timeline & Risk Classifications

Timeline | Enforcement Milestone Relevance to Security Architecture

Feb 2025 Prohibited Al practices enforceable = Biometric surveillance systems; real-
time mass location tracking —
affects SOC architecture if used for
access control

Aug 2025 General purpose Al (GPAI) Foundation models used in security
requirements tools (LLM-based threat analysis);
require transparency documentation
and risk assessment

Aug 2026 High-risk Al system requirements Autonomous anomaly detection for
access control; automated
compliance scoring systems; require
conformity assessment and bias
testing

Dec 2026 Full Al Act enforcement All Al-driven controls require
documented risk assessment, bias
testing, human oversight
procedures; continuous monitoring

High-Risk Al Classification for Security Systems

The Al Act categorises Al systems as "high-risk" if they have significant impact on fundamental rights or
critical infrastructure. Security systems leveraging Al are classified as high-risk if deployed for: (1)
autonomous access control decisions (authentication denial = discrimination risk); (2) critical
infrastructure monitoring (anomaly detection affecting energy/health systems); (3) personal data
processing (GDPR + Al Act compliance overlap); (4) incident classification and response automation
(affects confidentiality/integrity determinations).
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Security System Al Act Classification Conformity Assessment Oversight Requirement
Type Required

Anomaly detection for = High-risk Testing for algorithmic bias; Human override for >10%
access control human review of edge of decisions; quarterly bias
(autonomous) cases audit

Automated High-risk Model validation against Manual review of Red (non-
compliance scoring ground truth; false-positive compliant) classifications;
(SSI model) testing escalation

Breach prediction High-risk Backtesting against Human analyst validation of
models (time-series historical breaches; false- high-confidence predictions
ML) alarm rate <5%

Classification agents High-risk Precision/recall testing on Manual verification of new
(data sensitivity representative sample data types; periodic
tagging) retraining approval

Incident classification Low-risk Documentation of rule set; No special oversight;
(rule-based, not ML) audit trail of updates standard change

management sufficient

Al Act Compliance Checklist for SABSA L5 Operational Architecture

v Identify all AI/ML systems deployed in security architecture (L5 operational layer)
v Classify each system against Al Act risk categories (prohibited / high-risk / low-risk)

v For high-risk systems: conduct conformity assessment (model testing, bias evaluation,
documentation)

v Implement human oversight procedures for autonomous decisions (especially access
control)

v Document data sources for training, validation, and test sets (Al Act transparency
requirement)

v Establish continuous monitoring for model drift (effectiveness degradation)
v Create incident procedure for Al system failures (e.g., anomaly detection alert storm)

v Plan for Aug 2026 enforcement: all high-risk Al systems must be audit-ready by July
2026

Regulatory Conflict Resolution Engine

NIS2, DORA, GDPR, and now Al Act each impose obligations that sometimes contradict. DORA requires
continuous ICT monitoring for operational resilience; GDPR restricts data collection for monitoring
purposes. Al Act requires bias audits of autonomous systems; NIS2 requires autonomous incident
response speed. Resolving these conflicts requires a formal decision framework — the Regulatory
Conflict Resolution Engine — that prioritises obligations using lex specialis principles and generates
conflict-specific architecture patterns.

Lex Specialis Decision Tree — Regulatory Precedence

Regulatory Conflict Resolution — Automatic Decision Logic

Conflict Identified Compliance requirement from Framework A contradicts Framework B
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Lex Specialis Check Is Framework A more specific than Framework B in this domain?

Specific Law Applies Framework A takes precedence; Framework B requirements accommodated
where possible

Mutual Application Both frameworks apply equally; design architecture to satisfy BOTH (may
require additional controls)

Resolution Pattern Implement resolved architecture; document conflict resolution in compliance
register

Common Regulatory Conflicts — Resolution Patterns

Conflict Scenario | Framework A Requirement Framework B Constraint

GDPR vs DORA Monitoring DORA: Continuous ICT monitoring ~ GDPR: Data minimisation; purpose

for operational resilience limitation on logging
NIS2 vs GDPR Data Transfer ~ NIS2: Supply chain visibility GDPR: Chapter V restrictions on
requires data transfer to suppliers transfer; SCC requirement
Al Act vs NIS2 Autonomous Al Act: Bias audits + human NIS2: Automated incident response
Response oversight for high-risk Al required for SL3+ resilience
DORA vs GDPR Cross- DORA: Financial resilience GDPR: Cross-border transfer
Border Data requires multi-region active-active restrictions; lawful basis required

Automated Regulatory Priority Scoring

Where conflicts cannot be resolved architecturally, prioritisation follows a scoring model: (1) Regulatory
fine exposure (higher fine = higher priority). (2) Essential vs. Important entity status (Essential entity NIS2
obligations take precedence over Important entity considerations). (3) Specificity of requirement (specific
regulation takes precedence over general; Article 32 GDPR is general; Article 44—49 GDPR is specific
on transfers). (4) Enforcement probability (regulators actively enforcing; passive oversight lower priority).

Regulatory Conflict Resolution ROI
v Unified architecture eliminates duplicate controls (one control satisfies multiple
frameworks)

v Documented conflict resolution defensible in audit (auditor sees explicit prioritisation
rationale)

v Removes ambiguity in implementation decisions (engineers know which framework
takes precedence)

v Future-proof for regulatory change (conflict resolution logic adapts when new
regulations enacted)

Conclusions and Strategic Recommendations

The convergence of NIS2, DORA, and GDPR creates a complex regulatory landscape that cannot be
effectively managed through three separate compliance programmes. SABSA Regulatory Operating

© 2026 Kieran Upadrasta | www.kie.ie | WP04 | v3.0 Page 9 of 13



Aligning SABSA with EU Regulatory Frameworks Kieran Upadrasta | www.kie.ie

Model provides the architectural framework that resolves lex specialis conflicts and unifies compliance
obligations into a single coherent architecture.

Financial institutions, critical infrastructure operators, and entities subject to multiple regulatory
frameworks should adopt the EUROM decision framework early — before designing compliance

programmes — to ensure that architectural decisions reflect regulatory precedence and conflict resolution
patterns.

Strategic Recommendations
1. Conduct a lex specialis assessment using the EUROM decision framework — determine which
regulations take precedence in your entity context.

2. Design unified regulatory architecture at SABSA L1 conceptual layer — resolve framework
conflicts before descending to design layers.

3. Map all three frameworks simultaneously to your control architecture — avoid sequential design
that produces conflicts downstream.

4. Establish unified incident classification satisfying all three frameworks — single incident handling
process aligned to all timelines.

5. Develop unified third-party contract incorporating NIS2 and DORA requirements — avoid dual
contractual obligations to same supplier.

6. Prepare regulatory notices aligned to EUROM requirements — incident notifications, compliance
attestations, third-party oversight reports.

Summary: Regulatory Architecture as Competitive Advantage

SABSA Regulatory Operating Model transforms multi-framework compliance from
complexity into architectural coherence.

Entities demonstrating unified regulatory architecture win contracts in regulated sectors
and build confidence with supervisory authorities.

The EUROM framework provides the decision logic for regulatory precedence — essential
for entities subject to NIS2 + DORA + GDPR simultaneously.
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