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1. Executive Summary & Board-Level Promise

BOARD-LEVEL PROMISE

Engineer identity for five-nines availability with zero regional dependency — the
resilience posture Tier-0 banking demands.

99.999% SLO | 3-Region Active-Active | <60s RTO | Sovereign Data Residency

The always-on identity is no longer a technical choice — it is a board-level governance decision.
Engineer identity for five-nines availability with zero regional dependency — the resilience posture
Tier-0 banking demands.

KEY FINDING — THE ATLAS FRAMEWORK

ATLAS makes identity always-on. Any region can disappear without customer impact; data
residency is preserved; resilience is board-visible monthly.
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2. The Market & Regulatory Imperative

Global regulators treat identity and access as critical ICT infrastructure. Always-On ldentity in 2026
sits inside DORA Art. 9, the EU Al Act's high-risk obligations, NIS2 Art. 21, and the NIST Zero-Trust
doctrine. The three jurisdictions below define the perimeter every Tier-1 institution must meet.

2.1 United Kingdom

. Bank of England Operational Resilience (PS6/21 + SS1/21): identity and access services
are 'important business services'; boards set impact tolerances and test severe-but-plausible
scenarios annually.

FCA Operational Resilience Policy Statement (PS21/3): firms must stay within impact
tolerances by 31 March 2025, with identity-tier outages explicitly in scope.

NCSC Cloud Security Principles (14): Principle 10 (Identity & Authentication) demands
federated, phishing-resistant authentication with continuous assurance.

PRA SS2/21: concentration risk in identity providers is a supervisory concern; identity vendors
now named in PRA thematic reviews.

2.2 European Union

. DORA Regulation (EU) 2022/2554: Art. 9 mandates ICT protection including strong
authentication; Art. 17-23 set incident classification and reporting thresholds.

. EU Al Act (Regulation (EU) 2024/1689): Annex Il high-risk obligations apply to Al models
used in access, fraud, and identity decisions.

. NIS2 Directive (EU) 2022/2555: 24-h early warning and 72-h incident notification for
identity-related incidents affecting essential services.

. elDAS 2.0 (Regulation (EU) 2024/1183): EUDI Wallet changes the federation contract; relying
parties must accept attested attribute assertions by late 2026.

. PSD3 / PSR Proposal: tightened Strong Customer Authentication; risk-based exemptions

require explicit model-governance artefacts.

2.3 United States
NIST SP 800-63-4 (Public Draft, 2024): phishing-resistant authentication becomes baseline for
AAL2/AALS.
OCC Heightened Standards (12 CFR Part 30, App. D): three-lines-of-defence with identity
controls explicitly mapped.
FFIEC Authentication & Access to Financial Institution Services Guidance: multi-layered
authentication for high-risk transactions; continuous control testing.
SEC Cybersecurity Disclosure Rule (17 CFR §229.106): material incidents trigger Form 8-K
disclosure within four business days.
CISA Zero Trust Maturity Model v2.0: identity pillar requires phishing-resistant MFA,
continuous validation, and just-in-time access.
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3. Technical Deep-Dive — Always-On Identity Engineering

Tier-0 financial infrastructure is always-on. ATLAS engineers the identity plane to match.

3.1 Active-Active Topology
. 3+ regions with anycast VIP and BGP failover.
. CRDT replication of authentication state.
Failover automated; manual override under dual-control.
. Region evacuation drills monthly.

3.2 Graceful Degradation Plane
Cached-attribute-only mode if AA fails.
. Read-only mode if PDP fails.
. Offline-acceptable mode for non-critical journeys.
Mode transitions instrumented and alertable.

3.3 Data Residency & Sovereign Considerations

. Regional pinning for identity and attribute data.
Sovereign cloud deployment where regulation demands.

. No cross-border data leakage at the control plane.

. Regulatory residency verified quarterly.

3.4 Board-Visible Resilience

. Monthly resilience report to Board Risk Committee.
. Availability, RTO/RPO, chaos-test coverage.

TLPT annual findings tracked.
. Cyber-insurance premium trend as a KPI.
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4. The ATLAS Framework — Active-active - Tier-0 - Latency -
Availability - Sovereign

ATLAS engineers identity for five-nines availability with zero regional dependency — the resilience
posture Tier-0 banking infrastructure demands.

4.1 A — Active-Active Topology
. 3+ regions running a full federation cluster.
Anycast VIP + BGP failover; RTO < 60 s.
CRDT replication for authentication state.
. No warm-standby; every region serves live traffic.

4.2 T — Tier-0 Discipline
SLO 99.999% on a rolling 30-day window.
. Chaos tests monthly, DORA-style TLPT annually.
Runbook rehearsal quarterly.
Change freeze windows aligned to trading days.

4.3 L — Latency Engineering
Sub-200 ms p99 federation latency.
Edge caching for JWKS and discovery endpoints.
. HSM signing latency budget < 8 ms.
Network path optimised and monitored per region.

4.4 A — Availability Guarantees
. Graceful degradation plane: cached, read-only, offline-acceptable modes.
Rate limits sized at 4x peak observed.
Failover automated; manual override under dual-control.
. Availability reported at board monthly.

4.5 S — Sovereign Considerations

Regional data residency enforced.

. Sovereign cloud patterns for EU / UK / US / APAC.
No cross-border data leakage at control plane.
Regulatory residency verified quarterly.
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5. Regulatory Compliance Matrix

Every obligation below is traceable to a primary regulatory source. The right-hand column maps this
paper's doctrine directly to the article, so an auditor can move from regulation to engineering artefact

in one step.

Regulation Article / Control | Obligation Paper Response
DORA Art. 5 Management body Doctrine in 86 binds board
(Governance) accountable for ICT risk accountability to always-on
strategy and testing. identity resilience.
DORA Art. 9 Continuous ICT protection Framework in 84 engineers
(Protection) including identity, access, and always-on identity resilience
cryptographic controls. as a Tier-0 control.
DORA Art. 17-23  Classify and report  Observability plane  (83)
(Incidents) ICT-related incidents within  produces signed evidence
regulatory timelines. chain for always-on identity
resilience incidents.
NIS2 Art. 21 Risk-management measures  Phishing-resistant
including MFA, access control,  authentication +
and cryptography. cryptographic trust bound to
always-on identity resilience.
EU Al Act Annex Il 85(b) High-risk Al in access / Any Al model involved in
underwriting / fraud — always-on identity resilience
includes adaptive identity governed under ISO/IEC
models. 42001 AIMS.
ISO/IEC Clause 8.2 Document, review, and Model register + bias/drift
42001 continuously monitor Al risk audits for always-on identity
across the lifecycle. resilience.
NIST Al GOVERN + Govern Al risk with  Board-level KPIs in 87 tied to
RMF MEASURE measurable, testable  always-on identity resilience.
outcomes tied to business
objectives.
NIST SP Tenets 1-7 Per-session access, dynamic  Zero-Trust enforcement
800-207 policy enforcement, applied to always-on identity
continuous verification. resilience.
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6. Board-Level Governance

Identity outages stop the bank. ATLAS engineers the resilience posture that DORA Art. 11 demands
and shareholders expect.

6.1 Essential Board Questions

. What is our identity-tier availability against a 99.999% target?

. Have we rehearsed a full regional loss within the last 90 days?

. Do we have a graceful degradation plane documented and tested?
. Is our sovereign / residency posture verified against regulation?

. What is our cyber-insurance premium trend vs the industry?

. Are DORA Art. 11 resilience tests passing?

6.2 Personal Liability Considerations

. DORA Art. 5 places personal accountability on the management body for ICT risk management
strategy, policy and testing.

. EU Al Act: deploying Al models without an AIMS or without logging, monitoring and human
oversight can trigger administrative fines up to 7% of global annual turnover.

. SEC Cybersecurity Disclosure (17 CFR §229.106): failure to disclose a material incident within
four business days is a securities-law exposure for directors of US-listed entities.

. FCA SM&CR: senior manager Conduct Rule 4 obliges named individuals to disclose material
information to the FCA and PRA, including identity-tier deficiencies.

. Identity-tier outages are material incidents under SEC 17 CFR §229.106; board must be able to

demonstrate resilience posture in any 8-K disclosure.
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7. Board-Level KPI Dashboard

Three KPI planes. Each row has a target and a benchmark source. These are the metrics a board
should see in its quarterly risk pack.

7.1 Performance Metrics

Performance Metric Source / Benchmark
99.999% rolling

Identity-tier availability 30-day DORA Art. 11

p99 federation latency <200 ms Internal SLO

RTO (regional failover) <60s DORA resilience

RPO for auth state 0 Internal SLO

Region-evacuation cadence Monthly Chaos engineering

7.2 Risk Metrics

Risk Metric Target Source / Benchmark

Single-region dependency events 0 Architecture

Graceful degradation rehearsal Quarterly DORA Art. 11

TLPT findings unresolved 0 DORA RTS

Residency violations 0 Regulation

Change-freeze violations 0 Governance

7.3 Compliance Metrics

Compliance Metric Target Source / Benchmark

DORA Art. 11 resilience Passed DORA

SEC 8-K 4-day disclosure capability Rehearsed SEC

Data-residency verification Quarterly Regulation

ISO 27001 audit Zero majors ISO

Evidence retention 7 years OCCI/FFIEC
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8. Enterprise Case Studies

Three anonymised implementations. Each is a composite of real engagements, scrubbed of
identifying information but preserving the engineering and governance truths.

8.1 Three-region active-active with CRDT replication

SECTOR: Global Bank — Identity 99.999%

Three-region active-active with CRDT replication

Challenge — Identity plane was active-passive; single-region outage caused 2-hour
customer-facing outage; board demanded resilience uplift.

Solution — ATLAS: 3-region active-active; CRDT state; chaos monthly.

Outcome — Availability 99.9997%; full regional evacuation rehearsed successfully;
cyber-insurance premium fell 14%.

8.2 Sovereign data residency across EU and APAC

SECTOR: Tier-1 Custodian — Data Residency

Sovereign data residency across EU and APAC

Challenge — Regulator in one jurisdiction demanded residency guarantees; architecture could
not prove no cross-border leakage.

Solution — ATLAS with sovereign cloud patterns; regional pinning; quarterly verification.

Outcome — Residency proven; regulator closed finding; sovereign posture now a marketing
differentiator.

8.3 Operating through a vendor outage

SECTOR: Payments — Graceful Degradation

Operating through a vendor outage

Challenge — External IdP vendor had an 11-hour outage; bank's identity plane could not fail
over; customer impact P1.

Solution — ATLAS graceful degradation plane; cached-attribute-only mode.

Outcome — Subsequent vendor outage absorbed with zero customer impact; regulator positive
note in thematic review.
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9. M&A Cyber Due Diligence

9.1 Big 4 Due Diligence Approaches
Deloitte Cyber M&A Playbook: identity-first due diligence; map identity vendor overlap
pre-signing to size integration risk.
PwC Cyber Due Diligence: threat-intelligence sweep plus identity-perimeter assessment
during the 30-day exclusivity window.
EY Cyber M&A Framework: post-merger identity consolidation modelled as a
federation-consumer conversion, not a directory merge.
KPMG Third-Party Cyber Risk: identity-vendor concentration becomes a named dimension of
the combined entity's operational-resilience board paper.

9.2 Critical Checklist

. Inventory every always-on identity resilience asset in the target; identify concentration risk
(single vendor > 40% = red).

. Confirm AI/ML models related to identity or access are documented under ISO/IEC 42001 with
bias and drift test evidence.

. Identify HSM / KMS overlap and verify cryptographic key-ceremony gaps.

Sample privileged-access reviews for the trailing 12 months against CIS, ISO 27001 and NIST
800-53 control baselines.

Test TLPT readiness — could the target's control plane withstand a DORA-style threat-led
penetration test today?

Review unresolved supervisory findings (BoE, ECB, OCC, FCA, MAS) related to always-on
identity resilience.

Review target's identity-tier availability history; low numbers are integration risk.

9.3 Valuation Impact Scenarios

. Scenario A — Concentration Risk: target relies on a single vendor for 90%+ of always-on
identity resilience. Valuation haircut of 4-6% of EBITDA multiple to fund redesign.

. Scenario B — Undocumented Al in always-on identity resilience: adaptive model in
production with no AIMS; EU Al Act exposure creates a potential €35M+ fine line item.

. Scenario C — Legacy Stack Retirement: acquirer consolidates always-on identity resilience

onto its own estate; £8-14M one-off cost, £18-24M annual run-rate synergy.
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10. Implementation Roadmap

Phase 1: Discovery & Assessment (Weeks 1-4)

. Asset register for always-on identity resilience: systems, vendors, cryptographic dependencies.

. Baseline current KPIs — latency, availability, coverage, exposure.

. DORA Art. 9 gap analysis and regulatory-obligation-to-control map for always-on identity
resilience.

. Board briefing: impact tolerances, concentration risk, liability framing.

Phase 2: Architecture & Design (Weeks 5-10)

. Target topology for always-on identity resilience with active-active resilience.
. FIPS 140-3 Level 3 HSM / KMS design and key-ceremony plan.

. Al model governance under ISO/IEC 42001, bias, drift, robustness test plan.
. Observability schema and board dashboard specification.

Phase 3: Pilot Deployment (Weeks 11-20)

. Deploy always-on identity resilience in a scoped pilot with a single regulated journey.
. Run TLPT red-team exercise focused on the control plane.

. Enable phishing-resistant authentication for all privileged users in scope.

. Close residual findings under a two-person-rule change-control regime.

Phase 4: Full Deployment & Governance (Weeks 21-36)

. Migrate all business-critical applications onto the always-on identity resilience plane.
. Retire legacy stacks under a documented decommissioning doctrine.

. Establish quarterly control-owner committee reporting to Board Risk Committee.

. Independent assurance over the control environment; publish attestation.
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11. Conclusion — From Compliance to Competitive

Advantage

Identity-tier resilience is a board-visible, DORA-tested capability. ATLAS engineers it to a Tier-0
standard — always-on, regionally independent, and sovereign-aware. Anything less is an audit

finding waiting to happen.
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