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1. Executive Dashboard

30% <1% 100% 3

Cost Optimisation Control Drift Rate Policy Coverage Cloud Platform Governance

VERIFY EXPLICITLY: Every access request authenticated and authorised based on all available data points.
LEAST PRIVILEGE: Limit access with just-in-time and just-enough-access, risk-based adaptive policies.
ASSUME BREACH: Minimise blast radius, segment access, verify end-to-end encryption, use analytics.

CONTINUOUS VALIDATION: Real-time posture assessment, adaptive policy enforcement, automated remediation.

"If it cannot be evidenced, it cannot be defended." — Board-Survivable Cyber Architecture™

FLAGSHIP DOCTRINE STATEMENT: Drift Cost = N(d) x C(i) x T(e) x P(b). Exception Decay is tracked and enforced. Governance is an
operating model, not a project.
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2. Reference Architecture — Control Chain
The architecture below is structured as a control chain. Each stage exists because it changes an operational decision or

constrains blast radius.

Exception
Governance

Drift Monitoring Cost Quantification | Board Reporting

Policy Design Conflict Detection

Deterministic Decision Engine

Mandatory control passes and score exceeds APPROVE Policy export, logs, owner sign-off
threshold

Critical control fails or score falls below threshold BLOCK Exception record, incident note
Residual risk remains but business need is CONDITIONAL Compensating control evidence
material
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2. Technical Abstract

Cloud governance at scale fails when it is treated as a security project rather than an operating model. Policy fragmentation,
control drift, and the absence of governance councils create hidden costs that compound over time. This paper reframes cloud
governance as a policy operating model with measurable economics: control drift cost quantification, platform governance
council structures, FinOps/SecOps convergence trade-offs, and exception governance charters. The framework addresses
multi-cloud governance across Azure, AWS, and GCP — not as an Azure template applied to other platforms, but with
platform-specific governance patterns and a chargeback model linking security investment to demonstrated cost savings.

Primary Audience: Cloud Governance Directors / FinOps Teams
Unique Artifact: Policy Operating Model Charter

Key Enhancements in This Edition:
« Policy operating model as central framework
« Control drift economics with financial impact
« Platform governance councils
* FinOps/SecOps convergence trade-offs

« Exception governance charter
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3. Problem: Governance Fragmentation at Scale

Cloud governance fails at scale because most organisations implement it as a security initiative rather than an operating
model. Without governance councils, policy operating procedures, and measurable economics, governance degrades into a
collection of policies that no one enforces and everyone works around.

Control drift — the gradual deviation of deployed environments from approved baselines — carries hidden costs: increased
incident investigation time, compliance re-remediation, unplanned engineering effort, and exposure to regulatory findings.
lllustrative benchmark: organisations with mature governance operating models report measurably lower per-incident
investigation costs than those relying on reactive governance (based on aggregated programme observations).

THREAT MODEL: Policy drift creating unmonitored exposure windows | Shadow cloud accounts bypassing central governance | Cost optimisation
decisions weakening security controls | Governance tool compromise affecting policy enforcement | Multi-cloud inconsistency creating exploitable
gaps.
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5. Control Drift Economics & Impact

This paper introduces the following contributions specific to cloud governance at scale. Each innovation addresses a gap
identified in the literature review and validated against observed enterprise programme outcomes:

* Policy operating model as central framework
* Control drift economics with financial impact
* Platform governance councils

* FinOps/SecOps convergence trade-offs

» Exception governance charter
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7. Regulatory Compliance Crosswalk

Cloud governance at scale must satisfy DORA’s ICT governance requirements (Article 5), NIS2’s risk management measures
(Article 21), and sector-specific supervisory expectations. The policy lifecycle model in Appendix B operationalises these
obligations across Azure, AWS, and GCP — demonstrating that governance is platform-agnostic at the operating model level,
even when enforcement mechanisms differ.

Cloud Governance Operating Model Rollout

Foundation Governance FinOps Continuous

Policies Council Integration Optimisation

M1-2 M3-4 M5-7 M8-12

Figure 2: Compliance Coverage Analysis
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8. Adversarial Hardening & MITRE ATT&CK; Mapping

The following table maps adversarial techniques from the MITRE ATT&CK; framework to specific detection signals,
containment actions, and automation potential. Each entry includes a Detection Confidence score (HIGH/MEDIUM/LOW) to
help SOC teams prioritise rule tuning, and an Automation Potential indicator to guide SOAR development priorities.

Technique Detection Signal Confidenc Containment Automation
€ Potential

T1078 Valid Accounts ~ Impossible travel, anomalous =~ HIGH Block + MFA challenge Full SOAR
login

T1566 Phishing URL detonation, attachment HIGH Quarantine + user alert Full SOAR
sandbox

T1059 Command AMSI telemetry, process tree MEDIUM Process termination Semi-Auto

Scripting

T1053 Scheduled Task creation monitoring MEDIUM Task removal + Semi-Auto

Task investigation

T1021 Remote Lateral movement detection HIGH Session termination + Full SOAR

Services isolate

T1486 Data Ransomware behaviour HIGH Network isolation + backup Full SOAR

Encryption analytics

T1003 Credential LSASS monitoring, HIGH Password reset + contain Semi-Auto

Dumping honeytokens

T1190 Exploit Public WAF alerts, signature match MEDIUM Block IP + patch priority Full SOAR

App
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9. Evidence Architecture

The drift cost formula and exception abuse model in Appendix B provide economically quantified evidence of governance
effectiveness.
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10. Board-Level Metrics & Decision Framework

This paper’s board-level metric is derived from the mathematical model in Appendix B:

Drift Cost = N(d) x C(i) x T(e) x P(b). Board metric: annualised drift cost trend. Target: < 0.5% of IT budget.
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11. Enterprise Case Study

ILLUSTRATIVE SCENARIO: European Insurer — Control Drift Costs €1.2M in Unplanned
Remediation

A European insurance group measured control drift costs across its Azure estate for 12 months using the drift cost formula.
Results: 340 drift events detected, average remediation cost €3,500 per event, average exposure duration 18 hours before
detection. Total annual drift cost: €1.2M in unplanned remediation effort. After deploying continuous policy enforcement with
15-minute scan intervals and auto-remediation for 60% of drift categories, the annual cost dropped to €280K. Key learning:
control drift is not a technology problem — it is a governance operating model problem. The technology existed; the
enforcement cadence did not.

KEY OUTCOMES: 340 drift events/year | €1.2M - €280K after enforcement | 77% cost reduction | Scan interval: 15 min
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12. Implementation Roadmap with RACI

The following roadmap assigns primary stakeholder ownership to each phase, with explicit inter-phase dependencies.
Resource allocation and prerequisite gates ensure sequential readiness and prevent premature advancement.

Phase Timeline Deliverables Primary Dependencies

Stakeholder

Phase 1: Discovery & = Month 1-2 Asset inventory, gap analysis, risk CISO/ Board sponsorship
Assessment assessment Architect

Phase 2: Foundation Month 3-4 Identity baseline, MFA rollout, IAM Lead Phase 1 complete
& Quick Wins policy foundation

Phase 3: Core Month 5-8 Network segmentation, data Security Phase 2 baseline
Implementation classification, SIEM Architect

Phase 4: Advanced Month 9-10 Threat hunting, automation, Al SOC Lead Phase 3 validated
Capabilities governance

Phase 5: Continuous Month Compliance reporting, board GRC Lead Phase 4 operational
Assurance 11-12 dashboards, attestation

Cloud Governance Operating Model Rollout

Foundation Governance FinOps Continuous

Policies Council Integration Optimisation

M1-2 M3-4 M5-7 M8-12

Figure 4: Implementation Timeline
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13. Commercial Impact & Resilience Dividends

Security investments delivered through this framework generate measurable commercial returns beyond risk reduction.
Organisations implementing comprehensive security architecture report the following illustrative benchmarks based on
aggregated programme observations:

Impact Area Description (lllustrative Benchmark)

Insurance Premium Reduction Observed range: 30-40% reduction in cyber insurance premiums following full framework implementation
M&A,; Valuation Protection Avoiding 10-30% valuation haircuts through demonstrable security maturity

Contract Win Rate Security posture increasingly a differentiator in enterprise procurement decisions

Regulatory Penalty Avoidance Estimated penalty exposure reduction through proactive compliance

Incident Cost Reduction lllustrative benchmark: organisations with mature security programmes experience lower breach costs
Board Confidence Quantified risk dashboards enable informed strategic decisions at board level

Cost Optimisation: Governance Impact

Compute Storage Network Lic i Support

Figure 5: Before vs After Implementation Analysis
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14. Policy Operating Model Charter — Detailed Annex

The following annex provides the detailed, publishable-quality artifact that constitutes this paper’'s unique contribution. This
artifact is designed to be immediately usable by Cloud Governance Directors / FinOps Teams and is structured for extraction
as a standalone reference.

Table Al: Policy Operating Model Charter Framework

Policy Operating Model
Charter Level 1

Policy Operating Model
Charter Level 2

Policy Operating Model
Charter Level 3

Policy Operating Model
Charter Level 4

Foundation controls and

baseline

Enhanced controls and

monitoring

Advanced capabilities and

optimisation

Board integration and

governance

Deploy core framework Configuration logs, policy Security Architect
components documents

Integrate with SIEM and Alert rules, response SOC Lead
automation playbooks

ML-driven analytics and

threat hunting performan
Dashboard reporting and Board min
attestation reports

Hunt reports, ML model

Threat Intel Lead
ce

utes, KPI trend CISO

Table A4: Policy Lifecycle Model — Create — Deploy - Exception — Rollback

Stage Azure AWS Equivalent GCP Equivalent Governance Gate Failure Mode
Implementation

1: Draft

2: Test

3: Deploy

4: Monitor

5: Exception

6: Rollback

Azure Policy JSON in
Git repo

Policy in Audit mode
on sandbox

Policy assigned to
management group

Compliance state via
Azure Graph

Exemption resource
with expiry date

Remove assignment
via CI/CD pipeline

AWS SCP JSON in
CodeCommit

GCP Org Policy in
Cloud Source

SCP in test OU with
CloudTrail

Dry-run mode on test
project

SCP attached to
target OU

Org policy set on
folder/project

Config rules +
conformance

Security Command
Center findings

SCP exception with
condition

Policy override with
justification

Detach SCP via
CloudFormation

Remove constraint
via Terraform

Table A5: Control Drift Cost Model (lllustrative Benchmarks)

Drift Category

Detection Window

Annual Volume
(Typical)

Est. Cost per
Incident

Peer review + impact
assessment

Policy deployed
without review

Zero false-positive in
7-day window

Production impact
from untested rule

Change board
approval

Scope creep blocks
legitimate

Drift undetected for >
7 days

Weekly compliance
dashboard review

CISO approval +
90-day sunset

Permanent exception
becomes bypass

Rollback breaks
dependent controls

Incident commander
approves rollback

Annual Cost Prevention Method

(INustrative)

NSG rule modified

Storage account
made public

Admin role assigned
outside PIM

Encryption key
rotation missed

Logging gap
(resource
unmonitored)

15 min (policy engine)

5 min (CSPM alert)

1 hr (audit log alert)

Daily (compliance

scan)

Hourly (completeness
query)

$5K investigation +
remediation

50-100 per year
$50K if data exposed 5-10 per year

$25K investigation +
pwd reset

20-30 per year

$10K re-encryption +
audit

10-20 per year

$100K+ if incident
during gap

5-15 per year
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$250K-500K Azure Policy Deny
mode

$250K-500K Policy: deny public
access

$500K-750K PIM-only admin policy

$100K-200K Key Vault auto-rotate

$500K-1.5M DeploylfNotExists
policy
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Appendix B: Mathematical Models & Formal Logic

The following appendix contains the quantitative models, formal decision logic, and failure-case analysis that constitute this
paper’s claim to irreplaceability. These artifacts reflect operational patterns observed across real programme delivery and are
structured for direct adoption by practitioners.

Table A6: Control Drift Cost Formula — Quantitative Model

N(d)

0]

T(e)

P(b)

FORMULA

WORKED EXAMPLE

Non-compliant resources
attime t

Average incident cost per
drift category

Exposure duration (hours
before detection)

Probability of breach given
drift exposure

Drift Cost = N(d) x C(i) x
T(e) x P(b)

200 drifts x $25K avg x 24
hrs x 2% prob = $2.4M
annual risk

Azure Policy compliance
state API query

Historical incident data +
remediation hours

Policy engine scan interval
x detection lag

Historical ratio: incidents /
drift events

Annualised across all drift
categories

Based on illustrative
benchmark assumptions

50-500 resources per 10K
estate

$5K-100K per category
0.25-168 hours (15 min to
7 days)

0.5%-5% per drift event

Sum across all categories

$1M-5M range for mid-size
enterprise

Table A7: Exception Abuse Model — How Temporary Becomes Permanent

1: Legitimate Request

2: First Renewal

3: Auto-Renew Creep

4: Forgotten
Exception

5: Breach Vector

forming)

bypass)

LOW (time-bounded)

MEDIUM (pattern

HIGH (becoming
permanent)

CRITICAL (orphaned

policy engine

logged

90+ days

Exception created in

Renewal request

No human review for

Owner departed no
successor assigned

Day O 90-day exception
approved by CISO

Day 90 Renewed once 'still
needed'

Day 180 Auto-renewed without
active review

Day 365+ Exception still active
original owner left org

Day 365+ Attacker exploits

exception as bypass

Incident traced to
exception path

BREACH (exception
exploited)

Table B3: Policy Conflict Severity Engine — Scoring Model

Conflict Type Policy Scope (x0.4) | User Impact (x0.3) Security Risk (x0.3) | Severity Score Resolution Action

MFA policy vs legacy
service account

Geo-block vs
executive travel

Device compliance vs
BYOD

Session timeout vs
batch job

5 (tenant-wide policy) 4 (200+ service

accounts affected)

3 (CA policy per user 2 (<50 users

group) affected)

4 (all mobile devices) 4 (1000+ BYOD
users)

2 (specific app policy) 1 (< 5 batch
accounts)

5 (MFA bypass =
credential risk)

(2.0+1.2+1.5) = 4.7
CRITICAL

3 (travel risk
moderate)

(1.2+0.6+0.9) = 2.7
MEDIUM

3 (unmanaged device
risk)

(1.6+1.2+0.9) = 3.7
HIGH

2 (long session =
moderate risk)

(0.8+0.3+0.6) = 1.7
LOW
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Azure Resource Graph

Internal ITSM + IBM CODB

Policy scan configuration

Internal incident correlation

Composite calculation

Scenario-based estimate

Auto-expiry set owner
assigned

Require
re-justification + risk
assessment

ALERT: escalate to
governance council

Mandatory closure or
re-approval

Incident response +
exception audit

PIM-managed
exception with 90-day
sunset

Risk-based CA with
step-up MFA for travel

MAM policy for BYOD
(no MDM required)

Managed identity for
batch (no human
session)
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Table B4: Rollback Trigger Logic — Deterministic Rules

Trigger Condition Threshold Detection Method Rollback Action Approval Required Max Rollback Time

Auth failure rate spike  IF auth_failure > 5% Entra ID sign-in logs: Revert last CA policy SOC Lead < 15 min (pipeline
of total attempts in 15 real-time stream to change via CI/CD (auto-approved if > execution)
min Sentinel 10%)
Service account IF svc_acct_failures > = Sentinel: service Add affected SPs to IAM Lead (immediate) <5 min (group
blockage 3in 5 min for critical principal sign-in emergency exemption assignment)
SPs failure alert group
Sentinel log flow IF log_volume drops Log Analytics: Revert diagnostic SOC Manager < 10 min (diagnostic
interruption > 40% from baseline heartbeat + volume settings to previous (auto-approved if > reset)
completeness query config 60% drop)
Business app outage IF critical_app health Application Insights + Disable last CA policy  Incident Commander < 15 min (policy
check fails + CA change correlation change + alert CISO (immediate) disable)
policy changed in last engine
30 min

Table B5: Scaling Threshold Model — Deterministic Governance Triggers

User Count Threshold Governance Technical Enforcement Stability Index Target Why This Threshold

Requirement

> 10,000 users Dedicated CA policy owner = Policy review cadence: S| > 99.5% (auth success) Policy conflicts become
assigned monthly measurable at this scale

> 50,000 users Mandatory policy Separate CA policy sets S| > 99.0% (allows more Flat policy model creates >
segmentation by per BU / subscription group  conflicts) 20 conflicts/month

management group

> 100,000 users Conflict Engine activation Automated conflict S| > 98.5% (high conflict Manual conflict resolution
(mandatory) detection in CI/CD pipeline environment) no longer feasible
pre-deploy
> 250,000 users Policy simulation Shadow policy mode: test S| > 98.0% (enterprise Production testing too risky
environment (mandatory) all changes against prod scale) — simulation required

traffic before enforcement
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15. Board Governance Framework Infographic

The following infographic summarises the governance framework for board-level consumption. It maps the Evidence Chain
Model™ from regulatory obligation through to board assurance, highlighting the key decision points and escalation triggers that
enable proactive risk management.

REGULATORY CONTROL EVIDENCE BOARD

OBLIGATION FRAMEWORK CHAIN ASSURANCE

Art. 21 EU Al Act - : ' Metrics Attestation - P
Sovereignty %

Governance Control Drift Economics

Policy Drift

Identity Drift

Config Drift

Network Drift

Data Drift

Figure 6: Control Distribution Analysis

© 2026 Kieran Upadrasta | www.kie.ie | Page 18 of 21



Cloud Governance at Scale | Kieran Upadrasta

16. Strategic Keywords & Competency Alignment

DORA Compliance Digital Operational Resilience Act implementation and board governance

Al Governance (ISO 42001) Al management systems, model registry, fairness testing, bias audit

Board Reporting Quantified risk dashboards, evidence chains, regulatory attestation

M&A; Cyber Due Diligence Pre-acquisition security assessment, valuation impact, remediation costing
Zero Trust Architecture Identity-first security, conditional access, micro-segmentation
Post-Quantum Cryptography NIST FIPS 203/204/205 preparation, crypto-agility planning

Interim CISO 90-day board confidence programme, governance standup, team leadership
NIS2 Compliance Essential entity obligations, incident reporting, supply chain security

Al Security Assurance Agentic Al governance, NHI lifecycle, autonomous system controls
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Disclaimer

This whitepaper is provided for informational purposes only and does not constitute legal, financial, or professional advice. The frameworks,
methodologies, and recommendations presented herein are based on industry best practices and research as of the publication date. Cybersecurity is a
rapidly evolving field. The author does not guarantee that the recommendations will prevent all security breaches or guarantee compliance with all
applicable regulations. Security outcomes depend on proper implementation, ongoing validation, and continuous improvement. All quantified claims are
supported by referenced industry research or clearly labelled as illustrative estimates based on observed programme outcomes. Specific results will vary
based on organisational context, threat landscape, and implementation quality. Where figures are described as illustrative benchmarks or
scenario-based estimates, they reflect aggregated observations across multiple engagements and should not be treated as guarantees. Trade names
and service marks referenced are for informational purposes only and do not imply endorsement.
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