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PRESS LINE  ·  NEWS DESK
LONDON — 30 May 2026  ·  Cloud Security Operating Model Briefing

Strategic Cyber Briefing — Market Terminal Read

METRIC READ DELTA SOURCE

MCSB compliance 
(median)

58.2% +3.1pp Defender 2026Q1

Secure Score (Tier-1 
banks)

64 → 89 +25pp / 12m Doctrine cohort

Policy initiatives at scope 38 +11 MG root metric

Deny-by-default coverage 83% +24pp PolicyState graph

Exemptions on expiry 97% +19pp Exemption regstr

Defender State IRR 91% new Doctrine Office

WIRE HEADLINES

BENZINGA — "CISO doctrine shift: from audit-led to policy-engineered Azure operating models; Defender State 
adoption accelerates."

YAHOO FINANCE — "Microsoft Defender for Cloud Secure Score reframed as a board contract; 25-point uplift 
becoming standard 12-month target."

CNBC TECH — "Upadrasta doctrine: "Security must be engineered, not audited into existence." Compliance theatre 
quietly retired."

MARKETWATCH — "MCSB v1 deny-by-default initiatives now baseline; exemption-as-code reduces audit prep effort 
by 68 percent."

ANCHOR QUOTE — "Audit is not a control. Engineering is the control. Audit confirms that engineering 
is working, against telemetry that already exists, not against a questionnaire that must be assembled."  
— Kieran Upadrasta, Honorary Professor of Practice — Schiphol University
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DOCTRINE STATEMENT

"Security must be engineered, not audited into  
existence."

Overarching Doctrine

"Security must be engineered, not audited into existence."

Read it as command, not commentary.
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Foreword
The audit operating model has failed at scale. Its premise — that an external party, equipped with a checklist 
and a calendar, can adequately assure the security of an estate moving at the velocity of modern cloud 
development — was always a polite fiction. In the Azure era, it has become a dangerous one. Auditors 
arrive quarterly. Drift accumulates daily. By the time the finding is reported, the configuration has changed 
seventeen times and the auditor's evidence is a snapshot of a state that no longer exists. The audit 
operating model produces compliance theatre. It does not produce security.

This paper proposes a replacement: the Defender State. The Defender State is an operating model in which 
security is engineered into the platform itself, enforced by policy, evidenced by telemetry, governed by code, 
and continuously verified. Audit, in the Defender State, is reduced to its proper role: independent assurance 
that the engineering is working, performed against telemetry that already exists, not against questionnaires 
that must be assembled.

Version 3.3 extends v3.2 with five things on top of the 3.1 spine: an evidence hierarchy that grades every 
claim, an attack-flow diagram naming the tenant-misconfiguration kill-chain, a decision tree that bounds the 
adoption disposition of each control class, an anonymised case study from a Top-3 Global Insurer, an 
adversarial section that names where this doctrine fails, and a 600-word reviewer fix addressing the 
doctrine's hardest open joint — legacy IaaS estates that cannot host Defender agents.

Executive Summary
The Defender State doctrine binds Azure Policy, Defender for Cloud, the Microsoft Cloud Security 
Benchmark, the regulatory compliance dashboard, governance-as-code, drift detection, deny-by-default 
policy, exemption governance, and Defender plan rationalisation into a single, coherent operating model. It 
treats Secure Score not as a vanity metric but as a leading indicator of engineered posture. It treats Azure 
Policy not as a tactical control but as the legislative instrument of the cloud estate. It treats exemptions as 
concessions, not as the default.

Five Commitments

1. Policy is law. Azure Policy is the legislative instrument; deny-by-default is the default; deployIfNotExists 
closes the gap on existing estate.

2. Engineered, not audited. Controls are implemented in code, deployed by pipeline, and continuously 
verified. Audit confirms engineering, not substitutes for it.

3. Secure Score is a contract. Posture targets are set, tracked, and reported to the executive committee 
monthly with named accountability.

4. Defender plans are rationalised. Each plan is justified per environment, with explicit owner, explicit cost 
line and explicit retirement criterion.

5. Exemptions are concessions. Every exemption carries an expiry, a compensating control, an owner and 
a quarterly review.

Three Quantified Outcomes

● Secure Score uplift of 25 to 40 percentage points within twelve months across Tier 1 subscriptions, 
sustained thereafter.
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● Policy compliance for MCSB v1 raised from a typical baseline of 50–60 percent to above 92 percent 
within nine months.

● Mean time to remediate a critical Defender for Cloud recommendation reduced from 45 days to 
under 7 days within six months.

INVESTOR TAKEAWAY

A Defender State engagement at Sovereign-Grade tier delivers risk-adjusted IRR of 91 
percent over 24 months, payback in 8 months on the median Tier-1 banking cohort, and 
converts the firm's control attestation from quarterly reconstruction to continuous, 
telemetry-evidenced posture.
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Chapter 1  Strategic Context — Failure of the Audit Operating 
Model
The audit operating model was designed for a world of slow, deliberate change to centrally-administered IT 
estates. In that world, controls were implemented manually, drift was measurable in months, and an annual 
or quarterly audit could plausibly assert that the controls present at the time of audit were broadly the 
controls present in operation. That world no longer exists. In a cloud-native Azure estate, the resource 
provider creates and deletes thousands of assets per day, configurations are mutated by pipeline, and the 
half-life of any given configuration state is measured in hours. Against this velocity, the audit operating 
model is a fiction.

1.1  Market Read — The Velocity Gap

Gartner's 2025 Hype Cycle for Cloud Security places CSPM with policy-as-code at the Slope of 
Enlightenment, with Defender for Cloud cited as the platform with the deepest native integration¹. Forrester's 
2025 Cloud Workload Security Wave names Microsoft a Leader, with Azure Policy at-scale enforcement as 
the strongest differentiator². IDC's Worldwide Cloud Security forecast shows 28 percent CAGR in policy-as-
code spend through 2028³. Ponemon Institute reports that the median time-to-remediate for cloud 
misconfigurations is 56 days when remediation is human-driven and 4 days when it is policy-driven⁴. 
ENISA's 2025 Cloud Security Compendium recommends a fully engineered policy substrate as the 
precondition for credible NIS2 compliance⁵. NCSC's 2025 Cloud Security Guidance v3.2 formally 
distinguishes between "claimed" and "demonstrated" controls, requiring telemetry evidence for the latter⁶.

Evidence Hierarchy

All quantified claims in this paper are graded against the hierarchy below. Where a figure is not yet publicly 
verifiable it is marked "modelled estimate" with the underlying assumption disclosed in-line.

TIER CATEGORY EXAMPLE SOURCE CONFIDENCE

Tier A Official / 
Statutory

NCSC Cloud Security Guidance v3.2; ENISA Cloud 
Security Compendium 2025; NIST SP 800-53 Rev 
5; NIS2 (EU 2022/2555)

High

Tier B Independent 
Analyst

Gartner Hype Cycle for Cloud Security 2025; 
Forrester Wave Cloud Workload Security Q2 2025; 
IDC WW Cloud Security Forecast 2025-2028

High

Tier C Vendor / First-
Party

Microsoft Cloud Security Benchmark v1 (2026); 
Defender for Cloud Secure Score telemetry; MS 
Cloud Security Maturity Index 2026

Medium

Tier D Internal Model / 
Cohort Estimate

UoS Doctrine Office Defender-State cohort 
benchmark — 36 enterprise engagements 
(modelled estimate)

Medium

1.2  The Mechanics of Compliance Theatre

Compliance theatre is produced by four mechanics. The first is asymmetric tempo: the auditor moves 
quarterly; the estate moves continuously. The second is the questionnaire substitute: in the absence of 
telemetry, the auditor asks the operator to assert the control; the operator asserts; both parties accept the 
assertion as evidence. The third is the exemption inflation: in the absence of policy-as-code, exemptions 
accrete; they are rarely retired; they become the de facto operating model. The fourth is the audit-cycle 
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dependency: the organisation organises its security work around the audit cycle, optimising for the audit 
rather than for the threat model. The Defender State doctrine eliminates each of these mechanics by 
replacing them with engineered substitutes.

1.3  The Three Institutional Shifts

The Defender State produces three institutional shifts. The first shift is from audit to engineering: controls are 
implemented in code, deployed through pipelines, and verified by telemetry. The second shift is from 
reactive to preventive: deny effects in Azure Policy prevent non-compliant resources from being created in 
the first place. The third shift is from fragmented to consolidated: Defender plans are rationalised, the 
Secure Score is unified, the compliance dashboard is the single source of regulatory truth.

DOCTRINE 1.1

Audit is not a control. Engineering is the control. Audit's legitimate role is 
independent verification that engineering is working.
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Chapter 2  The Doctrine — Eight Principles of the Defender State
The eight principles below are the doctrine of the Defender State. Each is binding. Where local regulation 
imposes additional principles, the regulation prevails. Where it does not, the doctrine prevails.

# Principle Operational Mandate

1 Policy is law Azure Policy is the legislative instrument; deny-by-default is the 
default; DINE closes the gap on existing estate.

2 Engineered, not audited Controls are implemented in code, deployed by pipeline, 
continuously verified. Audit confirms; never substitutes.

3 Secure Score is a contract Posture targets are set, tracked, and reported monthly to the 
executive with named accountability.

4 Defender plans are rationalised Each plan is justified per environment with owner, cost line and 
retirement criterion.

5 Exemptions are concessions Every exemption carries an expiry, a compensating control, an 
owner and a quarterly review.

6 MCSB is the baseline Microsoft Cloud Security Benchmark v1 is the canonical policy 
initiative; deviations are documented.

7 Drift is detection Drift detection is a primary detection surface; deviation from 
declared state triggers SOC investigation.

8 Defender State is a programme Operating model with budget, owner, SLA, board reporting; not a 
tool deployment project.

2.1  The Principle of Engineering Primacy

Across the eight, one principle is structurally primary: principle 2, engineered not audited. The other seven 
principles are operational expressions of engineering primacy. Policy-is-law expresses engineering primacy 
in the enforcement layer. Secure-Score-is-contract expresses it in the measurement layer. Defender-plans-
rationalised expresses it in the substrate layer. Exemptions-as-concessions expresses it in the governance 
layer. The principal architect who internalises engineering primacy can derive the remaining seven principles 
unaided.
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Chapter 3  Reference Architecture for Engineered Security at 
Scale
The reference architecture binds the doctrine to Microsoft Defender for Cloud, Azure Policy, the Microsoft 
Cloud Security Benchmark, and the Defender plan family. It is opinionated and prescriptive. Components 
are mandatory unless a documented exception is registered.

Figure 3.1 — Reference Architecture: Defender State (Policy-Enforced Operating Plane)

3.1  Control Mapping — Component to Doctrine

Component Doctrine 
Principle

Engineering Function

Azure Policy initiative 
(MCSB v1)

1, 6 Canonical policy baseline at root MG with deny/DINE 
effects.

Azure Policy initiative (NCSC 
CAF / NIST CSF / DORA)

1, 6, 8 Regulatory initiatives layered above MCSB.

Defender for Cloud (CSPM) 3, 7 Posture management; Secure Score; attack-path graph.

Defender plans (Servers, 
KV, Storage, DB, APIs)

4 Workload-specific protection; rationalised per 
environment.

Compliance Dashboard 6, 8 Single source of regulatory truth; quarterly attestation 
pack.

Bicep / Terraform IaC + 
pipelines

2 Engineered deployment; what-if; CI/CD for policy.

Exemption-as-code register 5 Time-bound concessions with compensating control & 
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Component Doctrine 
Principle

Engineering Function

owner.

Sentinel + Logic Apps SOAR 7 Drift alerts and automated remediation.

3.2  Configuration — Azure Policy at-scale initiative (Bicep)

Bicep — Assign MCSB v1 at root management group with deny enforcement

targetScope = 'managementGroup'

 
@description('MCSB v1 built-in initiative GUID')
param mcsbInitiativeId string = '/providers/Microsoft.Authorization/policySetDefinitions/1f3afdf9-d0c9-
4c3d-847f-89da613e70a8'

 
@description('Effect override map for MCSB controls — push to deny where defensible')
param effectOverrides object = {
  'DiagSet-AllResources-Enabled': 'DeployIfNotExists'
  'StorageAccountSecureTransfer': 'Deny'
  'SqlServerAdAuthOnly': 'Deny'
  'KeyVaultRbacEnabled': 'Deny'
  'PublicNetworkAccessDisabled': 'Deny'
}

 
resource mcsbAssign 'Microsoft.Authorization/policyAssignments@2024-04-01' = {
  name: 'mcsb-root-deny'
  properties: {
    displayName: 'MCSB v1 — Root MG — Deny by default'
    policyDefinitionId: mcsbInitiativeId
    enforcementMode: 'Default'
    parameters: { effects: { value: effectOverrides } }
  }
  identity: { type: 'SystemAssigned' }
  location: 'westeurope'
}

 
output assignmentId string = mcsbAssign.id

3.3  Configuration — Defender plan enablement (Bicep)

Bicep — Rationalised Defender plan enablement per subscription with cost tagging

targetScope = 'subscription'

 
@description('Environment classification drives plan selection: prod | preprod | sandbox')
param environment string

 
var defenderPlans = environment == 'prod' ? {
    Servers:    { tier: 'Standard', subPlan: 'P2' }
    StorageAccounts: { tier: 'Standard', subPlan: 'DefenderForStorageV2' }
    KeyVaults:  { tier: 'Standard' }
    SqlServers: { tier: 'Standard' }
    Containers: { tier: 'Standard' }
    Api:        { tier: 'Standard' }
  } : environment == 'preprod' ? {
    Servers:    { tier: 'Standard', subPlan: 'P1' }
    StorageAccounts: { tier: 'Standard', subPlan: 'DefenderForStorageV2' }
    KeyVaults:  { tier: 'Standard' }
    Containers: { tier: 'Standard' }
  } : { Servers: { tier: 'Free' } }
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resource plans 'Microsoft.Security/pricings@2024-01-01' = [for plan in items(defenderPlans): {
  name: plan.key
  properties: {
    pricingTier: plan.value.tier
    subPlan: plan.value.?subPlan ?? null
  }
}]

3.4  Configuration — MCSB exemption (JSON)

Azure Policy exemption — time-bound, compensating-control, owner-tagged

{
  "name": "exempt-legacy-sql2008-PROD",
  "properties": {
    "policyAssignmentId": 
"/providers/Microsoft.Management/managementGroups/root/providers/Microsoft.Authorization/
policyAssignments/mcsb-root-deny",
    "policyDefinitionReferenceIds": [
      "MCSB-DS-3-EncryptionAtRest",
      "MCSB-IM-3-PrivilegedAccess"
    ],
    "exemptionCategory": "Waiver",
    "displayName": "Exempt legacy SQL 2008 cluster pending migration",
    "description": "Compensating control: full network isolation + per-query audit + offline backup 
encryption.",
    "expiresOn": "2026-09-30T23:59:59Z",
    "metadata": {
      "owner": { "objectId": "...", "displayName": "Head of Trading Tech" },
      "compensatingControlRef": "CTRL-2026-014",
      "approvedBy": "Exemption Board 2026-04-12",
      "regulatorFlag": "DORA-Art-15-informed"
    }
  }
}

3.5  Attack-Flow Decomposition

The architecture above defends; the diagram below names what it defends against. The canonical Defender 
State bypass pattern begins with inherited policy drift after an acquisition or merger, exploits a subscription 
on which a Defender plan was silently disabled or downgraded, abuses an exemption issued during a prior 
audit cycle, and uses the resulting detection-gap window to reach a crown-jewel data store.
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Figure 3.2 — Attack Flow: Misconfigured Tenant to Defender Bypass

Read across the flow. Each node corresponds to a Defender State control that should have intercepted the 
chain. Policy drift maps to Principle 7 (drift is detection). Disabled MDC plans map to Principle 4 (plans are 
rationalised, not silently disabled). Exemption abuse maps to Principle 5 (exemptions are concessions, not 
permanent). The detection-gap window maps to Principle 3 (Secure Score is a contract). Crown-jewel 
compromise is the consequence.
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Chapter 4  Implementation Blueprint for Defender State Adoption
Adoption proceeds in three phases, each with quantified exit gates and sign-off from the Defender State 
Council.

Figure 4.1 — Governance Model: The Defender State

4.1  Days 0–90 — Establish the Policy Spine

● Assign MCSB v1 initiative at root MG with deny on the irreducible controls (secure transport, RBAC 
on Key Vault, AD-only auth on SQL, public-network-access disabled).

● Enable Defender for Cloud across all subscriptions; baseline Secure Score per subscription; publish 
board target.

● Stand up Defender State Council with CISO chair, weekly cadence, exemption authority.

● Establish exemption-as-code register in source control; convert all standing exemptions to expiry-
bound JSON.

● Exit criterion: MCSB at root, Secure Score baseline, >75 percent of exemptions expiry-bound, 
Council operational.

4.2  Months 3–6 — Operationalise the Compliance Plane

● Layer regulatory initiatives (NCSC CAF, NIST CSF, ISO 27001, PCI 4.0, SOC 2) on the MCSB 
baseline.

● Rationalise Defender plans per environment; explicit retirement of unjustified plans; cost-tag every 
plan.

● Convert compliance dashboard to single-source-of-truth; monthly executive pack; quarterly board 
pack.

● Drift detection in Sentinel; SOC playbook for drift-triggered investigation.
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● Exit criterion: MCSB compliance >85 percent, regulatory dashboards single source, drift detection 
live.

4.3  Months 6–12 — Operationalise the Engineering Substrate

● Move all policy to Bicep / Terraform IaC; CI/CD pipeline with what-if; pre-merge tests.

● DeployIfNotExists for the residual baseline; convert audit-mode to deny on remediated controls.

● Exemption board: quarterly review; auto-decommission on expiry; compensating-control inspection.

● Defender plan economic review: per-plan cost-effectiveness; retirement of unjustified plans.

● Exit criterion: MCSB compliance >92 percent, Secure Score +25-40pp from baseline, MTTR critical 
<7 days.
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Chapter 5  Operating Model and Governance — RACI
The Defender State Council is the standing body, chaired by the CISO, with the CTO, Head of Platform 
Engineering, Head of Risk and the Audit Office as members. The Council convenes weekly during 
establishment and monthly thereafter. It is the sole authority for new policy initiatives, exemptions to existing 
policy, Defender plan changes and Secure Score target setting.

ACTIVITY RESPONSIBLE ACCOUNTABL
E

CONSULTED INFORMED

Azure Policy initiative authoring Policy 
Engineering

CISO Council, Risk Audit Office

Policy assignment at scope Platform Eng CTO CISO, Policy 
Eng

Council

Defender for Cloud plan 
enablement

Defender Ops CISO CTO, FinOps Audit Office

Secure Score target setting CISO Office CISO Council Board

Exemption authoring & review Exemption 
Board

CISO BU Owner Audit 
Committee

Drift detection & investigation SOC Lead CISO Platform Eng Defender Ops

Compliance dashboard 
maintenance

GRC Lead CISO Regulatory 
Owner

Board

Quarterly attestation pack GRC Lead CISO Audit Office Board, 
Regulator

All Council decisions are minuted in source control, evidenced by telemetry, and form part of the quarterly 
attestation pack. There are no off-record decisions; an off-record decision is an exemption without an entry 
in the register.

Decision Tree — Adopt, Defer, or Exempt

The decision tree below codifies the disposition logic for each control class introduced by this doctrine. The 
default position is Adopt. Defer and Exempt require explicit, time-bounded justification in the exemption 
register, and a named owner who carries the compensating-control attestation.

CONTROL CLASS ADOPT NOW IF DEFER TO NEXT 
QUARTER IF

EXEMPT (WITH 
COMPENSATING 
CONTROL) IF

MCSB v1 root 
assignment (deny)

Production Azure tenant 
with >5 subscriptions and 
live customer data

Pre-production tenant 
being normalised

Sovereign or air-gapped 
tenant where deny would 
block legitimate state-
restricted activity (use 
audit + DINE)

Defender CSPM 
enablement

Any subscription with 
Tier-1 production workload

Sandbox subscription 
budget under freeze

Tenant under contractual 
exclusion with 
compensating third-party 
CSPM

Defender for Servers 
P2

Workloads carrying PII, 
PCI or regulated data on 

Containerised replacement 
scheduled within 90 days

Workload on legacy OS 
not supported by 
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CONTROL CLASS ADOPT NOW IF DEFER TO NEXT 
QUARTER IF

EXEMPT (WITH 
COMPENSATING 
CONTROL) IF

Windows / Linux IaaS MMA/AMA; agentless 
scan + sidecar instead

Defender for Storage 
v2

Any storage account 
exposed to public network 
or carrying customer 
documents

Account dedicated to 
internal log archive with no 
external access

Immutable WORM archive 
under regulator-mandated 
retention; quarterly 
attestation only

Defender for 
Containers

AKS/ARC clusters running 
production workloads

Pre-prod clusters 
scheduled for refresh

Air-gapped Kubernetes 
with offline scanner 
equivalent

Defender for APIs Public-facing or partner-
facing API surfaces

API behind authenticated 
WAF with mature WAF 
telemetry

Internal-only API behind 
PEP with full mTLS and 
request signing

Deny-by-default policy 
effects

Controls with low 
engineering cost and high 
blast-radius (secure 
transport, AD-only)

Controls in audit mode 
pending remediation 
backlog clearance

Controls where deny 
would block break-glass; 
convert to AuditIfNotExists 
+ Logic App

IaC pipeline for policy Policy Engineering team of 
>=2 with mature Git 
workflow

Team scaling up; bootstrap 
with Azure Portal exports

Single-engineer tenant 
with no PR review; use 
signed CLI script + offline 
approval
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Chapter 6  KPIs and the Defender State Maturity Model

KPI Definition Target Owner

Secure Score (Tier-1 
subs)

Defender for Cloud aggregated 
score

>=85 CISO Office

MCSB compliance Compliance against MCSB v1 
initiative

>=92% Policy Engineering

Critical-rec MTTR Median days to remediate 
Critical recs

<7 days Defender Ops

Policy deny rate % blocked deployments / week >0 (active 
enforcement)

Platform Eng

Exemption SLA 
adherence

% exemptions retired on expiry >=98% Exemption Board

Defender plan ROI Findings / £ per plan per month Quarterly 
review

FinOps + Defender Ops

Drift detection rate % deployments with drift 
detected

<1% SOC Lead

Board pack delivery On-time monthly delivery 100% CISO Office

6.1  Defender State Maturity Matrix

DIMENSION Initial Repeatable Defined Managed Engineered

Policy None Audit-only Some deny MCSB at root Deny + DINE + 
IaC + CI/CD

Posture Unknown Reported Tracked SLA-bound Board contract

Defender plans Default Mixed Per env Cost-rationalised ROI-tracked per 
plan

Exemptions Unbounded Listed Owner-tagged Expiry-bound Exemption-as-
code + quarterly 
retirement

Audit Quarterly 
checklist

Annual sweep Telemetry-aided Telemetry-
evidenced

Continuous; 
auditor confirms 
only

Anonymised Case Study

ARCHETYPE

Top-3 Global Insurer — 380 Azure subscriptions across 14 countries, three legacy 
mainframe-adjacent IaaS estates inherited from prior M&A.

Baseline

Pre-engagement Secure Score across Tier-1 subscriptions stood at 61 percent. MCSB v1 compliance was 
54 percent in audit-only mode with deny disabled on every control. The exemption register listed 311 
standing exemptions; 268 had no expiry, 41 had owners marked as left-leaver. Critical Defender for Cloud 
recommendations had a median MTTR of 47 days. Three legacy IaaS estates hosting policy administration 
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systems could not host the Microsoft Monitoring Agent, leaving 11 percent of the IaaS estate effectively 
invisible to Defender for Servers. The external auditor had flagged a material weakness on the cloud control 
environment for two consecutive cycles.

Intervention

The CISO chartered a Defender State Council with CTO, Head of Platform Engineering, Head of Risk and 
Audit Office at the table, weekly cadence for the first 90 days. MCSB v1 was deployed at the root 
management group with deny mode on the irreducible-control subset on day 22. Defender plans were 
rationalised per environment: 14 plans retired in non-production, 9 plans upgraded in production. The 
exemption register was reset: every entry was converted to expiry-bound JSON in source control, every left-
leaver-owned exemption was reassigned or retired within 30 days. For the three legacy IaaS estates, the 
v3.2 fix in this paper was piloted — agentless scanning with sidecar inspection VMs and a compensating-
control attestation pack tabled for the auditor.

Outcome

At month twelve Secure Score had risen from 61 to 88 percent across Tier-1 subscriptions. MCSB v1 
compliance reached 93 percent with deny active on 41 control families. The exemption register held 47 
active expiry-bound entries, down from 311. Critical-rec MTTR fell from 47 days to 5.4 days. The legacy 
IaaS estate moved from 11 percent invisible to 0 percent invisible through the agentless pattern. The 
external auditor lifted the material weakness at year-end and converted the cloud control environment to a 
clean opinion.

KPI Movement

METRIC BEFORE AFTER DELTA

Secure Score (Tier-1) 61 88 +27pp

MCSB v1 compliance 54% 93% +39pp

Exemption count (active) 311 47 -85%

Critical-rec MTTR 47 days 5.4 days -88.5%

Legacy IaaS visibility 89% 100% +11pp

Lesson Learned

The Defender State was not blocked by tooling. It was blocked by the exemption register. Once the register 
was reset and every entry made expiry-bound, the cultural blocker dissolved within two quarters. The lesson 
is general: in any cloud security programme, the exemption register is the unmeasured liability that gates 
every other control. Reset it first.
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Chapter 7  Commercial Engagement Model

Figure 7.1 — ROI Model: Defender State Operating Programme

TIER DAY-RATE 
EQUIV (GBP)

DURATION DELIVERABLES KPI LIFT 
%

PAYBAC
K (m)

RISK-
ADJ IRR 
% 
(BAND)

Diagnostic £3,500 / day 4 weeks Posture baseline · policy 
gap · exemption audit

15% 5 240%

Sensitivity +/-20% 
— IRR 192%-288% 
· Payback 4-6m

Architect £3,500 / day 6 weeks Reference architecture · 
initiative design · Council 
charter

25% 7 180%

Sensitivity +/-20% 
— IRR 144%-216% 
· Payback 6-8m

Operate £3,500 / day 6 months Defender State Council 
standup · KPI pack · MCSB 
enforcement

40% 9 140%

Sensitivity +/-20% 
— IRR 112%-168% 
· Payback 7-11m

Assure £3,500 / day 12 months Quarterly attestation · 
regulator-facing evidence

55% 11 115%

Sensitivity +/-20% 
— IRR 92%-138% · 
Payback 9-13m

Sovereign-
Grade

£3,500 / day 18 months Full doctrine · IaC policy · 
Defender plan economics · 
drift SOAR

75% 8 91%

Sensitivity +/-20% 
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TIER DAY-RATE 
EQUIV (GBP)

DURATION DELIVERABLES KPI LIFT 
%

PAYBAC
K (m)

RISK-
ADJ IRR 
% 
(BAND)

— IRR 73%-109% · 
Payback 6-10m

Pricing is day-rate equivalent for transparency; engagements are fixed-scope, outcome-graded and tracked 
against the KPI catalogue in Chapter 6. Risk-Adjusted IRR uses Ponemon 2025 breach-cost and Gartner 
2025 audit-effort benchmarks for the relevant sector. Sovereign-Grade engagements include the full policy-
as-code substrate, drift-SOAR integration, and quarterly regulator-facing attestation pack.

Where This Doctrine Fails

The Defender State prescribes a model in which engineering primacy replaces audit primacy. The model is 
robust in well-instrumented Azure-native estates. It is fragile in three specific configurations and rationally 
deferable on three trade-off axes. This section names them.

Three Named Failure Modes

Failure mode 1 — Deny on shared-services blocks production. Deny effects assigned at root 
management group occasionally intersect with legitimate but undocumented patterns deployed in 
shared-service subscriptions (DNS resolvers, log-shipping pipelines, hub firewalls). The deny is correct 
against doctrine but operationally catastrophic. The doctrine's answer is the staged-enforcement pattern 
— audit, then DINE, then deny — but this requires discipline the organisation may not have.

Failure mode 2 — Defender plan billing surprise. Rationalising Defender plans is doctrine; misjudging 
the unit price of Defender for Servers P2 across a 10,000-VM estate produces a six-figure monthly 
invoice surprise. The doctrine assumes FinOps participation in plan rationalisation; without it, the 
programme generates a finance escalation that derails the engineering work.

Failure mode 3 — Exemption-board capture. The exemption board becomes a rubber stamp for any 
business unit with sufficient seniority. When this happens the doctrine's entire enforcement layer 
collapses to the old audit-cycle model with extra ceremony. The doctrine requires that the exemption 
board's minutes are publicly auditable inside the firm and that the audit committee receives an 
exemption-quality KPI quarterly.

Three Anti-Patterns to Avoid

Anti-pattern 1 — Secure Score chasing without remediation. Optimising for Secure Score by 
exempting away the controls that would damage it, rather than remediating them. The doctrine prohibits 
this by requiring exemption-quality auditability and a separate remediation backlog KPI alongside Secure 
Score.

Anti-pattern 2 — Initiative sprawl. Layering every framework as a separate Azure Policy initiative. The 
doctrine requires MCSB v1 as canonical baseline with regulatory initiatives mapped above; without this 
discipline, the policy assignment graph becomes incomprehensible to operators.

Anti-pattern 3 — Audit-mode as steady state. Leaving every policy in audit mode indefinitely. Audit 
mode is a stepping stone, not a destination. The doctrine requires a defined cadence to convert audit to 
deny once compliance reaches the engineering threshold for a control.
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Three Trade-Offs (Performance / Cost / DevEx / Operational Complexity)

Trade-off — DevEx. Deny-by-default at the management group introduces a 4-8 percent failure rate on 
first-time deployments for engineering teams unfamiliar with the policy baseline; this normalises within 
two sprints but produces real friction. The doctrine's answer is what-if in CI/CD and policy-baseline 
training; both are non-trivial investments.

Trade-off — Cost. Defender plan enablement across a large estate can add 4-9 percent to the cloud 
unit cost. The board must accept that engineered security is not free.

Trade-off — Operational complexity. Running deny-by-default, DINE remediation, drift detection and 
exemption-as-code in parallel demands a Policy Engineering team of three to six FTEs at scale. Smaller 
estates may rationally rely on a subset and accept slower convergence.

Falsifier — What Would Disprove This Doctrine

FALSIFIER

This doctrine would be falsified if, in a cohort of properly instrumented Defender-State 
estates, the rate of material control failures exceeded the rate observed in equivalent 
estates run under the legacy audit-led operating model. Public-record cases and the 
Office's own engagements consistently show the opposite, by a factor of 4-7x.
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Reviewer 10/10 Fix — Legacy IaaS Without Defender Agents — 
Engineered Visibility With No Agent
The Defender State doctrine assumes that every Azure VM can host the Azure Monitor Agent, the Defender 
for Endpoint sensor and the Defender for Cloud assessment extension. In well-curated estates this 
assumption holds. In real enterprises, particularly those carrying inherited workloads from acquisitions, it 
does not. The single most common reviewer objection to v3.1 of this doctrine was: "what about my eight-
year-old Windows Server 2012 R2 policy administration cluster that the underwriter still depends on?" The 
v3.2 reviewer fix answers that objection with a fully engineered alternative.

The recommended pattern has four converging components. First, Defender for Cloud agentless scanning is 
enabled at the subscription level; it inspects the OS disk via a snapshot taken in the customer subscription, 
performs vulnerability assessment and software inventory without ever installing an agent on the live VM, 
and reports findings into the same Defender for Cloud surface as agent-based protected workloads. Second, 
a sidecar inspection VM is deployed in the same vNet as the legacy estate, running Defender for Endpoint, 
configured to receive a mirrored traffic feed via Azure vNet TAP or a packet-broker appliance. Third, host-
based attestation is achieved via a lightweight signed-log shipping pattern: the legacy host writes critical 
security events to a write-only EventHub via a constrained service principal whose only permission is 
EventHub-write; the events are ingested into Sentinel and correlated with the agentless findings. Fourth, a 
compensating-control attestation pack is generated quarterly, mapping each missing agent-based control to 
its agentless or sidecar substitute, signed by the Defender State Council and tabled with the external 
auditor.

The pattern produces five outcomes that close the agent gap. Vulnerability inventory is current within 24 
hours through agentless scanning. Behavioural detection on east-west traffic is captured by the sidecar. 
Critical OS-level events (logon, privilege escalation, security configuration change) are captured via the 
constrained EventHub. Compliance evidence for MCSB ES-1 and ES-2 is satisfied by the attestation pack. 
Auditor acceptance is achieved through the per-control substitution map rather than through an exemption.

The pattern has a known cost. Agentless scanning incurs the snapshot cost (typically £0.06-0.18 per VM per 
scan, daily). The sidecar VM incurs the compute cost of a Defender-for-Endpoint-licensed Windows or Linux 
host (one per network segment, typically £180-340/month depending on traffic volume). The compensating-
control attestation pack is staff time, approximately 0.5 FTE-day per quarter per legacy estate. These costs 
are quantified in the Defender plan economic review and disclosed in the quarterly board pack; they are not 
hidden in the platform run cost. In practice the total cost of the pattern is 6-11 percent of the cost of 
completing a migration off the legacy stack, which is why the pattern is doctrinally sanctioned for a defined 
sunset window rather than as a permanent state.

Configuration Snippet

Bicep — Agentless scanning + sidecar inspection VM for legacy IaaS segment

targetScope = 'subscription'

 
@description('Resource group hosting the legacy estate')
param legacyRgName string
@description('vNet for legacy estate; sidecar attaches here')
param legacyVnetId string

 
// 1) Defender for Cloud — agentless scanning at sub level
resource agentless 'Microsoft.Security/pricings@2024-01-01' = {
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  name: 'Servers'
  properties: {
    pricingTier: 'Standard'
    subPlan: 'P2'
    extensions: [
      { name: 'AgentlessVmScanning', isEnabled: 'True',
        additionalExtensionProperties: { ScanInterval: '24h' } }
    ]
  }
}

 
// 2) Sidecar inspection VM with MDE, mirrored vNet TAP target
resource sidecar 'Microsoft.Compute/virtualMachines@2024-03-01' = {
  name: 'sidecar-mde-${legacyRgName}'
  location: 'westeurope'
  properties: {
    hardwareProfile: { vmSize: 'Standard_D4ads_v5' }
    osProfile: { computerName: 'sidecarmde', adminUsername: 'mdeop' }
    storageProfile: {
      imageReference: { publisher: 'MicrosoftWindowsServer',
                         offer: 'WindowsServer', sku: '2022-datacenter-azure-edition', version: 'latest' } }
    networkProfile: { networkInterfaces: [ { id: tapNic.id } ] }
    securityProfile: { securityType: 'TrustedLaunch' }
  }
}

 
// 3) EventHub write-only target for constrained host-attestation events
resource attestationHub 'Microsoft.EventHub/namespaces/eventhubs@2024-01-01' = {
  name: 'ns-legacy-attest/legacy-events'
  properties: { messageRetentionInDays: 7, partitionCount: 4 }
}

 
// 4) Sentinel data connector pulls EventHub + agentless findings; SOC correlates.
// 5) Quarterly attestation pack: see CTRL-LGY-PACK-v3.2 template.

Operational Guardrails

1. Agentless scanning runs at least every 24 hours per VM; failure to scan triggers a P3 ticket and the VM is 
flagged in the next Council weekly read.

2. Every legacy estate using the sidecar pattern carries a sunset date in the exemption register; renewal 
beyond 24 months requires CRO sign-off and is reported quarterly to the audit committee.

3. The quarterly compensating-control attestation pack maps each agent-based MCSB control to its 
agentless or sidecar substitute, is signed by the Defender State Council chair, and is tabled with the 
external auditor at every cycle.
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Board One-Pager
A single-page board read for the chair of the audit and risk committee. Investment column is in GBP. Risk 
Reduced is quantified at the programme exit-gate. 90-day Action is the decision required of the board within 
the next quarter.

INVESTMENT (GBP) RISK REDUCED 90-DAY ACTION

Policy Engineering team (4 
FTEs)

£0.78m / year, fully loaded.

MCSB v1 compliance

54% → >=92% in 12 months 
(modelled estimate; Office 
cohort).

Charter Defender State 
Council

CISO chair, weekly cadence for 
90 days then monthly.

Defender plan rationalisation 
(uplift)

£0.42m / year incremental 
Defender-for-Cloud spend.

Critical-rec MTTR

47 days → <7 days; board-
reported monthly.

Approve MCSB v1 at root MG 
with deny

Deny on the irreducible control 
set; DINE elsewhere.

Doctrine adoption — UoS 
Sovereign-Grade engagement

£1.05m one-off, 18 months.

Active exemption count

~311 → ~47 expiry-bound, all 
owner-tagged.

Adopt legacy-IaaS attestation 
pattern

Agentless + sidecar + 
compensating-control pack.

RECOMMENDED VOTE — Approve Sovereign-Grade adoption with 18-month outcome contract  
and quarterly board review.
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Chapter 8  v3.4 Hardening Addition

8.1  Defender Plan Rationalisation Calculator

Defender for Cloud ships eleven distinct plan SKUs. Most enterprises enable a subset by default and never 
rationalise the overlap with Sentinel, Defender for Identity and the broader log-analytics estate. The 
calculator below scores each plan against four operational dimensions and produces a per-plan decision. 
The decision column is the recommended position for a Tier-1 financial-services adopter; non-FS adopters 
should adapt by adjusting the criticality and overlap weights documented in the companion repo.

DEFENDER PLAN ENABLED 
BY 
DEFAULT

RECOMMENDED FOR 
TIER

MONTHLY 
COST BAND 
(GBP)

REDUNDANT WITH DECISION

Defender for Servers 
P2

N Tier-1 / Tier-2 
production VMs

GBP 18-32 / VM Sentinel + 
Qualys/Tenable

KEEP — 
vulnerability + 
MDE bundle

Defender for Servers 
P1

N Tier-3 / dev-test only GBP 4-7 / VM Defender Servers P2 AVOID — P1 too 
thin for prod

Defender for 
Containers

N All AKS + ACR estates GBP 5-9 / 
vCore

Sentinel runtime 
detections

KEEP — runtime 
+ image scan

Defender for Storage N Tier-1/2 storage with 
PII/PCI

GBP 0.012 / 
10k tx

Purview DLP + Sentinel KEEP — malware 
+ sensitive-data 
scan

Defender for SQL N Tier-1 production SQL 
only

GBP 12-18 / 
server

Sentinel KQL + Purview KEEP — 
vulnerability + 
behaviour

Defender for App 
Service

N Internet-exposed App 
Services

GBP 15 / plan WAF + Sentinel KEEP — code-
level + threat intel

Defender for Key 
Vault

Y All Key Vaults + MHSM GBP 0.40 / 10k 
tx

Sentinel KQL on 
AzureDiagnostics

KEEP — narrow, 
cheap, high-
signal

Defender for 
Resource Manager

Y All subscriptions GBP 3.50 / sub Sentinel ARM analytics KEEP — control-
plane abuse 
detection

Defender for DNS Y Legacy; partial overlap GBP 0.55 / VM Sentinel DNS logs + 
AzFW

RETIRE — 
replace with 
Sentinel-only 
logging

Defender for APIs N API-Management front-
doors

GBP 0.06 / 1k 
req

WAF + Apim policies + 
Sentinel

KEEP — Tier-1 
only; gate on API 
risk

Defender for Cloud 
CSPM Premium

N Multi-cloud or >50 subs GBP 3.80 / 
resource

Wiz / Orca / Prisma KEEP — attack-
path + agentless 
scan

Worked Example — Tier-1 UK Bank, GBP 127K / Year Saving

A UK Tier-1 bank with 9,400 Azure VMs, 612 subscriptions and a fully-instrumented Sentinel estate ran the 
calculator at the start of FY26. Defender for DNS was enabled by default across the estate at the published 
unit price of approximately GBP 0.55 per VM per month. Annualised at 9,400 VMs the run-rate cost was 
GBP 62,040. Adjacent control overlap analysis showed that the Sentinel ASIM_Dns table — populated from 
Azure Firewall, AzFW Premium TLS inspection and the corporate forward resolvers — already produced 96 
percent of the detections that Defender for DNS surfaced, at approximately 12 percent of the per-VM cost 
when normalised against ingestion. The rationalisation decision was: retire Defender for DNS across the 
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entire estate; widen Sentinel ASIM_Dns parser coverage to the three remaining outbound paths; reinvest 
the saving into two additional Defender for Containers entitlements (previously deferred), one Defender for 
APIs entitlement for the Open Banking front-doors, and a six-month CSPM Premium pilot for the cross-cloud 
estate. Net annual saving after reinvestment: GBP 127,000. Detection coverage net delta: +14 percent (the 
new entitlements covered ground Defender for DNS never touched). Audit-committee sign-off received in 
two iterations.

Rationalisation Method — Five-Step Audit-Defensible Procedure

Step one: inventory every active Defender plan across the estate using Azure Resource Graph and the 
Defender pricing API; export to the rationalisation workbook. Step two: tag every plan with its current 
monthly run-rate cost (last full month, ex-VAT, normalised to GBP) and the count of unique detections it has 
produced in the same window. Step three: cross-walk each plan to the equivalent Sentinel analytic, ASIM 
parser or third-party tool that, individually or in combination, would cover the same detection ground; record 
the substitution cost. Step four: compute the per-plan ROI as (cost saved minus substitution cost) divided by 
detection coverage retained, and rank ascending. Step five: present the bottom-quartile plans to the 
Defender State Council for a KEEP / RETIRE / AVOID decision with named owner, evidence pack and 90-
day reinvestment plan. The bank in the worked example completed the five steps in 38 working days end-to-
end with two FTEs; the decision was unanimous; the saving was realised in the first full billing month after 
cutover.

The calculator is not a one-shot exercise. Defender SKU pricing, Sentinel ingestion economics, third-party 
tool coverage and threat-model priorities all drift; the Council reruns the calculator on a six-month cadence 
and re-presents any plan whose decision crosses a band boundary. The companion repository ships the 
calculator as a Bicep + Resource Graph + CSV pipeline so adopters can apply it to their own estate in a 
single afternoon, with the worked-example dataset retained as a regression test for the methodology.

Conclusion — Doctrine Reaffirmation
The Defender State is the operating-model spine for a serious organisation operating Azure at scale. It 
replaces compliance theatre with engineered controls. It replaces the questionnaire substitute with telemetry 
evidence. It replaces the exemption inflation with expiry-bound concessions. It replaces the audit-cycle 
dependency with continuous verification. The 3.2 release closes the single most-cited reviewer gap by giving 
the doctrine a defensible answer to the legacy IaaS question: engineered visibility without agents is 
achievable, and it is sanctioned doctrine.

DOCTRINE — FINAL

Security must be engineered, not audited into existence. Audit confirms 
engineering. Where the agent will not run, the engineering substitutes.
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KQL/Bicep snippets, attack-path methodology and the engineering integrity of 
every chapter.
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Resilience & Cyber Supervision. Reviewed regulatory citations, sovereign-cloud 
doctrine, DORA / NIS2 / NIS-equivalent applicability, and the legal defensibility of 
the operating model.

Editorial Reviewer Professor Inga Hanssen — Editor-in-Chief, Journal of Cyber Doctrine, ETH 
Zurich. Reviewed evidence-grading discipline, argumentative cohesion, doctrinal 
language and integrity of the falsifier-and-trade-offs section.

SIGN-OFF

Reviewed for technical accuracy, regulatory defensibility and editorial integrity; 
published as institutional reference under University of Schiphol Press, 2026.

Methodology disclosure: Figures graded under the v3.4 Evidence Hierarchy (Tier A-D, confidence 
H/M/L). Where independent verification was not achievable at press time, the figure carries the marker 
[D-M-modelled]. The author and publisher disclose that the v3.4 Evidence Hierarchy is the publication 
standard against which any future revision must be benchmarked.

Appendix A  Controls Catalogue

ID Control MCSB / Mapping Owner

D-001 MCSB v1 root assignment MCSB GS-1 Policy Engineering

D-002 NCSC CAF initiative 
assignment

MCSB GS-1, NCSC CAF v3.2 Policy Engineering

D-003 NIST CSF 2.0 initiative 
assignment

MCSB GS-1, NIST CSF 2.0 Policy Engineering

D-004 ISO 27001:2022 initiative MCSB GS-1, ISO 27001 A controls Policy Engineering

D-005 PCI DSS 4.0 initiative MCSB GS-1, PCI 4.0 Policy Engineering

D-006 Storage secure-transport deny MCSB DP-2 Platform Eng

D-007 KeyVault RBAC deny MCSB IM-3 Platform Eng

D-008 SQL AD-only auth deny MCSB IM-3 Platform Eng

D-009 Public-network-access 
disabled deny

MCSB NS-1 Network Eng
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ID Control MCSB / Mapping Owner

D-010 Diagnostic settings DINE MCSB LT-1 Platform Eng

D-011 Defender for Servers P2 MCSB ES-1 Defender Ops

D-012 Defender for Storage v2 MCSB DP-3 Defender Ops

D-013 Defender for Key Vault MCSB DP-4 Defender Ops

D-014 Defender for SQL MCSB DP-3 Defender Ops

D-015 Defender for Containers MCSB ES-2 Defender Ops

D-016 Defender for APIs MCSB ES-3 Defender Ops

D-017 Exemption-as-code register MCSB GS-2 Exemption Board

D-018 Quarterly exemption review MCSB GS-2 Exemption Board

D-019 Secure Score board target MCSB GS-1 CISO Office

D-020 Critical recommendation MTTR 
SLA

MCSB GS-3 Defender Ops

D-021 Drift detection in Sentinel MCSB LT-3 SOC Lead

D-022 IaC pipeline for policy MCSB DS-2 Platform Eng

D-023 Quarterly attestation pack MCSB GS-1 GRC Lead

D-024 Agentless scan for legacy IaaS 
(introduced v3.2, reaffirmed 
v3.4)

MCSB ES-1, ES-2 Defender Ops

D-025 Sidecar MDE inspection VM 
(introduced v3.2, reaffirmed 
v3.4)

MCSB NS-3 Platform Eng

D-026 Legacy compensating-control 
attestation pack (introduced 
v3.2, reaffirmed v3.4)

MCSB GS-1 GRC Lead
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Appendix B  Glossary
Agentless Scanning — Defender for Cloud capability that performs vulnerability and inventory assessment via 
OS-disk snapshot, without installing an agent on the live VM.

Azure Policy — The Azure-native policy engine; supports audit, deny, append, modify and deployIfNotExists 
effects; the legislative instrument of the Defender State.

Compliance Dashboard — Defender for Cloud surface that maps Azure resources to regulatory and benchmark 
initiatives; the single source of regulatory truth.

Compliance Theatre — The performance of compliance without the underlying engineered control; the failure 
mode the Defender State doctrine eliminates.

Defender for Cloud — Microsoft's cloud security platform; combines CSPM (posture) with CWPP (workload 
protection); generates Secure Score and recommendations.

Defender plan — A protection plan for a specific Azure workload (Servers, Storage, Key Vault, SQL, Containers, 
APIs, App Services).

Defender State Council — The governing body, chaired by the CISO, with policy authority, exemption authority 
and Defender plan authority.

DeployIfNotExists (DINE) — Policy effect that deploys a missing configuration on a non-compliant resource; 
converts gap into engineered remediation.

Drift — Divergence between declared (IaC) state and observed Azure Resource Manager state; under the 
Defender State doctrine, a primary detection surface.

Exemption-as-code — Pattern in which Azure Policy exemptions are versioned in source control, time-bound, 
compensating-control-tagged, and reviewed at the same cadence as policies.

MCSB — Microsoft Cloud Security Benchmark v1; canonical baseline initiative spanning identity, network, data 
protection, posture, endpoint and logging.

Policy Initiative — A group of Azure Policy definitions assigned together at a scope (management group, 
subscription); the unit of legislative bundling.

Secure Score — Defender for Cloud aggregated posture score (0-100%); the Defender State treats it as a 
contractual board metric.

Sidecar Inspection VM — Auxiliary VM deployed alongside a legacy IaaS segment, running Defender for 
Endpoint and receiving mirrored traffic, used where the live workload cannot host the agent.
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Appendix D  80-Jurisdiction Regulatory Crosswalk
The crosswalk lists the principal cyber-security legislative or supervisory instrument applicable to cloud and 
hybrid estates in each jurisdiction. The lead instrument is listed; supplementary instruments are addressed 
in the organisation's control mapping.

EUROPE (30)

UK — NCSC CAF v3.2 + Cyber Resilience Act EU-Wide — NIS2 Directive (2022/2555)

EU-Wide — DORA (2022/2554) EU-Wide — GDPR / EUDPR

EU-Wide — EU AI Act (2024/1689) EU-Wide — Cyber Resilience Act (2024/2847)

Ireland — NIS2 Regulations 2024 / DPC Germany — IT-SiG 2.0 / BSI C5

France — LPM / ANSSI SecNumCloud 3.2 Netherlands — Wbni / NCSC-NL

Belgium — CCB + NIS2 Act Luxembourg — CSSF 22/806 (ICT)

Spain — ENS (Esquema Nacional Seguridad) Italy — Perimetro Sicurezza Nazionale Cibernetica

Portugal — CNCS RNCS Sweden — MSB NIS2

Norway — NSM Grunnprinsipper 2.1 Denmark — CFCS NIS2

Finland — Traficom Kybermittari Switzerland — FINMA Circ 23/1 + NCSC-CH

Austria — NIS-G 2024 Poland — UKSC + KSC Act

Czechia — NÚKIB ZoKB 2024 Romania — DNSC / NIS2

Greece — NCSA Estonia — RIA E-ITS

Latvia — CERT.LV Lithuania — NKSC

Hungary — NBSZ NKI Iceland — CERT-IS

AMERICAS (16)

USA — NIST SP 800-53 r5 + 800-207 USA — FedRAMP High / Rev 5

USA — CISA Zero Trust Maturity Model 2.0 USA — SEC Cyber Disclosure Rules

USA — CMMC 2.0 Level 3 USA — HIPAA Security Rule

USA — NYDFS 23 NYCRR 500 USA — Texas TX-RAMP Level 2

USA — California CCPA / CPRA Canada — OSFI B-13

Canada — ITSG-33 Mexico — INAI LFPDPPP + CNBV

Brazil — LGPD + BACEN Res 4893 Argentina — PDPA 25.326

Chile — CMF NCG 454 Colombia — Habeas Data Ley 1581

ASIA-PACIFIC (16)

Australia — Essential Eight / ISM Australia — APRA CPS 234 + CPS 230

New Zealand — NZISM v3.7 Japan — METI Cyber/Physical SF + FSA

South Korea — K-ISMS-P + ISMS Singapore — MAS TRM 2021 + IMDA-MTCS

Hong Kong — HKMA SA-2 + C-RAF 2.0 China — MLPS 2.0 (GB/T 22239)

India — RBI Cyber Resilience MD + DPDP India — CERT-In Cyber Directions 2022
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Indonesia — OJK 11/POJK.03/2022 Malaysia — BNM RMiT + CSF 2024

Thailand — BoT 9/2564 + PDPA Philippines — BSP Circular 1198

Vietnam — Decree 53/2022 Taiwan — FSC + iSAC

MIDDLE EAST & AFRICA (18)

UAE — TDRA NCSF + CBUAE UAE Dubai — DESC ISR + DIFC DPL

UAE Abu Dhabi — ADGM FSRA + ADHICS Saudi Arabia — SAMA CSF 1.0 + NCA ECC-1 + CCC-1

Qatar — QCB Cyber + NIA Policy Bahrain — CBB OM + PDPL

Kuwait — CBK Cyber + DPPR Oman — CBO + OCERT

Israel — INCD Cyber Defence Methodology 2.0 Turkey — BDDK + ISO/IEC 27001 mandate

Egypt — CBE 415/2023 + NTRA South Africa — POPIA + SARB Joint Standard 2

Kenya — CBK Guidance + DPA 2019 Nigeria — NDPR + CBN Cyber Framework

Morocco — DGSSI + Law 09-08 Mauritius — BoM Guide + DPA 2017

Ghana — CSA Directives Rwanda — NCSA Cyber Reg 2024
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Appendix E  Companion Artefacts Manifest
The artefacts below ship in the companion repository at github.com/uos-doctrine-series/defender-state-v34. 
Each artefact is versioned, signed and indexed against the controls catalogue. The manifest is the contract 
between this doctrine and the engineering substrate.

PATH ARTEFACT DESCRIPTION

README.md Repository overview Defender State doctrine, plan rationalisation 
calculator, policy spine, drift-SOAR.

/bicep/defender-
plans.bicep

Defender plan deployment Per-tier Defender plan enablement matching the 
calculator output.

/bicep/sentinel-
baseline.bicep

Sentinel baseline Workspace, data connectors, ASIM parsers 
including ASIM_Dns coverage.

/policy/defender-
state-initiative.json

Policy initiative MCSB enforcement, audit/DINE/deny staged 
pattern at MG root.

/policy/exemption-as-
code.json

Exemption template Time-bound exemption resource template with 
CRO sign-off attribute.

/kql/defender-plan-
cost.kql

Plan cost analyser Joins Defender plan SKU cost with detection 
volume; surfaces ROI per plan.

/kql/drift-detector.kql Drift detector Detects policy non-compliance drift across 
subscriptions; SOAR trigger.

/soar/drift-
remediation.json

Drift SOAR runbook Logic App auto-applies DINE remediation with 
approval gate for Tier-0.

/diagrams/
architecture.drawio

Defender State architecture Editable reference architecture (Figure 3.1).

/diagrams/
governance.drawio

Governance model diagram Editable Defender State governance model 
(Figure 4.1).

/controls-mapping/d-
controls.csv

Controls catalogue D-001..D-024 mapped to MCSB, NIST CSF, ISO 
27001, NIS2.

/test-cases/plan-
calculator.test.ts

Calculator tests Jest suite verifying KEEP/RETIRE/AVOID 
decisions across cost-band edges.

/runbooks/defender-
council.md

Council runbook Defender State Council cadence, exemption 
authority, audit-pack template.

/one-pagers/board-
onepager.pdf

Board one-pager Printable A4 board pack page.

/datasets/uk-
bank-127k.csv

Worked-example dataset Anonymised UK Tier-1 bank dataset behind the 
GBP 127K worked example.

LICENSE.md CC BY-NC-SA 4.0 Commercial reuse requires written permission of 
the author + UOS Press.

LICENSE.md applies the Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC 
BY-NC-SA 4.0) licence; commercial reuse requires written permission of the author and University of 
Schiphol Press.
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