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Executive Summary 

NIS2 
Board Liability (Art.20) 

DORA 
Board Strategy Obligation 

(Art.5) 

€10M 
Personal Director Liability 

Risk 

<90 days 
Board Remediation 

Mandate 

 
Cyber risk governance has reached the boardroom. NIS2 Article 20 makes management body members 
personally liable for cybersecurity violations. DORA Article 5 mandates Board adoption and annual review 
of the ICT strategy. GDPR Article 24 places direct accountability on controllers. For the first time in 
European regulation, non-executive directors can face personal liability for cybersecurity failures in their 
organisations. This is not a CISO problem — it is a Board governance problem. 

SABSA provides the governance architecture that makes Board-level cyber risk accountability 
meaningful, evidenceable, and commercially effective. This white paper delivers the Board governance 
framework, risk reporting instruments, and accountability architecture required for regulated enterprises 
to satisfy NIS2, DORA, and GDPR Board obligations while simultaneously strengthening the cyber risk 
management capability that protects the organisation from adversarial and regulatory threats. 

Board Cyber Risk — The Regulatory Shift 
Pre-NIS2: Cyber risk was a management issue — Board received occasional updates, 
rarely accountable 
Post-NIS2/DORA: Board approval mandatory; Board training required; personal liability for 
violations 
Practical impact: Non-executive directors must understand cyber risk sufficiently to 
exercise governance — not just receive briefings 
Architecture role: SABSA governance model makes Board accountability operable — 
clear risk appetite, measurable metrics, architecture evidence 

 

The Regulatory Board Accountability Framework 
Three EU regulatory instruments impose distinct but complementary Board accountability obligations. 
Understanding the precise scope of each obligation is the prerequisite for designing the governance 
architecture that satisfies all three. 

NIS2 Article 20 — Management Body Obligations 
NIS2 Art.20 Obligation Architecture Response 

20(1): Management bodies must 
approve cybersecurity risk 
measures 

L0: Board-approved risk management architecture — 
formal resolution with architecture attachment 

20(1): Management bodies must 
oversee implementation 

L0: ARB reporting to Board — quarterly architecture 
governance reports 

20(2): Personal liability for violations L0: Board member accountability register — named 
responsibilities for each regulatory obligation 
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20(2): Members must undergo 
training 

L0: Board cybersecurity training architecture — mandatory 
curriculum; completion records 

20(2): Training offered to employees L0: Enterprise-wide cyber awareness architecture — 
annual training; phishing simulation 

 

DORA Article 5 — ICT Risk Management Body Obligations 
DORA Art.5 Obligation Frequency SABSA Governance Response 

5(2): Adopt ICT risk 
management framework 

One-time + material change Board resolution adopting SABSA-
based ICT risk management 
architecture 

5(2): Set risk tolerance for ICT 
risk 

Annual Board-approved BAP risk thresholds 
— expressed in financial exposure 
terms 

5(3): Approve ICT strategy Annual Board-approved ICT security 
architecture strategy — including 
cloud and digital transformation 

5(4): Review adequacy of 
measures 

Annual Board review of architecture KPIs — 
signed ARB annual report 

5(4): Oversee ICT-related 
incidents 

Ongoing Board notification for DORA major 
incidents — within 24h of 
classification 

5(6): Approve internal audit 
plan for ICT 

Annual Board approval of three-tier SABSA 
audit architecture — including TLPT 
scope 

 

The SABSA Board Risk Governance Model 
The SABSA Board Risk Governance Model translates the regulatory obligations of NIS2 Article 20 and 
DORA Article 5 into a coherent, operational governance architecture. It defines the governance 
instruments, reporting cadence, accountability assignments, and decision authority required to make 
Board cyber risk governance effective — not just compliant. 

SABSA Board Governance Architecture 

Board Risk Committee Ultimate accountability: risk appetite approval; architecture strategy; 
regulatory obligation oversight; CISO accountability. 

Audit Committee Oversight of internal audit architecture; certification audit results; regulatory 
examination findings; ARB effectiveness. 

CISO / Security 
Architecture Board 

ARB chair; architecture strategy delivery; risk metric reporting; regulatory 
notification authority. 

Architecture Review 
Board (ARB) 

Architecture governance; change control; risk acceptance; compliance 
evidence generation. Reports to CISO + Board Risk Committee. 

Operational Layer (L5) Continuous monitoring; incident management; compliance evidence 
generation; KPI reporting to ARB and Board. 
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Risk Appetite Architecture — Board Language 
Risk appetite is the cornerstone of Board-level cyber governance. Without a Board-approved risk 
appetite, the CISO has no mandate for investment decisions, the ARB has no basis for architecture 
approval, and the organisation has no defensible position in regulatory examination. SABSA's Business 
Attribute Profile provides the instrument for translating technical risk into Board-understandable risk 
appetite statements. 

Business Attribute Risk Appetite Statement (Board Language) 

Availability We will maintain service availability above 99.9% across all 
customer-facing systems. A breach of this threshold 
triggers immediate Board notification. 

Confidentiality We will not permit unauthorised access to customer 
personal data. Any confirmed breach triggers regulatory 
notification and Board emergency session. 

Financial Integrity We will not permit fraudulent transactions exceeding £500K 
in any 24-hour period. Detection of attempts triggers real-
time CISO alert. 

Regulatory Auditability We will maintain complete audit trails for all regulatory-
relevant processes. Audit trail failure exceeding 4 hours is 
a major incident. 

Third-Party Assurance We will not contract with ICT providers who cannot 
demonstrate NIS2/ISO 27001 compliance. Any non-
compliant provider triggers 90-day remediation mandate. 

 

Board Reporting Architecture — The CISO Dashboard 
Board reporting on cyber risk must be precise, evidence-based, and expressed in business language. 
The SABSA architecture generates the data that makes this reporting possible — not from manual 
compilation, but from the continuous evidence streams built into the L5 operational architecture. The 
CISO's Board report is not a slide deck of opinions; it is a dashboard of architecture performance metrics 
linked to business outcomes and regulatory obligations. 

Board Cyber Risk Dashboard — Key Metrics 
Metric Category Metric Source Board Threshold 
Risk Exposure Annualised Loss 

Expectancy (ALE) — top 5 
scenarios 

SABSA L1 risk model <£5M ALE before 
escalation to Board 

Architecture Maturity SAMM score (1–5) SABSA architecture audit >Level 3 required; Level 4 
target 

Compliance Status NIS2/DORA/GDPR 
compliance % 

L5 continuous compliance 
platform 

>95% across all three 
frameworks 

Incident Performance MTTR; NIS2 notification 
compliance 

L5 SIEM + IR platform MTTR<72h; 100% 
notification compliance 
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Control Effectiveness Critical control performance 
KPIs 

L5 monitoring architecture >90% effectiveness across 
critical controls 

Third-Party Risk Tier 1 supplier compliance 
% 

TPRM platform >90% Tier 1 suppliers 
assessed and compliant 

Architecture Health Open ARB exceptions; 
overdue remediations 

ARB governance system <5 exceptions; 0 overdue 
critical items 

 

Incident Escalation Architecture — Board Notification 
NIS2 Article 21(b) and DORA Article 5(4) require Board notification for significant incidents. The 
operational architecture must define precise escalation triggers, notification timelines, and information 
packages that enable Board members to exercise genuine governance oversight during an active 
incident — not receive a sanitised retrospective briefing after the fact. 

Board Incident Notification Architecture 
Trigger: DORA major incident classification OR NIS2 significant incident determination 
Initial notification: CISO to Board Chair within 2 hours of classification — verbal + written 
summary 
Board briefing: Emergency Board session within 24 hours for Tier 1 incidents 
Information package: Incident timeline, scope, impact assessment, regulatory notification 
status, immediate remediation steps 
Board authority: Pre-approved incident response mandate — CISO authorised to take 
necessary technical action without Board delay 
Subsequent reporting: Daily updates until incident closed; final PIR presented at next 
Board Risk Committee 

 

CISO Accountability Architecture 
The CISO accountability model has been fundamentally changed by NIS2 and DORA. The CISO is no 
longer a technical specialist who reports upward through a CTO or CRO — they are a governance officer 
with direct Board accountability, regulatory obligations, and personal liability considerations. SABSA 
provides the accountability architecture that makes the CISO role both defensible and effective. 

CISO Mandate Architecture 
CISO Accountability Dimension SABSA Architecture Instrument 

Strategic mandate Board-approved architecture strategy — CISO owns 
delivery; Board owns accountability 

Budget authority SABSA risk quantification model — CISO presents 
monetised risk reduction vs. investment; Board approves 

Regulatory authority NIS2/DORA notification authority — CISO has Board-
delegated authority to notify regulators 

Organisational authority ARB chair — CISO authority over architecture decisions 
across all domains including OT, cloud, and third-party 
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Reporting obligation Quarterly Board Risk Committee — CISO presents 
architecture KPIs, risk dashboard, and compliance status 

Personal accountability Named in Board governance framework — specific 
regulatory obligations assigned to CISO role 

 

The CISO-Board Communication Architecture 
The most common failure mode in Board cyber risk governance is communication breakdown — the 
CISO uses technical language that Board members cannot evaluate, and Board members ask questions 
that reveal no genuine understanding of cyber risk. SABSA's Business Attribute Profile provides the 
translation layer that eliminates this breakdown: BAP attributes are business concepts (availability, 
confidentiality, integrity) that both CISOs and Board members understand, enabling genuine governance 
dialogue rather than ritual performance. 

"I do not ask my Board to understand zero-trust or SIEM. I ask them 
to understand that 99.9% availability means 8.76 hours of annual 
downtime — and that our architecture has delivered 99.97% 
availability for three consecutive years." — CISO, FTSE 100 Financial 
Institution 

 

Director Cybersecurity Training Architecture 
NIS2 Article 20(2) explicitly requires management body members to follow cybersecurity training and to 
offer equivalent training to employees. This is not a one-time awareness session — it is a structured 
governance education programme that must be repeated regularly and evidenced for supervisory 
examination. The SABSA governance model defines the Board training architecture as a formal 
programme with curriculum, delivery, assessment, and completion evidence. 

Board Cybersecurity Curriculum Architecture 
Module Duration Content Focus 

Module 1: Regulatory 
Obligations 

2 hours NIS2 Art.20/21/23; DORA Art.5; 
GDPR Art.24 — Board obligations 
and personal liability scenarios 

Module 2: Cyber Risk for 
Directors 

2 hours SABSA risk model in business 
language; monetised risk exposure; 
Board risk appetite setting 

Module 3: Governance 
Mechanisms 

1.5 hours ARB model; CISO mandate; 
architecture evidence; Board 
oversight mechanisms 

Module 4: Incident 
Governance 

1.5 hours Major incident response; Board 
decision authority; notification 
obligations; crisis governance 

Module 5: Emerging Risks 1 hour AI governance (EU AI Act); Post-
Quantum risk; supply chain threats; 
geopolitical cyber risk 
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Annual Refresher 1 hour Regulatory updates; material 
incident lessons; architecture 
evolution briefing 

 

Board Training Evidence Architecture 
LMS enrolment: All Board members enrolled in cyber curriculum — mandatory completion 
before first Risk Committee meeting 
Completion records: LMS-generated certificates for each module — stored in Board 
governance evidence repository 
Assessment scores: Module assessment results — minimum 70% pass; remedial training 
for failures 
Annual declaration: Board member sign-off confirming awareness of regulatory obligations 
— filed with Company Secretary 
NCA evidence: Training records produced on supervisory examination request — indexed 
by Board member and module 

 

Third-Party Governance Architecture 
Third-party cyber risk is the most rapidly growing governance challenge for Boards. Supply chain attacks 
(SolarWinds, MOVEit, 3CX), ICT concentration risk (Cloud provider dependency), and outsourced IT 
governance failures are now regular Board-level concerns. NIS2 Article 21(d) and DORA Articles 28–44 
impose specific Board-level obligations for third-party risk governance — obligations that cannot be 
delegated without meaningful oversight architecture. 

Board Third-Party Risk Governance 
Governance Obligation SABSA Architecture Response 

Board approval of critical provider 
register 

L1: Criticality classification architecture — CISO presents 
Tier 1 provider list for Board approval annually 

ICT concentration risk oversight L1: Concentration risk model — Board threshold: >40% 
operational dependence on single provider triggers 
automatic review 

DORA exit plan approval L2: Exit architecture for each critical provider — Board-
approved exit plans with tested portability 

Supplier incident notification L5: Supplier incident escalation architecture — Tier 1 
supplier incidents escalated to CISO within 4h, Board 
within 24h for major incidents 

Annual TPRM review L1: TPRM programme report to Board — Tier 1/2/3 
compliance status, remediation progress, emerging risks 

 

Architecture Governance Metrics — Board KPIs 
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Effective Board governance requires measurable, consistent, and forward-looking KPIs. The SABSA 
architecture generates these KPIs as natural by-products of its operational layer — not as manual 
compilation exercises. Board members should receive a monthly one-page cyber risk dashboard and a 
quarterly detailed architecture performance report. 

Monthly 
Risk Dashboard Cadence 

Quarterly 
Architecture KPI Report 

Annual 
Architecture Strategy 

Review 

Immediate 
Major Incident Notification 

 

Board KPI Framework 
KPI Measurement Board Threshold / Target 

Architecture Maturity Score SAMM assessment (1–5) ≥3.5 (defined+ architecture); 
improvement trajectory required 
annually 

Risk Exposure (ALE) Monetised annual loss expectancy Board-approved maximum: reviewed 
and reaffirmed annually 

Compliance Coverage % controls meeting 
NIS2/DORA/GDPR requirements 

≥95% across all three frameworks; 
<90% triggers remediation plan 

Incident Response 
Performance 

% incidents meeting NIS2/DORA 
notification SLAs 

100% compliance; any breach 
requires Board explanation 

Critical Control Effectiveness % of critical controls operating as 
designed 

≥90%; <80% triggers emergency 
ARB review 

Supplier Compliance Rate % Tier 1 suppliers assessed and 
compliant 

≥90%; non-compliant Tier 1 
suppliers escalated to Board 

Training Completion % Board members completing 
mandatory cyber training 

100%; non-completion is regulatory 
compliance failure 

 

Board Crisis Simulation: 4-Hour DORA Incident Window 
DORA Art.28 mandates testing of incident response procedures and contingency plans. For the Board, 
this means understanding what happens in the critical first 4 hours of a major ICT incident — the window 
where decisions about escalation, customer notification, and public communication are made. This 
section provides a minute-by-minute crisis simulation walkthrough, decision tree for incident classification 
(major vs. critical), and escalation protocols. 

Crisis Simulation: T+0 to T+240 Minutes 
1.  T+0 to T+15 (Detection & Initial Assessment): SOC detects anomalous behaviour. Automated 

SIEM correlation triggers incident classification rule. Initial severity assessment (Severity 1–4 
scale). Incident commander convened. 

2.  T+15 to T+45 (Escalation Decision): Incident Commander determines DORA classification. If 
Major: CISO notified, Board secretary informed of potential escalation. If Critical: CISO 
conference call; Board Risk Committee chair notified; Comms team alerted. 
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3.  T+45 to T+90 (Scope Determination): Forensics team determines attack vector and extent of 
compromise. Evidence preservation protocols activated. Affected systems isolated or placed in 
monitored-only mode. 

4.  T+90 to T+150 (Customer Impact Assessment): Business continuity team assesses customer-
facing impact. If >10K customers affected: customer communications drafted. If data breach 
suspected: Legal engaged; regulators consulted on notification timing. 

5.  T+150 to T+240 (Decision Point): Board Risk Committee decision on customer notification 
timeline. For Critical incidents: immediate notification within 4 hours. For Major with data breach: 
notification within 24 hours. For Significant but non-critical: next business day. 

 

Decision Tree: Major vs. Critical Classification 
Incident Characteristic Major Incident (DORA Art.19a) Critical Incident (DORA Art.19b) 

Customer Availability Impact Non-essential services unavailable 
<1h, OR essential services <30min 

Essential services unavailable 
>30min OR cascading service loss 

Data Breach Scope Unauthorised access to non-
customer data 

Unauthorised access to >1K 
customer personal records 

Regulatory Requirement Notify regulator within 72 hours; no 
public disclosure 

Notify regulator immediately; 
customer notification required 

Board Escalation CISO report to next Board meeting Immediate Board Risk Committee 
emergency session 

 

Executive Risk Dashboard Template Pack 
Board-level cyber risk reporting requires more than compliance scorecards. The Executive Risk 
Dashboard Template Pack provides ready-to-use board dashboard designs including Key Risk Indicators 
(KRIs), risk appetite visualisation, trend analysis, and traffic-light status indicators. These dashboards are 
updated quarterly and form the basis of the Board Risk Committee agenda. 

KRI Dashboard Components 

Board Dashboard: Core Elements 
Risk Appetite Status: Traffic-light visualisation against Board-approved thresholds — 
green (within appetite), amber (approaching threshold), red (exceeded) 
Control Effectiveness Score: Percentage of controls operating effectively (green), 
degraded (amber), or failed (red); trend line over 12 months 
Incident Trend: Number of security incidents by severity over rolling 12-month period; 
comparison to prior year; trend vector (improving/stable/degrading) 
Patch Timeliness: % of critical patches deployed within SLA (target: 100% critical within 
15 days; 100% high within 30 days) 
Regulatory Compliance Status: Completion % of NIS2 Art.21 measures; IEC 62443 SL-A 
vs. SL-T gap; DORA Art.5 strategy annual review status 
Cyber Insurance & Financial Exposure: Annual insurance premium; claims history; 
uninsured risk exposure; estimated cost of major incident 
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Quarterly Board Report Template 
Section Content Owner 

Executive Summary Risk trajectory: 
improving/stable/deteriorating; key 
risks requiring Board decision; 
regulatory updates 

CISO 

KRI Status (Traffic-Light) Risk Appetite dashboard with 
threshold breaches highlighted; 
action taken for breaches 

CISO / CFO 

Incident Summary Incidents >Severity 2; root cause; 
response effectiveness; lessons 
learned 

CISO / IR Lead 

Control Effectiveness Controls degraded or failed; 
remediation timelines; investment 
requests 

Security Architect 

Regulatory Compliance NIS2/DORA/GDPR compliance 
progress; examination/audit 
findings; regulatory engagement 

Compliance Officer 

Investment Prioritisation Top 5 architecture investments for 
next quarter; business case; risk 
reduction impact 

CISO / CIO 

 

Named Accountability & Personal Liability Defence 
NIS2 Article 20 and DORA Article 5 create personal liability for management body members and senior 
executives. Building an effective defence requires architectural evidence — proof that the Board 
approved security strategy, that management implemented it, and that the organisation responded 
appropriately to incidents. This section formalises the accountability architecture and evidence 
preservation requirements. 

DORA Article 5 Management Body Accountability 
Accountability 
Obligation 

Evidence Required for 
Defence 

Preservation Duration Audit Trail 

Art.5(2): Adopt ICT 
risk management 
framework 

Board resolution + signature 
page; SABSA architecture 
document; version history 

Indefinite Board decision log; CISO 
implementation checklist 

Art.5(2): Set risk 
tolerance 

Board-approved BAP with 
risk appetite statements; 
signed by Chair/CEO/CISO 

Annual + 3 years history Board minutes; risk 
committee approvals 

Art.5(3): Approve ICT 
strategy 

Board resolution; annual 
ICT security strategy 
document; cloud/digital 
transformation plan 

Annual review + 3 years Strategy versioning; Board 
approval records 

Art.5(4): Oversee 
incidents 

Board notification log for 
DORA major/critical 
incidents; response 
decision documentation 

Incident discovery + 5 years Incident management 
system; Board minutes 
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Art.5(6): Approve 
internal audit plan 

Board-approved audit plan; 
TLPT scope approval; audit 
findings summary 

Annual + 5 years history Audit committee minutes; 
auditor engagement letters 

 

Evidence Preservation and Personal Defence Architecture 

Named Accountability Register 
Board member accountability assignment: Each regulatory obligation assigned to named 
Board member (CRO, Board Risk Committee chair, Audit Committee chair, or CEO) 
Implementation accountability: CISO assigned to deliver architecture; quarterly reporting 
to Board via ARB 
Documentation control: All Board decisions on cyber risk captured in Board decision log 
with date, attendees, decision, and rationale 
Certification process: Annual sign-off by Board Chair and CEO certifying that cyber risk 
management architecture is in place and operating effectively 
Forensic readiness: All decisions, approvals, and implementation evidence preserved in 
immutable repository accessible for regulatory examination 

 

Conclusions and Strategic Recommendations 
Board-level cyber risk governance under NIS2, DORA, and GDPR is no longer optional, performative, or 
delegatable. It is a legal obligation with personal liability consequences and regulatory fine exposure. 
SABSA provides the architecture and governance instruments that make Board accountability both 
operationally real and commercially effective. 

1.  Engage the Board in a formal cyber risk governance programme: not a one-time briefing but a 
structured engagement with curriculum, assessment, and annual refresher — compliant with 
NIS2 Art.20(2). 

2.  Establish Board-level risk appetite using SABSA BAP language: translate technical risk 
thresholds into business exposure statements that directors can evaluate without technical 
expertise. 

3.  Implement the CISO-to-Board reporting architecture: monthly dashboard, quarterly detailed 
report, immediate major incident notification — all generated from L5 architecture evidence, not 
manual compilation. 

4.  Assign named Board members to specific regulatory obligations: NIS2 Art.20(2) requires 
management body accountability — create the accountability register and file it with the 
Company Secretary. 

5.  Build the third-party risk Board governance architecture: Tier 1 provider list Board-approved 
annually; concentration risk thresholds; tested exit plans; supplier incident escalation pathway. 

6.  Pre-position for NIS2 supervisory examination of Board governance: supervisors will request 
Board training records, risk appetite documentation, and incident response governance evidence 
— have all three ready. 
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