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The Extended Enterprise Attack Surface
62% NIS2 3.8% DORA

of breaches involve third- Art.21(2)(d) mandates cost multiplier for supply Art.28 ICT third-party risk
party compromise vectors supply chain security chain-originated breaches requirements

The modern enterprise does not have a perimeter — it has an ecosystem. Cloud providers, managed
service providers, software vendors, logistics partners, and outsourced business process suppliers all
represent extensions of the enterprise's attack surface. A vulnerability in any link of this chain is a potential
vulnerability in the enterprise itself.

The SABSA framework addresses supply chain security through two primary instruments: the Trust
Framework (Contextual Layer), which establishes the assumptions and obligations governing third-party
relationships, and the SABSA Attribute Profile applied to supplier risk, which provides a structured
methodology for proportionate supplier control requirements.

Regulatory Mandate

NIS2 Article 21(2)(d) explicitly requires that Essential and Important entities address the
security of the supply chain, including security-related aspects concerning the
relationships between each entity and its direct suppliers or service providers. This is a
legal obligation, not a recommendation.

Supply Chain Architecture Within SABSA Layers

SABSA Supply Chain Security Architecture

The SABSA approach to supply chain security begins with comprehensive supplier classification —
establishing which suppliers represent critical dependencies and therefore warrant the most rigorous
security controls. Criticality is assessed across four dimensions: business impact of supplier failure, data
access level, network connectivity scope, and substitutability.
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Software Supply Chain Architecture

Software supply chain security emerged as a critical architectural domain following the SolarWinds Orion
compromise (2020), in which a sophisticated nation-state actor inserted malicious code into software
build pipelines, distributing backdoored software to 18,000 organisations. The architectural response
requires controls across the entire software development and distribution lifecycle.

Software Bill of Materials (SBOM): Every software component deployed in the enterprise must be
accompanied by a machine-readable SBOM in SPDX or CycloneDX format. SBOMs enable rapid
identification of affected systems when new vulnerabilities are disclosed in open-source
components.

Build Pipeline Security: Production software builds must be executed in isolated, hardened
environments with cryptographic attestation of build process integrity. Build systems must not
have internet access, and build artefacts must be signed with hardware security module (HSM)
protected keys.

Dependency Vulnerability Management: Automated Software Composition Analysis (SCA) tools
must scan all software dependencies against the CVE/NVD database on every build. Critical and
high-severity vulnerabilities must block deployment.

Container and Package Registry Controls: Enterprise container registries must implement
vulnerability scanning, provenance verification, and policy enforcement preventing deployment
of images containing critical vulnerabilities or unsigned layers.

Nation-State Software Supply Chain Threat

ENISA Threat Landscape 2023 identified software supply chain attacks as one of the top
cyber threats to EU organisations. NCSC and CISA jointly assessed that nation-state
actors will increasingly use software supply chain compromise to achieve persistent
access across multiple target organisations simultaneously.

Supplier Risk Assessment Architecture

Effective supplier risk management requires an architectural approach to assessment design — ensuring
that the depth of due diligence is proportionate to supplier criticality and that assessment results can be
systematically managed and tracked.
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DORA ICT Third-Party Risk Requirements

DORA Article 28 requires financial entities to adopt and regularly review an ICT third-party
risk strategy. Critical ICT third-party service providers are subject to EU-level oversight
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under DORA, with the European Supervisory Authorities (ESAs) directly supervising
designated critical providers. Architecture decisions involving critical ICT suppliers must
consider DORA oversight implications.

Concentration Risk and Systemic Dependency Management

Concentration risk — the organisational risk arising from excessive dependence on a single supplier or
a small number of suppliers — is recognised as a systemic risk by DORA (Article 30(1)(b)) and
increasingly by NIS2 supervisory authorities. Cloud hyperscaler concentration (AWS, Azure, GCP
representing over 65% of enterprise cloud workloads) creates a systemic risk that individual organisations
must manage through architecture.

Multi-Cloud Architecture: Design critical workloads with cloud-agnostic architecture patterns
enabling migration between hyperscalers within defined Recovery Time Objectives. Avoid deep
proprietary service dependencies that create lock-in.

Critical Service Mapping: Maintain a real-time map of business-critical services and their
technology dependencies, including cloud services, SaaS applications, and network providers.
This map enables rapid assessment of systemic dependency exposure.

Exit Strategy Documentation: DORA Article 28(7)(h) requires documented exit strategies for
critical ICT third-party relationships. Exit strategies must include data portability procedures,
alternative provider readiness assessment, and transition timelines.

Geographic Concentration: Assess supplier geographic concentration — cloud availability
zones, data centre locations, network routing — to identify vulnerabilities to regional disruption
events including geopolitical risks.

Systemic Risk Reality

A major outage at a single cloud hyperscaler would simultaneously affect thousands of
regulated entities across the EU. DORA's concentration risk provisions exist precisely
because individual entity resilience is insufficient when critical infrastructure dependencies
converge on a small number of systemic providers.

Supply Chain Incident Response Architecture

When a supplier is compromised, the incident response timeline collapses: the organisation must
simultaneously assess its own exposure, coordinate with the compromised supplier, notify regulators,
and communicate with customers — all while potentially under active attack.

Supply Chain Incident Response Architecture
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Supply chain incident response playbooks must be maintained for each Tier 1 and Tier 2 supplier, pre-
approved by legal and management, and exercised through tabletop scenarios at least annually. The
playbook must include specific network isolation procedures that can be executed within two hours of a
suspected compromise.

NIS2 Supply Chain Obligations in Detail

NIS2 Article 21(2)(d) requires entities to address supply chain security measures, including security-
related aspects concerning the relationships between each entity and its direct suppliers or service
providers. National competent authorities are required to assess the cybersecurity of supply chains for
critical sectors.

S A

SABSA Trust Framework Application

The SABSA Trust Framework instrument is ideally suited to supply chain risk
management. It establishes explicit trust assumptions for each supplier relationship,
documents the obligations of both parties, and provides the architectural basis for access
control and monitoring decisions proportionate to the trust level established.

Supplier Risk Scoring Model and Heatmap

Quantitative supplier risk assessment enables prioritised third-party governance. The Supplier Risk
Scoring (SRS) model combines objective metrics (financial stability, security certifications, audit history)
with subjective risk factors (sector attack frequency, geopolitical exposure) into a single risk score driving
governance tiering.
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Supplier Risk Score = (FS x 0.20) + (SM x 0.30) + (CR x 0.25) + (GR x 0.25). Risk bands: Green (0.0—
0.3) = low risk, approved for strategic access; Yellow (0.3-0.6) = medium risk, requires enhanced
oversight; Orange (0.6-0.8) = high risk, limited scope or exit plan required; Red (>0.8) = unacceptable
risk, de-risking mandatory.
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0-0.3 0.3-0.6 0.6-0.8 >0.8

Green (approved, Yellow (enhanced Orange (limited scope/exit Red (de-risking
strategic access) oversight) plan) mandatory)

Automated Scoring Triggers: Supplier SRS updated on: (1) Annual certifications/audit
completion; (2) Security breaches (customer disclosure triggers SRS increase); (3) Financial
downgrades; (4) Regulatory findings; (5) Geopolitical events (sanctions, visa restrictions).

Tiered Governance Model: Green-band suppliers — annual review only. Yellow — quarterly
architecture reviews, enhanced audit rights. Orange — monthly compliance monitoring,
contractual exit triggers. Red — immediate replacement planning, temporary access restrictions.

EU Cyber Resilience Act: Software Liability Architecture

The EU Cyber Resilience Act (CRA) introduces product liability for software vulnerabilities, fundamentally
reshaping third-party software risk governance. Organisations procuring software must verify vendor
compliance with CRA product security requirements; vendors must implement SBOM (Software Bill of
Materials) attestation, vulnerability disclosure timelines, and lifecycle security practices.

(@)
Py
>

© R
A r c
\Y e n

SBOM (Software Bill of Materials) attestation is the cornerstone of CRA compliance. Organisations must
verify vendor-provided SBOMs (listing all software components, versions, and dependencies) to identify
known vulnerable components before deployment. Vendor SBOM accuracy is a strict liability obligation
under CRA Article 7 — vendors are liable for incomplete or inaccurate SBOMs.

Vulnerability Disclosure Timelines: Critical vulnerabilities (CVSS >9.0, exploited in-the-wild)
require vendor notification to EU Coordinated Vulnerability Disclosure within 24 hours.
Organisations must establish contractual SLAs enforcing these timelines; breach of CRA
disclosure requirements voids vendor liability protection and exposes organisations to
regulatory fines.

CRA Compliance Deadline Risks

The CRA transition period ends December 2024 (18-month grace). Software vendors not
meeting CRA requirements by this date face EU regulatory prohibition and potential
liability. Organisations must complete CRA readiness audits of critical software suppliers
by Q4 2024, including SBOM verification and vulnerability disclosure SLA alignment.

Supply Chain Concentration Risk Analytics
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Single-point-of-failure risk in supply chains manifests when critical capabilities depend on a single vendor,
geographic region, or infrastructure. Concentration risk analytics identifies these dependencies and
quantifies diversification requirements.

Concentration Risk Formula: CR = (Vendor_Revenue Concentration x  0.40) +
(Geographic_Concentration x 0.30) + (Infrastructure_Concentration x 0.30). Vendor revenue
concentration: if single vendor >30% of category spend, CR increases. Geographic concentration: if all
vendors in single jurisdiction, CR increases. Infrastructure concentration: if shared cloud infrastructure,
telecom, or data centre, CR increases.

30% 70% 3+ 15%—25%

single-vendor spend target geographic minimum vendors for typical maximum single-
threshold diversification critical services vendor exposure

Single-Point-of-Failure Methodology: (1) Critical capability identification (what functions would
cease if this vendor failed?). (2) Dependency mapping (which systems, teams, processes depend
on this vendor?). (3) Recovery time quantification (how long to replacement?). (4) Diversification
architecture (alternative vendors, geographic redundancy, capability insourcing).

Vendor Dependency Mapping: Architecture teams construct dependency graphs identifying
transitive supplier relationships. Example: Cloud provider A depends on infrastructure vendor B;
if B fails, A fails, and all dependent customer systems fail. These transitive risks are often invisible
in direct vendor relationships.

Diversification Architecture Patterns: (1) Multi-vendor core services (primary/backup vendors
with automatic failover). (2) Geographic distribution (vendors in different jurisdictions,
minimising regulatory/geopolitical concentration risk). (3) Insourcing critical functions (avoid
vendor concentration by building in-house capability for strategic functions).

Critical Vendor Risk Thresholds

Organisations with >50% critical function concentration in single vendor face unacceptable
risk. NIS2 supervision now flags extreme single-vendor concentration as critical
infrastructure vulnerability. Target: reduce concentration to <25% for critical services, with
documented failover architectures for concentrations >15%.

Conclusion and Recommendations

Supply chain security requires the same architectural rigour applied to internal systems. The SABSA
framework provides the instruments — Trust Framework, Attribute Profile, and layered architecture — to
systematically address supply chain risk from board policy to operational controls.

Conduct a complete supplier inventory and classification exercise, mapping all suppliers to a
criticality tier within 90 days.. 1.

Implement SBOM requirements for all Tier 1 and Tier 2 software suppliers, with automated
vulnerability scanning against SBOM inventories.. 2.

Develop supply chain incident response playbooks for all Tier 1 suppliers, tested through tabletop
exercise within 12 months.. 3.
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Assess concentration risk exposure to cloud hyperscalers and critical SaaS platforms, with
documented exit strategies for each critical provider.. 4.

Integrate supply chain security assessments into the SABSA Architecture Review Board process,
requiring supplier risk sign-off before onboarding critical new technology dependencies.. 5.

SABSA Enterprise Security Architecture — Ultimate Flagship Series
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