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PRESS LINE - NEWS DESK

LONDON - Strategic Cyber Briefing - 2026
Strategic Cyber Briefing — Market Terminal Read

METRIC READ DELTA SOURCE

HARD-CODED SECRETS 11.7% of repos +1.4pp GitHub Octoverse 2026

MEAN SECRET LIFETIME 127 days —18% GHAS Telemetry 2026

KEY VAULT BREACHES 63% mis-RBAC top RCA Microsoft Defender 2026

POST-QUANTUM 4% of FS estate +200bp NCSC PQ Pulse 2026

READINESS

ROTATION AUTOMATION 28% of secrets +700bp Microsoft Customer Index

NIST PQ STANDARDS ML-KEM/ML-DSA/ FIPS NIST Aug 2024 final
SLH-DSA 203/204/205

WIRE HEADLINES

BENZINGA — “Tier-1 banks accelerate post-quantum migration as NCSC publishes 2030 mandate.”
YAHOO FINANCE — “Workload Identity Federation displaces long-lived secrets in 41% of regulated estates.”
CNBC — “Managed HSM bookings double as DORA enforcement begins; FIPS 140-2 Level 3 the new floor.”
MARKETWATCH — “GHAS Secret Scanning Push Protection now mandatory in 67% of FS contracts.”

ANCHOR QUOTE — “A secret you cannot rotate is a breach you have not yet detected.” — Kieran
Upadrasta, Honorary Professor of Practice — Cybersecurity, Al, and Quantum Computing @ Schiphol University
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Doctrine Statement

The doctrine is binding on every engineering decision in this paper.
Read it as command, not commentary.
Security must be engineered, not audited into existence.

Every chapter that follows translates this doctrine into reference architectures, configuration snippets,
governance bodies, KPIs and commercial models that can be lifted directly into delivery.
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Doctrine Frame

Secrets that exist will leak; keys that are not rotated will be stolen; trust that is not
engineered will be assumed by an adversary.

The doctrine eliminates the secret, rotates the key, federates the identity and engineers
crypto-agility before the regulator demands it.

Security must be engineered, not audited into existence.

The cryptographic surface of an enterprise is the surface least understood by the board and most lethal
when compromised. The doctrine prices that asymmetry explicitly and engineers it down.

Read it as command, not commentary. The doctrine is binding on every workload identity, every rotation
pipeline and every post-quantum migration decision.

Security must be engineered, not audited into existence. v3.4 - Page 4
Companion artefacts: github.com/uos-doctrine-series/secrets-keys-and-trust-v34



Secrets, Keys and Trust - Institutional Doctrine Reference Edition

Table of Contents

Section
Foreword
Executive Summary
Chapter 1 — Strategic Context & Market Read
1.5 Evidence Hierarchy (v3.2)
Chapter 2 — Doctrine: Eight Engineering Principles
Chapter 3 — Reference Architecture
3.6 Attack-Flow Diagram (v3.2)
Chapter 4 — Implementation Blueprint
Chapter 5 — Operating Model & RACI
5.4 Adopt / Defer / Exempt Decision Tree (v3.2)
Chapter 6 — KPIs & 5x5 Maturity Matrix
6.4 Anonymised Case Study (v3.2)

Chapter 7 — Commercial Engagement & ROI Model (v3.4 banded IRR + sensitivity
rows)

Where This Doctrine Fails — Adversarial Critique (v3.2)
The 10/10 Topic Fix (v3.2)

v3.4 Per-Paper Hardenings

Conclusion

Peer Review & Sign-off (v3.4)

Board One-Pager — Decision Pack (v3.2)

Appendix A — Controls Catalogue

Appendix B — Glossary

Appendix C — References

Appendix D — 80-Jurisdiction Regulatory Crosswalk
Appendix E — Companion Artefacts Manifest (v3.4)
About the Author

Security must be engineered, not audited into existence.

Companion artefacts: github.com/uos-doctrine-series/secrets-keys-and-trust-v34

v3.4

Page

10
12
15
16
17
18
19

20
21
22
23
24
25
26
27
28
29
34
35

v3.4 - Page5



Secrets, Keys and Trust - Institutional Doctrine Reference Edition v3.4

Foreword

A modern enterprise runs on secrets. Every API call, every service-to-service handshake, every database
connection and every privileged identity is, at root, a credential. When that credential is compromised, the
institution's trust posture collapses simultaneously across every dependency. 78% of measured Tier-1
breaches in 2025 involved a leaked or unrotated secret as primary or contributory cause [A-H]. This paper
engineers the secrets, keys and trust substrate that the doctrine demands.

The v3.4 doctrine treats every secret as a lifecycle, not a value. Creation, vaulting, rotation, expiry,
revocation and recovery from rotation failure are engineered as a closed loop with telemetry at every
transition. Manual rotation is a P2 defect; expired-secret-driven outage is a P1 incident with mandatory
post-incident review. The cost of running this lifecycle correctly is materially below £1.2m/yr [p-m-modelled]
on a 50,000-secret estate; the cost of running it incorrectly is a calendar-time clock to the next breach.

Post-quantum cryptography is no longer a planning exercise. NIST FIPS-203 / 204 / 205 are final; CNSA
2.0 mandates hybrid PQ key-encapsulation by 2030 /4-H]. Crypto agility - the engineering ability to swap an
algorithm without an outage - is a v3.4 baseline expectation, not a v4 stretch goal.

— Kieran Upadrasta - Honorary Professor of Practice — Cybersecurity, Al, and Quantum
Computing @ Schiphol University - PRMIA Cyber Security Programme Lead - 2026
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Executive Summary

Trust in the cloud is engineered from three primitives: vaulted secrets, custodied keys and verifiable
identity. The doctrine in this paper makes each of those three primitives operationally provable,
automatically rotated, and post-quantum ready. The cost of getting it wrong has materialised at $4.88m per
cloud-misconfiguration breach ja-Hj; the cost of getting it right is a one-off engineering programme followed
by a steady-state run rate measured in basis points of estate spend.

Five Commitments

1. Every secret will live in a managed vault with RBAC bound to a Tier-0 identity; no application will
hold a plaintext credential outside the vault.

2. Every rotation will be automated and observable; manual rotation will be classified as a P2
operational defect (target: zero by Q4) [o-m-modelled)].

3. Customer-managed keys will be used wherever data classification is Restricted or above; HSM-
backed for Critical.

4. Post-quantum cryptography readiness will be assessed against CNSA 2.0 [a-H] on every key-
management decision from day one; no new system will be commissioned without PQ-readiness
annotation.

5. Workload identity (Managed Identity + Workload Identity Federation) will replace every long-lived
secret on the modernisation backlog within 24 months.

Three Quantified Outcomes

¢ Mean-time-to-rotate secret reduced from 47 days to under 24 hours [p-m-modelled] across the v3.4
reference cohort.

e 78% reduction in long-lived secrets via Managed Identity migration jc-mj over 12 months.

e Zero expired-secret-driven outages in the 12-month reference window [p-m-modelled] once the
recovery-loop pattern was operational.

Investor Takeaway

INVESTOR TAKEAWAY

A correctly engineered secrets, keys and trust substrate is the single highest-leverage cyber
investment available in 2026 [B-M]: cost-of-control under 1.4% of cloud spend, breach-cost
expectation reduced by an estimated 41% [D-M-modelled] and a clean post-quantum
migration path delivered on the same programme.
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Chapter 1 — Strategic Context

The cryptographic surface has expanded faster than any other security domain in the past decade and has
been governed slowest. The strategic context for secrets, keys and trust is dominated by three irreversible
trends — the proliferation of secrets across CI/CD and SaaS, the displacement of static credentials by
federated identity, and the imminent obsolescence of classical public-key cryptography under quantum
attack.

1.1 The Battlefield Has Moved

GitHub Octoverse reports that 11.7% of public repositories still contain at least one hard-coded secret, with
the financial-services subset showing 14.2% — a number that rises further when private enterprise
repositories are surveyed. The mean lifetime of a leaked secret is 127 days, well within the operational
window of any motivated adversary.

Microsoft Digital Defence Report 2026 identifies misconfigured Key Vault RBAC as the leading root cause
in 63% of cloud-secret breaches investigated by Defender Experts. The control plane is, more often than
the data plane, the breach vector.

NCSC and NIST have made post-quantum migration a 2030-2035 expectation. ML-KEM (FIPS 203), ML-
DSA (FIPS 204) and SLH-DSA (FIPS 205) became final standards in August 2024. The window to migrate
quietly has closed; the window to migrate under regulatory pressure is now open.

1.2 Why Yesterday's Posture No Longer Holds

Yesterday's posture failed for three engineering reasons. First, secrets were treated as configuration rather
than as cryptographic material, and the operational discipline that protected keys never reached the
secrets that controlled them. Second, identity was federated for users but not for workloads, leaving long-
lived service principal secrets as the soft underbelly of even sophisticated estates. Third, cryptographic
agility was a slide deck, not an engineering primitive — when ML-KEM became standardised, no one could
implement it inside a quarter.

The doctrine corrects all three by treating the cryptographic surface as a single engineered system with
custodianship, rotation cadence, telemetry and crypto-agility as first-class properties.

1.3 Adversary & Economic Calculus

The economic asymmetry of secrets is brutal. A leaked OpenAl key costs the attacker zero; the resulting
compute-bill or data-exfiltration costs the victim millions. A compromised long-lived service principal yields
persistence that endpoint detection cannot see. A failure to migrate to post-quantum standards before
harvest-now-decrypt-later becomes decrypt-now means a multi-decade liability accrues on every
encrypted transmission today.

The doctrine prices each of these asymmetries explicitly, then engineers them down through automation,
federation and crypto-agility.

1.4 Market Read — The Numbers Behind the Doctrine

Verizon DBIR 2025: 31% of all breaches involved a leaked credential as primary cause A-H]; 14% involved
a secret committed to source control [1].

NIST has finalised FIPS-203 (Kyber), FIPS-204 (Dilithium) and FIPS-205 (SPHINCS+) [a-H] establishing
the PQ baseline [2].

GitGuardian's 2026 State of Secrets Sprawl reports 24m hard-coded secrets detected in public repos in
2025 alone, 28% YoY rise [c-m] [3].

Security must be engineered, not audited into existence. v3.4 - Page 8
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CNSA 2.0 (US National Security Agency) mandates hybrid PQ key-encapsulation across national-security
systems by 2030 [A-H] [4].

Microsoft customer telemetry: median customer holds 6,200 active secrets, of which 19% are stale (>90
days unrotated) jc-mj [5].

NCSC published guidance: Managed Identity is the preferred pattern; long-lived secrets are an active risk
class [a-H] [6].

ENISA Post-Quantum Transition Report 2026: 73% of EU financial-services institutions lack a documented
PQ migration plan (a-H] [7].

The numbers point in one direction: the cryptographic surface must be engineered, governed and made
crypto-agile before the regulator or the adversary forces the change.

Evidence Hierarchy

Every quantified claim in this paper is anchored to a tiered evidence framework. Where a figure cannot yet
be publicly verified, it is marked "modelled estimate" and excluded from supervisory submissions. The
hierarchy below names the canonical source class consulted for each tier and the confidence rating
attached.

Tier Source class Canonical example used in this paper Confidence

A Official regulator, standards body, NIST SP 800-57 Part 1 r5 — Recommendation High
national CERT for Key Management (Official)

B Recognised industry analyst Forrester Wave — Enterprise Key Management | High
(Gartner / Forrester / IDC) Q1 2026

C Hyperscaler / vendor primary Microsoft Azure Key Vault and Managed HSM Medium
telemetry service telemetry, 2026

D Internal modelled estimate UOS Doctrine Office key-rotation blast-radius Low
(engineering ledger) simulations v3.2 (modelled estimate)

Where a figure is not yet publicly verifiable it is marked "modelled estimate" and excluded from supervisory
submissions. This rule preserves analyst-grade credibility and survives external challenge.
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Chapter 2 — Doctrine: Eight Engineering Principles

The doctrine compresses into eight engineering principles. Each is binding on every workload, every
pipeline and every architectural review.

# Principle Engineering Outcome

1 Eliminate the Secret Workload Identity Federation displaces long-lived secrets
wherever the protocol permits.

2 Custodian Every Key Every key lives in Key Vault Premium or Managed HSM under
defined custodianship.

3 Federate Workload Identity OIDC federation eliminates long-lived service principal secrets
across CI/CD and cross-cloud workloads.

4 Rotate by Pipeline Rotation is engineered into the CI/CD pipeline, not delegated to
manual runbooks.

5 Detect with GHAS Push Protection GHAS Secret Scanning with Push Protection is mandatory on
every repository.

6 Engineer Crypto-Agility Every cryptographic primitive is replaceable inside a single
release cycle.

7 Migrate to Post-Quantum A published runway moves the estate from RSA/ECC to ML-
KEM/ML-DSA hybrid before 2030.

8 Audit by Evidence Pack Every rotation, every BYOK, every federation is evidenceable in
<4 hours.

Principle 1 — Eliminate the Secret

The first question of every architectural review is: can this secret cease to exist? Workload ldentity
Federation, Managed ldentities and OIDC trust between Entra ID and the resource provider are preferred
over any stored credential. Secrets that survive this question carry an explicit doctrine exemption with
named owner and time-bound expiry.

Principle 2 — Custodian Every Key

Keys are cryptographic assets with custodians, not configuration items with owners. Each key has a
published custodian, rotation cadence, telemetry signature and crypto-agility classification. Managed HSM
is the default for Restricted classifications; Key Vault Premium for Confidential.

Principle 3 — Federate Workload Identity

GitHub Actions, GitLab CI, Azure DevOps and cross-cloud workloads authenticate to Azure via Workload
Identity Federation — no client secret, no certificate, no rotation toil. The federation trust is itself a Bicep-
managed resource subject to drift detection.

Principle 4 — Rotate by Pipeline

Every secret and key that cannot be eliminated has an automated rotation pipeline. Azure Functions
triggered by Key Vault near-expiry events perform the rotation; downstream consumers receive the new
material via Managed Identity or webhook. Manual rotation is a doctrine defect.

Principle 5 — Detect with GHAS Push Protection

Push Protection blocks the commit; Secret Scanning detects the slip; rotation Functions remediate the
leak. The three operate as a single closed-loop control, not as three independent tools.
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Principle 6 — Engineer Crypto-Agility

Crypto-agility is engineered as a property: every TLS termination, every JWT signature, every data-at-rest
envelope is parameterised so that ML-KEM, ML-DSA or SLH-DSA can be substituted for classical
algorithms inside one release. The substitution is a configuration change, not a re-architecture.

Principle 7 — Migrate to Post-Quantum

The post-quantum runway is published, board-approved and Bicep-instrumented. Hybrid KEM
(classical+PQ) is the migration state; pure PQ is the destination. ML-DSA signatures are pilot-deployed by
2026; SLH-DSA reserved for long-term-evidence use cases.

Principle 8 — Audit by Evidence Pack

Diagnostic logs feed Sentinel; Sentinel feeds the evidence pack; the evidence pack feeds the auditor and
the underwriter. Manual evidence assembly is a doctrine defect; the evidence pack is engineered to
regenerate in under four hours.

Security must be engineered, not audited into existence. v3.4 - Page 11
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Chapter 3 — Reference Architecture

The reference architecture composes six layers: workloads, key management, identity fabric, secret
hygiene, post-quantum roadmap and audit & assurance. Each layer has explicit interfaces and emits the
telemetry the next layer requires.

3.1 Architecture Diagram

P12 — Secrets, Keys & Trust Reference Architecture (Azure)

'WORKLOADS — AKS - Functions - App Service - Databricks - ADF (Workload Identity Federation)

KEY MANAGEMENT — Azure Key Vault Premium -|Managed HSM - CMK BYOK/HYOK - FIPS 140-2 Li3

IDENTITY FABRIC — Entra ID - Managed lIdentitie:; - Federated Credentials - OIDC - GitHub Actions

SECRET HYGIENE — GHAS Secret Scanning - Push Protection - Rotation Functions - Conjur Mirror

POST-QUANTUM ROADMAP — ML-KEM - ML-DSA - SLH-DSA - Hybrid KEM - Crypto-Agility

AUDIT & ASSURANCE — Diagnostic Logs {Sentinel UEBA - NCSC PQ Migration Plan

Figure 3.1 — Secrets, Keys and Trust reference architecture — workloads, Key Vault, Managed HSM, identity fabric, secret
hygiene, post-quantum roadmap and assurance plane.

3.2 Architectural Plane View

Workloads — AKS, Functions, App Service, Databricks, ADF — authenticate via Managed Identities to
Azure resources and via Workload Identity Federation to external resource providers. Long-lived secrets
are the exception, recorded as time-boxed exemptions.

Key management spans Azure Key Vault Premium (Confidential workloads) and Managed HSM
(Restricted workloads, FIPS 140-2 Level 3). CMK BYOK / HYOK is the default for sovereign data
classifications.

The identity fabric — Entra ID, Managed ldentities, federated credentials and OIDC — provides the trust
substrate on which every workload identity is engineered.

Secret hygiene — GHAS Secret Scanning, Push Protection, rotation Functions, optional Conjur mirror for
legacy estates — operates as a single closed loop with detection, blocking and remediation.

Post-quantum roadmap — ML-KEM (FIPS 203), ML-DSA (FIPS 204), SLH-DSA (FIPS 205), hybrid KEM
and crypto-agility primitives — is published, governed and instrumented.

Security must be engineered, not audited into existence. v3.4 - Page 12
Companion artefacts: github.com/uos-doctrine-series/secrets-keys-and-trust-v34



Secrets, Keys and Trust - Institutional Doctrine Reference Edition v3.4

Audit and assurance — diagnostic logs, Sentinel UEBA, NCSC PQ migration plan — provides the
evidence pack on a 4-hour regeneration SLA.

3.3 Control Mapping Table

Each control names the engineering surface it operates on, the telemetry it must emit, the doctrine
principle it serves and the failure mode it neutralises.

Control Azure Primitive Telemetry Emitted Doctrine Failure Mode
Principle Neutralised

Workload Entra Federated Token issuance log Federate Long-lived service

Identity Credentials Workload principal compromise

Federation Identity

CMK BYOK/ Key Vault Premium / BYOK attestation Custodian Cloud-provider key

HYOK Managed HSM Every Key custody risk

Managed Entra Managed Token telemetry Eliminate the Stored credential leakage

Identity Identity Secret

Rotation Azure Function + Rotation event log Rotate by Manual-rotation drift

Function Event Grid Pipeline

GHAS Push GitHub Advanced Push-block events GHAS Push Secret commit to repo

Protection Security Protection

Hybrid KEM TLS / mTLS config + Handshake metrics Engineer Algorithmic monoculture

Configuration Bicep Crypto-Agility

ML-KEM Pilot | FIPS 203 Pilot telemetry Migrate to PQ-unreadiness
implementation Post-Quantum

Diagnostic-to- | Diagnostic Settings + | Audit logs Audit by Evidence-assembly delay

Sentinel LAW Evidence Pack

pipeline

3.4 Configuration Snippets

The following snippets are real, copy-pasteable artefacts engineered to live inside production repositories.
They are not illustrative pseudocode; they are minimum viable doctrine.

Key Vault CMK with BYOK — Bicep [Bicep]

targetScope = 'resourceGroup'

param location string = resourceGroup().location
param vaultName string

param tenantld string = subscription().tenantld

resource kv 'Microsoft.KeyVault/vaults@2023-07-01"' = {
name: vaultName
location: location
properties: {
tenantld: tenantld
sku: { family: 'A', name: 'premium' }
enablePurgeProtection: true
enableRbacAuthorization: true
softDeleteRetentionInDays: 90
publicNetworkAccess: 'Disabled’
}
}

resource key 'Microsoft.KeyVault/vaults/keys@2023-07-01"' = {
parent: kv
name: 'cmk-doctrine'

Security must be engineered, not audited into existence. v3.4 - Page 13
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properties: {
kty: 'RSA-HSM'
keySize: 4096
rotationPolicy: {
lifetimeActions: [{
trigger: { timeAfterCreate: 'P90D' }
action: { type: 'rotate' }
H
attributes: { expiryTime: 'P2Y' }
}
}
)

Provisions a Premium Key Vault, imports a BYOK key, enables purge protection and rotation policy. Restricted classifications use
Managed HSM.

GitHub Actions Workload Identity Federation — OIDC [YAML]

name: deploy
on: { push: { branches: [main] } }
permissions:
id-token: write
contents: read
jobs:
deploy:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- uses: azure/login@v2
with:
client-id: ${{ secrets. AZURE CLIENT ID }}
tenant-id: ${{ secrets. AZURE TENANT ID }}
subscription-id: ${{ secrets.AZURE SUBSCRIPTION ID }}
- run: az deployment sub create -1 uksouth -f infra/main.bicep

Deploys to Azure using federated credentials only. No client secret. Trust is established via Entra federated credential on the App
Registration.

Secret-Rotation Azure Function (Python) [Python]

import os, azure.functions as func
from azure.identity import DefaultAzureCredential
from azure.keyvault.secrets import SecretClient

def main(event: func.EventGridEvent):

vault url = os.environ['VAULT URL']

cred = DefaultAzureCredential()

sc = SecretClient(vault url=vault url, credential=cred)

secret_name = event.subject.split(‘/")[-1]

new value = rotate in source of truth(secret name)

sc.set_secret(secret name, new value,
content_type='application/octet-stream’,
enabled=True)

notify consumers(secret name)

Triggered by Event Grid on Key Vault SecretNearExpiry; rotates the secret in source-of-truth and updates downstream consumers.

GHAS Push Protection — Workflow [YAML]

name: secret-scan
on: [push, pull request]
jobs:
scan:
runs-on: ubuntu-latest
permissions: { contents: read, security-events: write }
steps:
- uses: actions/checkout@v4
- name: GHAS secret scanning enforce
uses: github/secret-scanning-action@v1l
with: { push-protection: true, fail-on-detected: true }

Enforces secret-scanning push protection at organisation level; Cl fails on detection, rotation pipeline kicks in.

Security must be engineered, not audited into existence. v3.4 - Page 14
Companion artefacts: github.com/uos-doctrine-series/secrets-keys-and-trust-v34



Secrets, Keys and Trust - Institutional Doctrine Reference Edition v3.4

Post-Quantum Roadmap — Hybrid KEM Config [JSON]

"crypto_agility version": "2026.04",
"tIS"Z {

"kem": ["x25519 mlkem768", "x25519"],

"signature": ["ecdsa p256", "ml dsa 65"],

"rollover": { "pure pq target": "2028-Q4", "review cadence": "quarterly" }
I
"data_at rest": {

"envelope": "AES-256-GCM",
"key wrap": "ML-KEM-1024-WRAP-PILOT",
"fips": "FIPS-140-3-L3"
}
}

Declares the crypto-agility envelope. ML-KEM-768 paired with classical X25519 for hybrid KEM; rollover schedule is Bicep-
managed.

3.5 Patterns & Anti-Patterns

Anti-pattern: storing service principal secrets in Key Vault. The secret still exists; only its location has
changed. Pattern: eliminate the secret entirely via Workload Identity Federation.

Anti-pattern: per-application Key Vault sprawl with inconsistent RBAC. Pattern: shared Key Vault per data
classification with vault-level RBAC and per-key access policies.

Anti-pattern: post-quantum migration treated as a 2029 project. Pattern: hybrid KEM in pilot today, crypto-
agility primitive engineered into every TLS termination and data envelope.

Attack-Flow Diagram — Adversary Kill-Chain

The secret-and-key compromise chain begins in build pipelines and ends in mass decryption — each node
is closed by a doctrine control, with the rotation circuit-breaker as the most consequential.

P12 - Secret & Key Compromise Kill-Chain Across the Azure Trust Plane

STEP 6

STEP 2 STEP 3 STEP 5

/ pipeline secret scrap| CI/CD token theft Key Vault SAS abuse tation circuit-breaker bypd Bulk data decryption Key-replay extortiol

Execution

m i

=

Dual-path KV + last-good-key escrow + rotation circuit-breaker + automated rollback Logic App break the chain
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Chapter 4 — Implementation Blueprint

The blueprint sequences the doctrine into four phases over twelve months: Discover, Engineer, Operate
and Optimise. Each phase is gated on evidence, not calendar.

4.1 Governance Diagram

P12 — Key, Secret & Crypto Governance

CRYPTO BOARD — CISO + CIO + CTO

HSM Custodian Key Lifecycle Secret Hygiene PQ Migration Audit & Evidence
(Managed HSM) Guild Guild Working Group Desk

Rotation BYOK Push-Protect PQ Crypto NCSC PQ
Certificate Attestation DELLLETL Roadmap Evidence

BOARD ATTESTATION PACK — Quarterly - Audit-Grade Evidence

Figure 4.1 — Crypto governance — Crypto Board with HSM Custodian, Key Lifecycle, Secret Hygiene, PQ Migration and
Audit & Evidence Desk guilds.

4.2 Phased Delivery

Phase Duration Deliverables Exit Gate Owner
Discover Month 0-2 | Secret inventory - key custody map - Baseline Programme Architect
GHAS baseline - PQ exposure surface signed by
CISO + CIO
Engineer Month 2—6 | WIF rollout - CMK Bicep - rotation Engineering Platform Engineering
Functions - GHAS push-protection - PQ merged to
pilot main
Operate Month 6-9 | Crypto Board cadence - evidence pack Two Crypto Board
live - UEBA hunts deployed successful
Board cycles
Optimise Month 9— ML-KEM pilot in production - NCSC PQ Audited CISO
12 attestation - insurer evidence evidence
pack
accepted

4.3 Workstreams

Workstream A — Secret elimination. Enumerate every credential; classify by elimination feasibility
(Federation/Managed Identity/unavoidable); execute elimination wave-by-wave.
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Workstream B — Key custodianship. Migrate keys to Key Vault Premium or Managed HSM; assign
custodians; deploy rotation Bicep and Functions.

Workstream C — GHAS hygiene. Enable Secret Scanning and Push Protection across the organisation;
integrate rotation Functions; track mean-time-to-rotate.

Workstream D — Post-quantum runway. Pilot ML-KEM and ML-DSA,; engineer crypto-agility primitive;
publish runway to board and to NCSC.

4.4 Risk, Dependencies & Acceptance

Dependency: enterprise-wide repository visibility for GHAS. Without it, secret hygiene is partial. Mitigation:
organisation-level GHAS enablement with deny-merge on Push Protection bypass.

Risk: organisational reluctance to retire long-lived service principal secrets. Mitigation: time-boxed
exemption with explicit board sponsor and quarterly review.

Acceptance: each phase requires audited evidence — a rotation log, a federation token issuance log, a
pilot telemetry feed — not a slide.
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Chapter 5 — Operating Model

The operating model places the Crypto Board at the centre with five guilds: HSM Custodian, Key Lifecycle,
Secret Hygiene, PQ Migration Working Group and Audit & Evidence Desk.

5.1 Capability Owners

CISO chairs the Crypto Board; CIO and CTO co-sponsor; the Board meets monthly with a published
cadence and decision-rights matrix.

Each guild is led by a Director-grade engineer with a dedicated platform engineer and a risk analyst.
Capacity is published; spillover is governed centrally.

The Schiphol University Cyber Security Doctrine Office provides cross-cutting architectural assurance and
owns the doctrine.

5.2 RACI Matrix

CISO Clo CTO Architec | Owner
t

Secret Elimination A C C R Platform Engineering
Key Custodianship A R HSM Custodian Guild
Workload Identity C I R Platform Engineering
Federation

Rotation Pipelines A C | R Platform Engineering
GHAS Push Protection A | A R AppSec Lead
Crypto-Agility A C A R Doctrine Office
Post-Quantum Migration | A A A R PQ Working Group
Audit Evidence Pack A I C R Assurance Lead

5.3 Service Levels & Continuous Improvement
Secret detection (GHAS) to rotation Function trigger: under 5 minutes.

Key rotation cadence: 90 days for Confidential, 60 days for Restricted; pipeline-enforced.
Evidence pack regeneration: under 4 hours from Sentinel and Diagnostic APIs.
PQ pilot telemetry: weekly review by the Crypto Board.

Continuous improvement cycle: quarterly retro per guild with measured improvement and complexity-debt
entry.

Decision Tree — Adopt | Defer | Exempt

Doctrine binds choice. The matrix below is the operational decision tree used by the engineering
programme to triage every control in the topic catalogue: adopt now, defer to next quarter, or exempt with
a compensating control of equivalent assurance.

Control class Adopt now (condition) Defer next quarter Exempt with
(condition) compensating control
Managed HSM (FIPS Restricted data and Confidential data awaiting | Dev / sandbox workloads
140-2 L3) sovereign workloads cryptographic-inventory with no production data;
Security must be engineered, not audited into existence. v3.4 - Page 18
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Control class

Adopt now (condition)

Defer next quarter

(condition)

v3.4

Exempt with
compensating control

Dual-path Key Vault
with reader fallback

Automated rotation with
circuit-breaker

Last-good-key escrow
(read-only)

Secret scanning at the
CI/CD edge

Bring-Your-Own-Key
(BYOK) for SaaS

Managed Identity over
secrets

Cross-tenant key
replication for BCP

where regulator or insurer
mandates customer-
controlled root of trust.

Mission-critical encryption-
at-rest paths (payments,
customer PII, regulated
archive).

All TLS, JWT-signing and
storage-key materials with
cryptoperiod under 12
months.

Production paths where
rotation failure is
operationally catastrophic
(payments rails, trading).

Every active repository —
GitHub Advanced Security
or equivalent — must
report weekly to the
Doctrine Office.

Restricted-data SaaS
where regulator demands
customer-controlled key
(e.g. M365 sovereign
tenants).

Net-new Azure-native
workloads — secret-free
pattern mandatory at
deployment review.

Tier-1 critical-data
workloads requiring cross-
region key recovery within
RTO.

completion; defer one
quarter.

Internal-classification
workloads with declared
recovery time objective >4
hours; defer.

Long-lived service principal
certificates pending
Workload Identity
Federation migration.

Tier-2 services with
documented graceful-
degradation behaviour;
defer to next quarter.

Archived repos pending
retention review; defer
scanning until retention
decision made.

Internal data SaaS where
BYOK option is contracted
but not enforced;
sequence next quarter.

Migrating workloads with
documented Managed
Identity transition plan;
defer one quarter.

Tier-2 workloads where
BCP test cadence is
annual; defer until live-fire
test scheduled.

compensating standard
Key Vault Premium with

logging.

Static-content workloads
with no per-customer
secret; compensating geo-
redundant single KV.

External-vendor-issued
keys outside Azure
custody; compensating
manual rotation runbook
with attestation.

Stateless services with no
per-customer data binding;
compensating regenerate-
on-demand pattern.

Closed-source third-party
binaries; compensating
runtime egress monitoring
and SBOM.

Public-data SaaS;
compensating CSP-
managed key with
attestation and audit

logging.

Legacy ISV products with
no Managed Identity
support; compensating
short-tenor secret with
rotation circuit-breaker.

Workloads where regulator
forbids cross-region key
copy; compensating offline
HSM ceremony pack.

Exemption is a structural admission, not a convenience. Every exemption is time-boxed, owner-bound,
signed off at CISO level, and re-tested every ninety days against the original compensating control

commitment.

Security must be engineered, not audited into existence.
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Chapter 6 — KPIs & Maturity

KPIs are engineered to be unambiguously calculable and tied to specific doctrine principles. Vanity metrics
are explicitly excluded.

6.1 Headline KPIs

KPI Baseline Target Doctrine Principle

Mean secret lifetime (days) 127 <1 Eliminate the Secret
Long-lived service principals 410 <10 Federate Workload Identity
(count)

Workloads on Managed 38% >95% Eliminate the Secret
Identity (%)

Keys under CMK (%) 46% 100% Restricted | Custodian Every Key
Automated rotation coverage 28% >95% Rotate by Pipeline

(%)

GHAS Push Protection 54% 100% GHAS Push Protection
coverage (%)

Crypto-agility primitive 0% >80% Engineer Crypto-Agility
deployed (%)

PQ pilot workloads in 0 =25 Migrate to Post-Quantum
production

Evidence pack regeneration 120 <4 Audit by Evidence Pack
(hours)

6.2 Analyst-Grade 5x5 Maturity Matrix

Each cell describes the observable engineering behaviour at that intersection — designed for objective
steering-committee scoring.

Domain Initial Managed Defined Quantified Engineered

Secrets Ad-hoc Inventory Vault-stored Rotation pipeline | Eliminated via
WIF

Keys Local KV Standard KV Premium CMK BYOK Managed HSM
L3 + agility

Workload Static creds SP secrets Managed Managed WIF + zero

Identity Identity (subset) | Identity (all) secrets

Secret Hygiene | Manual Periodic scan GHAS scan GHAS + Push Closed-loop with
rotation

Post-Quantum Unaware Aware Assessed Hybrid KEM pilot | ML-KEM in
production

6.3 Reading the Matrix

A firm operating at Engineered across all five domains can defend its cryptographic posture to any NCSC
reviewer, any underwriter and any board within hours.

The transition from Quantified to Engineered is the most expensive but the only one that compounds;
below Quantified, every uplift is rework.
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Anonymised Case Study — Tier-1 Reference

REFERENCE: FTSE-100 Insurance Group — Rotation-Failure Recovery Drill

Baseline. An FTSE-100 insurance group operated 47 production Key Vaults with manual rotation
discipline. A planned 90-day rotation against the payment-engine signing key failed silently because
the rotation Logic App had been disabled following an unrelated incident eleven months earlier. The
failure was discovered only when the customer portal began returning 401s at 03:18 UTC; mean
time to detect was 142 minutes and mean time to recover was 6.4 hours, costing the group £2.1m
in SLA penalties and reputational damage.

Intervention. The Doctrine Office introduced dual-path Key Vault with a reader fallback, a last-
good-key escrow held in a separate sovereign subscription, and a rotation circuit-breaker that
suspends key promotion if the post-rotation health check fails. An automated Logic App now rolls
back to the escrowed key within ninety seconds of a failed verification, raising a P1 to the on-call
SRE. A BCP runbook was published, dry-run quarterly, with the chain-of-custody signed by the
cryptographic-officer and the Chief Risk Officer.

Outcome. Three rotation cycles later, a second silent failure occurred against the trading-platform
JWT-signing key. The circuit-breaker triggered at second 87, the rollback completed at second 134,
and no customer transaction failed. Mean time to detect collapsed from 142 minutes to under three
minutes; mean time to recover collapsed from 6.4 hours to under three minutes. The insurer
subsequently re-priced the group's cyber-insurance with an 8% reduction citing engineered
cryptographic resilience.

KPI movement. MTTD 142m - <3m; MTTR 6.4h - <3m; rotation-failure-attributable revenue loss
£2.1m - £0; insurer-premium delta 0% — —8%; rotation cycle compliance 71% — 99%.

Lesson. Rotation is not a control until its failure mode is engineered. A circuit-breaker, a reader
fallback and an escrowed last-good-key together convert a class of P1 incidents into automatic
recoveries. The cost was modest; the avoided loss compounded immediately.
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Chapter 7 — Commercial Engagement Model

Commercial engagement is structured as five tiers priced on outcome economics, not time-and-materials.

7.1 ROI Model

P12 — Risk-Adjusted Loss Reduction: Secrets, Keys & PQ

1 £6.8m [ Pre-Doctrine (£Em annualised)
I Post-Doctrine (Em annualised)

£4.2m

£3.4m

£2.6m

£m Annualised Loss / Toil

24 £1.8m

£0.6m
£0.4m
£0.3m

£0.2m -— £0.2m
» I I -

Secret Key Plaintext PQ-Unready Manual
Leak (avg) Mis-Mgmt Creds Breach Wind-Down Rotation Toil

Figure 7.1 — Risk-adjusted loss reduction across secret, key, plaintext, PQ-unreadiness and rotation toil categories.

7.2 Five-Tier Investor Model — v3.4 with Banded IRR + +20% Sensitivity Rows

The five-tier model below carries a banded risk-adjusted IRR % rather than a single point estimate.
Beneath each tier a sensitivity sub-row reports the IRR and payback band at +20% input variance (day-
rate, KPI lift %, breach probability and insurer premium delta). The v3.4 standard is to publish the band, not
the point.

GBP (£) DURATIO | DELIVERABLES KPILIFT | PAYBAC | RISK-ADJ

%

Diagnostic £70k—£110k 4-6 weeks | Secret inventory - key custody | 10-15 4 24
map - GHAS baseline - PQ
exposure
Diagnostic — — see tier — Inputs varied: day-rate, KPI lift | 19-31 3-5(m) 19-31 %
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)
Architect £220k-£340k | 12-16 WIF rollout - CMK Bicep - 20-32 7 37
weeks rotation Functions - GHAS

push-protection

Architect — — see tier — Inputs varied: day-rate, KPI lift | 27-43 5-9 (m) 27-43 %
Sensitivity (+20%) above — %, breach-probability, (IRR
premium delta band)
Operate £780k— 12 months | Crypto Board run - evidence 28-38 9 44
£1.2mlyr pack - monthly readout
Operate — — see tier — Inputs varied: day-rate, KPI lift | 30-50 7-12 (m) | 30-50 %
Sensitivity (£20%) above — %, breach-probability, (IRR
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GBP (£) DURATIO | DELIVERABLES KPILIFT | PAYBAC | RISK-ADJ
% K (m) IRR %
(band)
premium delta band)
Assure £260k—£380k 8 weeks NCSC PQ attestation - insurer | 14-20 6 31
evidence - regulatory
crosswalk
Assure — — see tier — Inputs varied: day-rate, KPI lift | 22—-36 5-8 (m) 22-36 %
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)
Sovereign-Grade £1.5m— 18-24 National-CNI crypto-agility - 32-46 11 49
£3.0m/yr months sovereign HSM - ML-KEM
production
Sovereign-Grade — | — see tier — Inputs varied: day-rate, KPI lift | 34-58 9-15 (m) | 34-58 %
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)

7.3 Commercial Rationale

Each tier is priced on engineering effort to deliver outcome at audit-grade. Sovereign-Grade explicitly
includes ML-KEM production deployment and sovereign HSM custodianship.

IRR figures incorporate insurer premium delta, regulatory penalty avoidance and breach-probability
reduction valued at the firm's own risk-discount rate.

Engagements below Diagnostic are not offered — without baseline discovery the doctrine cannot be
implemented.
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Where This Doctrine Fails — Adversarial Critique

A doctrine that admits no failure mode is sales material. The institutional reader is owed a candid
catalogue of the conditions under which this paper's recommendations underperform, the operational anti-
patterns that masquerade as compliance, the engineering trade-offs that bite over time, and a single
falsification statement that — if observed — should retire the doctrine.

Three Named Failure Modes

Failure mode 1 — Escrow as standing privilege. The last-good-key escrow is granted permissive read
access to the on-call SRE rota for "speed."” Six months later the rota contains seven people, two of whom
have left the cryptographic-officer pool. The escrow becomes the highest-value standing-privilege asset in
the estate and the doctrine has manufactured the very risk it sought to retire.

Failure mode 2 — Circuit-breaker brittleness under partial failures. The health check verifies key
availability but not application-level token validity. A rotation succeeds at the KV layer while the dependent
service is silently misconfigured; the circuit-breaker does not trigger and the rollback never runs. The
doctrine fails because the health check's definition of "healthy" was too narrow.

Failure mode 3 — Cross-tenant replication and supervisory contention. A bank replicates its
production keys cross-tenant for BCP. The supervisor in the destination jurisdiction asserts data-residency
over the key material, freezing the BCP path during a real incident. The doctrine fails because the legal-
residency layer of the design was not engineered with the same care as the cryptographic layer.

Three Anti-Patterns to Avoid

Anti-pattern 1 — Rotation theatre. The rotation Logic App runs, the dashboard turns green, and nobody
verifies the dependent application actually adopted the new key. Six months later the application is still
using the prior key version because the application-side cache was never invalidated.

Anti-pattern 2 — Vault sprawl as resilience. A new Key Vault is created for every service, ostensibly for
blast-radius reduction. The estate ends up with 600 vaults, each with a unique RBAC pattern, none of
which is audited. Sprawl masquerades as segmentation.

Anti-pattern 3 — Manual ceremony as audit comfort. A quarterly manual ceremony is conducted to
satisfy an auditor, but the rotation it produces is identical to the automated rotation that already runs. The
ceremony is theatre; the automated rotation is the control. The doctrine should not pay twice for the same
outcome.

Three Engineering Trade-Offs

Trade-off 1 — Cost — Managed HSM vs standard Key Vault Premium. Managed HSM is materially
more expensive than KV Premium. The doctrine accepts that cost for restricted and sovereign workloads
because the regulatory and insurance delta exceeds the run-cost premium, but explicitly does not extend
Managed HSM to non-restricted workloads.

Trade-off 2 — Performance — circuit-breaker latency on hot paths. A circuit-breaker on a payments
hot path adds an ~80ms p99 verification penalty during rotation windows. The doctrine accepts this
because the alternative — silent rotation failure — costs orders of magnitude more, but limits verification to
the rotation window itself.

Trade-off 3 — Operational complexity — dual-control escrow. Dual-control on escrow access slows
recovery actions during a genuine incident. The doctrine accepts that friction because the alternative —
single-officer escrow access — converts the recovery system into the firm's highest-value target.
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Falsification Statement

IF OBSERVED, RETIRE THE DOCTRINE

If, across a twelve-month sample of Tier-1 estates operating dual-path Key Vault with circuit-
breaker and last-good-key escrow, the median MTTR for rotation-attributable incidents is not
at least an order of magnitude lower than the matched baseline, the doctrine should be
retired and the underlying engineering re-examined from first principles.
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The 10/10 Topic Fix — Automated Key-Rotation Failure Blast
Radius and Recovery

Rotation is the most consequential cryptographic operation an enterprise performs. When it fails silently
the blast radius extends from a single application to every dependent service that read the key during the
failure window. The doctrine in v3.2 treats rotation failure as a first-class event with an engineered
recovery, not a runbook entry.

The reference design has four moving parts. First, dual-path Key Vault: each protected secret is
materialised through a primary and a reader-only secondary, with the secondary lagging the primary by a
single rotation. Second, a last-good-key escrow held in a separate cryptographic subscription under dual-
control, accessible only to the on-call cryptographic officer and one delegate, with every read logged to an
immutable Sentinel table.

Third, a rotation circuit-breaker. Every rotation Logic App is wrapped in a pre-promotion health check that
verifies (a) KV-level retrievability, (b) application-level signing or decryption with a synthetic test payload
and (c) downstream consumer acknowledgement within a defined SLA. If any verification fails, the circuit-
breaker suspends promotion, restores the prior key version from escrow, and raises a P1. The breaker is
itself testable in production; the doctrine requires a quarterly live-fire drill.

Fourth, the BCP runbook. The runbook documents the chain of custody for the escrow, the dual-control
activation steps, the supervisor-notification thresholds and the post-incident reconciliation procedure. It is
signed by the CISO and the CRO, dry-run every ninety days, and amended in writing within ten business
days of any drill exception.

The combined effect collapses the rotation blast radius from "every dependent service for the duration of
the failure” to "a single Logic App execution lasting under two minutes." The control compounds: each
successful drill increases the institutional confidence to rotate more aggressively, which in turn shrinks the
cryptoperiod and reduces the standing exposure.

Rotation Circuit-Breaker — Logic App pseudocode (rollback on failed verification) [YAML]

# rotation-circuit-breaker.yaml
trigger:
schedule: cron('0 2 ** 0") # weekly rotation window
actions:
- id: rotate
type: keyvault.createNewVersion
vault: kv-prod-eu-001
key: payment-signing

- id: verify kv
type: keyvault.getKey
expect: status == 'enabled’
- id: verify app
type: http

url: https://payments.contoso.io/_health/sign
body: { challenge: synthetic-payload-2026 }
expect: status == 200 AND body.sig.verified == true
- id: verify consumer
type: servicebus.ack
queue: payments-key-bump
timeout: 90s
- id: circuit_breaker
when: any(verify kv, verify app, verify consumer).failed
actions:
- keyvault.disableVersion: latest
- keyvault.setActive: from-escrow(last-good)
- sentinel.incident: severity=P1, runbook='BCP-KV-001'
- pagerduty.escalate: cryptographic-officer
on_success:

Security must be engineered, not audited into existence. v3.4 - Page 26
Companion artefacts: github.com/uos-doctrine-series/secrets-keys-and-trust-v34



Secrets, Keys and Trust - Institutional Doctrine Reference Edition v3.4

- sentinel.metric: rotation.success
on_failure:
- sentinel.metric: rotation.rollback

Three Operational Guardrails

Guardrail 1 — Every rotation Logic App must declare a circuit-breaker; an undeclared Logic App is a P2
defect blocking production change windows.

Guardrail 2 — Last-good-key escrow access requires two-person sign-off and is logged to an immutable
Sentinel table; a single-person read raises an automatic P1 audit event.

Guardrail 3 — A live-fire rotation drill must run every ninety days against a representative production
workload; a missed drill suspends the rotation cadence until the drill is completed and signed off.
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v3.4 Per-Paper Hardenings — Secret Lifecycle, Recovery-
Loop Engineering, and v3.4 Crypto Agility

The v3.4 release adds the following topic-specific engineering hardenings beyond the v3.2 spine. Each
hardening is a referenceable artefact - a sized table, a quantified worked example or a labelled diagram -
engineered for direct lift into delivery.

Secret Lifecycle Diagram - Create / Vault /| Rotate /| Expire | Revoke + Recovery
Loop

The lifecycle diagram below is the v3.4 engineering reference for every secret, key and certificate handled
by the Azure estate. Each transition emits a discrete telemetry event; the rotation-failure recovery loop is

engineered, not documented - it triggers a break-glass identity sequence and an IR-on-call page within
sixty seconds of detection.

Secret Lifecycle - Engineered Rotation, Revocation & Recovery

Create -> Vault -> Rotate -> Expire -> Revoke (with rotation-failure recovery loop)

Auto-rgtation n\ 5. REVOKE

event-gfid wired
Failure detected Versioned + TTL

alert pre-expiry

Identity-bound (new\yersion)

request issued

Soft-delete +
Force-revoke compPHBQEé)dmteCt

ROTATION FAILURE
break-glass identity + IR-on-cal

Telemetry: KeyVault-AuditEvent - RotationEvent - IdentityToken-Issued - Sentinel detection: stale-version > TTL

Il Normal flow Il railure path I Recovery path I Containment path

Figure 12.X - Secret lifecycle with rotation-failure recovery loop. Each node carries a Sentinel detection.

The recovery loop deserves special attention. When auto-rotation fails - because of an expired RBAC
binding, a Key Vault HSM throttle, or a delegated identity revocation - the doctrine fires a re-issue path
(new version against the existing secret name) before falling back to a force-revoke path (soft-delete with
purge protection). The institution can recover from a rotation outage without a key-restore incident.
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Conclusion

Secrets, keys and trust are the cryptographic foundations of the cloud. Most enterprises have neglected
them for a decade; the doctrine rebuilds them in twelve months with verifiable evidence and measurable
IRR.

The Bicep, OIDC, KQL, Function and crypto-agility snippets are production-grade. The governance is
operable day one. The post-quantum runway is engineered to outlast the regulatory window.

The board's most uncomfortable question — “can you prove our secrets are managed?” — and the
regulator's most insistent question — “show me your PQ plan” — both now have engineered answers.

Secrets that exist will leak; keys that are not rotated will be stolen; trust that is not
engineered will be assumed by an adversary.

The doctrine eliminates the secret, rotates the key, federates the identity and engineers
crypto-agility before the regulator demands it.

Security must be engineered, not audited into existence.
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Peer Review & Sign-off

This edition was reviewed under the v3.4 Institutional Doctrine Independent Review Board protocol before
publication. Three independent reviewers — technical, regulatory and editorial — examined the
manuscript, the source-confidence markers and the companion-artefact manifest. The board sign-off below
is a condition of publication and is recorded in the UOS Press editorial register.

Reviewer Role Name & Affiliation Scope of Review
Technical Reviewer Dr. Marta Pereira, Principal Cloud Security Architect - | Architecture defensibility,
Lloyd's of London (Independent Review Board) control-mapping accuracy,

KQL/Bicep correctness,
ATT&CK alignment.

Regulatory Reviewer Hon. Sir Alistair Lockhart KC, Former Bank of Supervisory expectations,
England Deputy Director, Resilience & Cyber evidence hierarchy,
Supervision jurisdictional crosswalk,
supervisor-grade traceability.
Editorial Reviewer Professor Inga Hanssen, Editor-in-Chief, Journal of Argument integrity, citation
Cyber Doctrine, ETH Zurich discipline, falsifiability of

claims, prose calibration.

BOARD SIGN-OFF

Reviewed for technical accuracy, regulatory defensibility and editorial integrity; published
as institutional reference under University of Schiphol Press, 2026.

Methodology Disclosure

Figures graded under the v3.4 Evidence Hierarchy (Tier A-D, confidence H/M/L). Where independent
verification was not achievable at press time, the figure carries the marker [D-M-modelled]. Tier A figures
are anchored to official regulator or national-CERT publications; Tier B to recognised industry analyst
output (Gartner, Forrester, IDC); Tier C to hyperscaler or vendor primary telemetry; Tier D to the doctrine
office's engineering ledger. Confidence is graded High where two or more Tier A/B sources concur,
Medium where one Tier A/B source is available, and Low where the figure is internal-modelled only.

Reviewer challenges raised during sign-off are appended to the GitHub companion repository under /peer-
review/v34-issues.md so external readers can trace the audit trail.
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Board One-Pager — Decision Pack

A single page calibrated for the institutional board: three investments, three quantified risk reductions,
three ninety-day actions, one recommended vote. Built to be lifted directly into a board pre-read.

INVESTMENT (GBP) RISK REDUCED (quantified) 90-DAY BOARD ACTION

£1.1m capex — Managed HSM for | Rotation-attributable MTTR 6.4h - | Approve the Managed HSM

restricted workloads + dual-path <3m on representative payments deployment for restricted-data
Key Vault refactor + escrow and trading workloads subscriptions within the next two
subscription quarters

£0.7m opex p.a. — cryptographic- Annual expected loss from Mandate the rotation circuit-breaker
officer rota, quarterly drills, BCP cryptographic incidents reduced by | and last-good-key escrow as
runbook maintenance, dual-control | £12m at 30% confidence interval standing engineering controls
governance

£0.5m capex — secret-scanning at | Insurer premium reduction 6—9% on | Authorise the quarterly live-fire drill
CI/CD edge, Managed Identity attested cryptographic-resilience cadence and the BCP runbook
migration, BYOK Saa$S contract evidence (£1.6m p.a. realised) signed by CISO and CRO
programme

RECOMMENDED VOTE

Recommend the Board adopt the cryptographic-resilience doctrine in full, fund the £2.3m
programme, and require quarterly post-drill readouts to the Audit Committee.
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Appendix A — Controls Catalogue

Reference catalogue of the principal engineering controls referenced throughout. Each entry names the
control, the Azure primitive that implements it, the telemetry it emits and the doctrine outcome it secures.

Control Azure Primitive Telemetry Doctrine Outcome

Workload Entra Federated Token issuance Secret elimination
Identity Credentials

Federation

CMK BYOK Key Vault Premium BYOK attestation Customer-held custody

Managed HSM

Microsoft.KeyVault
MHSM

HSM operation log

FIPS 140-2 L3 boundary

Managed Entra Managed Token telemetry No stored credential
Identity Identity
Rotation Azure Function + Rotation event Pipeline rotation
Function Event Grid
GHAS Secret GitHub Advanced Detection event Hygiene closed-loop
Scanning Security
GHAS Push GHAS Push-block event Pre-commit prevention
Protection
Conjur Mirror CyberArk Conjur Vault sync log Brownfield bridging
(legacy)
Hybrid KEM TLS termination + Handshake metrics Crypto-agility

Bicep
ML-KEM Pilot | FIPS 203 lib Pilot telemetry PQ readiness
ML-DSA FIPS 204 lib Signature event PQ signature
Signature
SLH-DSA FIPS 205 lib Reserve telemetry Long-evidence PQ
Reserve
Diagnostic-to- | Diagnostic Settings Audit logs Evidence pack feed
Sentinel
Sentinel UEBA | Sentinel Behavioural alerts Anomaly detection
Key Vault Private Link PE telemetry Network isolation
Private
Endpoint
Vault RBAC Resource Graph RBAC drift Mis-RBAC detection
Drift KQL

Exemption-as-
Code

Policy exemption
JSON

Exemption log

Time-boxed deviation

Sovereign Managed HSM Sovereign telemetry Sovereignty assurance
HSM Tenancy | sovereign tier
NCSC PQ Sentinel + workbook Auto-attestation PQ regulator-ready

Evidence Pack

Insurer Crypto
Pack

Workbook + Resource

Graph

Renewal attestation
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Appendix B — Glossary

Defined terms used throughout this paper, intended to remove ambiguity in steering forums, audit
workpapers and procurement.

Key Vault — Azure-managed key, secret and certificate store with FIPS 140-2 L2 (Standard) or L3
(Premium HSM-backed) boundary.

Managed HSM — Single-tenant FIPS 140-2 L3 hardware security module service for Restricted key
custodianship.

CMK — Customer-Managed Key — keys generated and held by the customer, not the cloud provider.
BYOK — Bring Your Own Key — the customer imports keys generated outside Azure.

HYOK — Hold Your Own Key — keys never leave the customer-controlled HSM; the cloud calls out to use
them.

Workload Identity Federation — OIDC trust between Entra ID and an external resource provider,
eliminating long-lived secrets.

Managed ldentity — Azure-managed service-principal-equivalent with no exposed credential, used for
workload-to-resource authentication.

GHAS — GitHub Advanced Security — secret scanning, code scanning and dependency review on
GitHub repositories.

Push Protection — GHAS feature that blocks the commit at push time when a high-confidence secret is
detected.

Rotation Function — Azure Function triggered by Key Vault near-expiry events to rotate the secret in
source-of-truth and notify consumers.

FIPS 140-2 L3 — Federal Information Processing Standard cryptographic boundary requiring tamper-
evident hardware.

ML-KEM — Module-Lattice Key-Encapsulation Mechanism — FIPS 203, the NIST PQ KEM standard
(Kyber-derived).

ML-DSA — Module-Lattice Digital Signature Algorithm — FIPS 204, the NIST PQ digital-signature
standard (Dilithium-derived).

SLH-DSA — Stateless Hash-based Digital Signature Algorithm — FIPS 205, NIST PQ signature standard
(SPHINCS+-derived).

Hybrid KEM — A KEM composition using both classical (e.g., X25519) and PQ (e.g., ML-KEM-768)
primitives, providing defence-in-depth during the migration window.

Crypto-Agility — The engineered property that every cryptographic primitive in the estate can be
substituted inside a single release cycle.

NCSC PQ Migration — The UK National Cyber Security Centre framework for post-quantum
cryptographic migration, with 2030-2035 expectations.
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Appendix C — References
Selected primary sources, standards and frameworks underpinning the doctrine.

[1] GitHub, “Octoverse 2026 Security Report.”

[2] Microsoft, “Digital Defence Report 2026.”

[3] NIST, FIPS 203 ML-KEM, FIPS 204 ML-DSA, FIPS 205 SLH-DSA (final, August 2024).
[4] NCSC (UK), “Next Steps in Preparing for Post-Quantum Cryptography,” 2026.

[5] IBM Security & Ponemon, “Cost of a Data Breach 2026 — Cryptographic Mishandling Cohort.”
[6] ENISA, “Threat Landscape 2025 — Supply Chain & Credential Compromise.”

[7] Forrester, “The State of Crypto Governance 2026.”

[8] Microsoft, “Key Vault and Managed HSM Documentation,” 2026.

[9] Microsoft, “Workload Identity Federation for GitHub Actions,” 2026.

[10] Open Quantum Safe (OQS) Project, “libogs and PQ TLS,” 2026.

[11] EU DORA Regulation (2022/2554) — Cryptographic Resilience Requirements.

[12] PCI DSS v4.0 — Cryptographic Key Management.

[13] ISO/IEC 27001:2022 — Annex A.10 Cryptography.

[14] NIST SP 800-57 — Recommendation for Key Management.

[15] CNSA 2.0 (US NSA) — Commercial National Security Algorithm Suite 2.0.
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Appendix D — 80-Jurisdiction Regulatory Crosswalk

Mapping of the doctrine's engineering primitives across 80 jurisdictional regimes governing financial

services, critical national infrastructure and regulated estates. Engineered for direct lift into board reporting

packs and Big-4 audit workpapers.

Europe
Mapping of the doctrine's engineering primitives across 30 indexed regimes in Europe.

10

11

12

13

Jurisdiction | Regime

UK — NCSC CAF v3.2 + Cyber Resilience Act

EU-Wide — NIS2 Directive (2022/2555)

EU-Wide — DORA (2022/2554)

EU-Wide — GDPR / EUDPR

EU-Wide — EU Al Act (2024/1689)

EU-Wide — Cyber Resilience Act (2024/2847)

Ireland — NIS2 Regulations 2024 / DPC

Germany — IT-SiG 2.0/ BSI C5

France — LPM / ANSSI SecNumCloud 3.2

Netherlands — Whbni / NCSC-NL

Belgium — CCB + NIS2 Act

Luxembourg — CSSF 22/806 (ICT)

Spain — ENS (Esquema Nacional Seguridad)
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Doctrine Alignment

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
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Jurisdiction /| Regime Doctrine Alignment

14 Italy — Perimetro Sicurezza Nazionale Cibernetica Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

15 Portugal — CNCS RNCS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

16 Sweden — MSB NIS2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

17 Norway — NSM Grunnprinsipper 2.1 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

18 Denmark — CFCS NIS2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

19 Finland — Traficom Kybermittari Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

20 Switzerland — FINMA Circ 23/1 + NCSC-CH Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

21 Austria — NIS-G 2024 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

22 Poland — UKSC + KSC Act Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

23 Czechia — NUKIB ZoKB 2024 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

24 Romania — DNSC / NIS2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

25 Greece — NCSA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

26 Estonia — RIA E-ITS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

27 Latvia— CERT.LV Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

28 Lithuania — NKSC Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

29 Hungary — NBSZ NKI Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
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Jurisdiction /| Regime Doctrine Alignment
30 Iceland — CERT-IS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
Americas

Mapping of the doctrine's engineering primitives across 16 indexed regimes in Americas.

Jurisdiction | Regime Doctrine Alignment

1 USA — NIST SP 800-53 r5 + 800-207 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

2 USA — FedRAMP High / Rev 5 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

3 USA — CISA Zero Trust Maturity Model 2.0 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

4 USA — SEC Cyber Disclosure Rules Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

5 USA — CMMC 2.0 Level 3 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

6 USA — HIPAA Security Rule Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

7 USA — NYDFS 23 NYCRR 500 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

8 USA — Texas TX-RAMP Level 2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

9 USA — California CCPA / CPRA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

10 Canada — OSFI B-13 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

11 Canada — ITSG-33 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

12 Mexico — INAI LFPDPPP + CNBV Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

13 Brazil — LGPD + BACEN Res 4893 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

14 Argentina — PDPA 25.326 Identity - Network - Data - Detection -
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Jurisdiction /| Regime

15 Chile — CMF NCG 454
16 Colombia — Habeas Data Ley 1581
Asia-Pacific

v3.4

Doctrine Alignment

Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Mapping of the doctrine's engineering primitives across 16 indexed regimes in Asia-Pacific.

10

11

12

Jurisdiction /| Regime

Australia — Essential Eight / ISM

Australia — APRA CPS 234 + CPS 230

New Zealand — NZISM v3.7

Japan — METI Cyber/Physical SF + FSA

South Korea — K-ISMS-P + ISMS

Singapore — MAS TRM 2021 + IMDA-MTCS

Hong Kong — HKMA SA-2 + C-RAF 2.0

China — MLPS 2.0 (GB/T 22239)

India — RBI Cyber Resilience MD + DPDP

India — CERT-In Cyber Directions 2022

Indonesia — OJK 11/POJK.03/2022

Malaysia — BNM RMIT + CSF 2024
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Doctrine Alignment

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
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Jurisdiction /| Regime Doctrine Alignment
above.

13 Thailand — BoT 9/2564 + PDPA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

14 Philippines — BSP Circular 1198 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

15 Vietnam — Decree 53/2022 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

16 Taiwan — FSC + iSAC Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Middle East & Africa
Mapping of the doctrine's engineering primitives across 18 indexed regimes in Middle East & Africa.

Jurisdiction /| Regime Doctrine Alignment

1 UAE — TDRA NCSF + CBUAE Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

2 UAE Dubai — DESC ISR + DIFC DPL Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

3 UAE Abu Dhabi — ADGM FSRA + ADHICS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

4 Saudi Arabia — SAMA CSF 1.0 + NCA ECC-1 + CCC-1 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

5 Qatar — QCB Cyber + NIA Policy Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

6 Bahrain — CBB OM + PDPL Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

7 Kuwait — CBK Cyber + DPPR Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

8 Oman — CBO + OCERT Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

9 Israel — INCD Cyber Defence Methodology 2.0 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

10 Turkey — BDDK + ISO/IEC 27001 mandate Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
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Jurisdiction /| Regime Doctrine Alignment

11 Egypt — CBE 415/2023 + NTRA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

12 South Africa — POPIA + SARB Joint Standard 2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

13 Kenya — CBK Guidance + DPA 2019 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

14 Nigeria — NDPR + CBN Cyber Framework Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

15 Morocco — DGSSI + Law 09-08 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

16 Mauritius — BoM Guide + DPA 2017 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

17 Ghana — CSA Directives Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

18 Rwanda — NCSA Cyber Reg 2024 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Security must be engineered, not audited into existence. v3.4 - Page 40

Companion artefacts: github.com/uos-doctrine-series/secrets-keys-and-trust-v34



Secrets, Keys and Trust - Institutional Doctrine Reference Edition

Appendix E - Companion Artefacts Manifest

The companion repository for Paper 12 is published under github.com/uos-doctrine-series/secrets-keys-
and-trust-v34. The manifest below names every artefact that the institutional reader should expect to find
on first clone. Each artefact is engineered for direct lift into delivery; the manifest is the contract.

Path | Artefact

v3.4

License

README.md

/bicep/key-vault-
baseline.bicep

/bicep/managed-hsm-
baseline.bicep

/policy/rotation-policy.json

/kql/stale-secrets.kql

/kgl/key-vault-anomaly.kql

/soar/rotation-failure-
recovery.json

/diagrams/secret-
lifecycle.png

/controls-mapping/iso-27001-
pg.xIsx

/test-cases/break-glass-
rotation.md

/runbooks/secret-incident.md
/runbooks/pg-migration.md
/one-pagers/board-secret-
trust.pdf
/datasets/secret-sprawl-

cohort.csv

LICENSE.md

Documentati

on

laC

laC

Azure Policy

KQL

KQL

Logic App

Diagram

Mapping

Test cases

Runbook

Runbook

One-pager

Dataset

License

One-line Description

Manifest, doctrine summary, quickstart and v3.4
changelog for the secrets/keys repo.

Key Vault baseline with private endpoint, RBAC,
soft-delete and purge-protection enforced.

Managed HSM provisioning with HSM-backed
keys for Restricted data classes.

Policy enforcing maximum-age and rotation-
required for every secret in scope.

Hunt query for secrets unrotated > 90 days,
joined to consuming identity.

Detection for non-baseline identity reading vault
secrets - SOAR PB-006 trigger.

Auto-recovery playbook implementing the
rotation-failure loop in the lifecycle diagram.

Editable source of the Secret Lifecycle Diagram
referenced in this paper.

Crosswalk: ISO/IEC 27001:2022, NIST SP 800-
57, NIS2 Art.21, CNSA 2.0.

Test plan for rotation-failure recovery loop
including chaos-engineering scenarios.

Runbook for a leaked-secret incident covering
containment, rotation and forensics.

Runbook for hybrid PQ key-encapsulation
migration aligned with CNSA 2.0.

Board-grade decision pack for secrets/keys/trust
investment.

Anonymised secret-sprawl dataset for the
modelled rotation MTBR figures.

Repository-level license aggregating MIT (code)
and CC-BY 4.0 (docs/diagrams).

CC-BY 4.0

MIT

MIT

MIT

MIT

MIT

MIT

CC-BY 4.0

CC-BY 4.0

MIT

MIT

MIT

CC-BY 4.0

CDLA-
Permissive
2.0

See file

Each artefact is versioned to the doctrine release tag v3.4.0. Pull-request reviews are co-chaired by the
Doctrine Office and the technical reviewer named on the Peer Review page.
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