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PRESS LINE - NEWS DESK

LONDON - Strategic Cyber Briefing - 2026
Strategic Cyber Briefing — Market Terminal Read

METRIC READ DELTA SOURCE
SECURITY DEBT (GLOBAL) | $1.52tn +18% YoY McKinsey Cyber Survey
2026

MEDIAN MATURE TENANT | 34% policies +4pp YoY Microsoft CSPM Telemetry
DRIFT
UNATTRIBUTED 21% of estate top RCA Defender for Cloud 2026
EXEMPTIONS
POLICY EXEMPTION AGE Median 386d —18d Microsoft Customer Index
DEBT-DRIVEN BREACH 47% consistent IBM Cost of Breach 2026
SHARE
REMEDIATION VELOCITY | 0.8 ratio <1.0 = debt Industry Index

growing

WIRE HEADLINES
BENZINGA — “Tier-1 banks publish security technical debt as a board KPI alongside financial debt.”

YAHOO FINANCE — “Drift entropy metric emerges as leading indicator of breach probability in mature cloud
estates.”

CNBC — “Policy exemptions-as-code mandated in 41% of new FS contracts; time-boxed governance now
standard.”

MARKETWATCH — “Underwriters demand debt-burndown evidence; mature estates with unmanaged debt see
24% premium uplift.”

ANCHOR QUOTE — “The most expensive engineering decision is the one not taken — the

shortcut, the exemption, the “temporary” pattern that becomes permanent.” — Kieran Upadrasta,
Honorary Professor of Practice — Cybersecurity, Al, and Quantum Computing @ Schiphol University
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Doctrine Statement

The doctrine is binding on every engineering decision in this paper.
Read it as command, not commentary.
Security must be engineered, not audited into existence.

Every chapter that follows translates this doctrine into reference architectures, configuration snippets,
governance bodies, KPIs and commercial models that can be lifted directly into delivery.
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Doctrine Frame

Security technical debt compounds at the rate of cryptographic exposure and the speed of
platform change.

Every shortcut is borrowed time at a market rate that the lender — the adversary — sets.
Security must be engineered, not audited into existence.

Technical debt has been a software-engineering concept for decades. Security technical debt has been an
unmanaged liability for the same period. The doctrine prices it explicitly, governs it like a financial debt and
engineers its remediation.

Read the doctrine as the contract that compels the engineering organisation to retire debt faster than it
accrues and to publish the balance to the board.
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Foreword

Security technical debt is the hidden risk in every mature cloud environment. It is the unrotated key, the
legacy TLS listener, the orphan resource, the custom RBAC role with a wildcard, the Defender SKU on the
wrong workload, the policy exemption that was meant to be 30 days and is now 38 months old. 64% of
cloud-related security incidents in 2025 traced to a known but un-retired debt item /8-m]. The doctrine in this
paper makes that debt visible, scored, owned and retired.

The v3.4 doctrine introduces the Burn-Rate (BR) score as the canonical metric for security technical debt:
BR = (Impact x Exposure x Drift) / (Compensation x Time-to-Remediate). A BR > 4.0 forces board
escalation; a BR > 8.0 forces a paused-release rule. The worked debt ledger in this paper applies the
formula across ten reference debt items so the institutional reader can compute BR in production.

The economics are decisive. Retiring the top-decile of security technical debt in a mature estate delivers
an avoided-loss expectation of £8-14m/year [p-m-modelled] against a programme cost in the low single-digit
millions. The doctrine's engineering bench is engineered to compound, not to maintain.

— Kieran Upadrasta - Honorary Professor of Practice — Cybersecurity, Al, and Quantum
Computing @ Schiphol University - PRMIA Cyber Security Programme Lead - 2026
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Executive Summary

Security technical debt is not a maturity problem; it is an engineering problem. The doctrine in this paper
makes debt visible (the ledger), scored (the BR formula), owned (a named owner per row), time-boxed (a
target retire date) and exemption-controlled (CISO sign-off with re-test cycle). 64% of cloud-related security
incidents in 2025 traced to a known un-retired debt item /8-mJ; the doctrine's engineering bench drives that
incidence below 20% within 18 months [D-M-modelled].

Five Commitments
1. Every identified security technical debt item will be entered in the central ledger with a computed BR

score, a named owner and a target retire date.

BR > 4.0 forces escalation to the next board cycle; BR > 8.0 forces a paused-release rule across
affected services until BR < 4.0.

Exemptions are time-boxed (90 days maximum) and CISO-signed; an expired exemption is a P2
governance defect.

The Detection Engineering and FinSecOps boards co-own debt retirement velocity as a published
KPI (target: 210% of register retired per quarter).

. Aretired debt item is removed only after evidence-of-fix is captured in the Resource Graph and

Sentinel telemetry — never on assertion alone.

Three Quantified Outcomes

Cloud-related incidents traced to known un-retired debt items reduced from 64% baseline to 18%
[D-M-modelled] over 18 months.

Avoided-loss expectation £8-14m/year [p-m-modelled] on a top-decile debt-retirement programme in a
Tier-1 estate.

Median BR score across the register reduced from 5.7 to 2.9 [p-m-modelled] over 12 months.

Investor Takeaway

INVESTOR TAKEAWAY

Security technical debt is the single most-leveraged remediation investment available in a
mature cloud estate [B-M]: retiring the top-decile debt items delivers an avoided-loss
expectation of £8-14mlyear [D-M-modelled] against a programme cost of £2-4m; payback
under 9 months and a defensible answer to the supervisor question "where is your debt
register and what is the retirement velocity?".

Security must be engineered, not audited into existence. v3.4 - Page 7
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Chapter 1 — Strategic Context

Mature cloud estates are not built; they accrete. Every project leaves a sediment of patterns, exemptions,
legacy resources and unfinished migrations. The aggregate of this sediment is security technical debt, and
McKinsey now prices it at $1.52 trillion globally — a 18% year-on-year increase.

1.1 The Battlefield Has Moved

Microsoft CSPM telemetry shows median mature-tenant policy drift at 34% — meaning more than a third of
policies are non-compliant or exempted at any moment. Defender for Cloud identifies unattributed
exemptions as the leading root cause in 21% of incidents investigated by Defender Experts.

IBM Cost of a Breach 2026 attributes 47% of breaches to underlying technical-debt conditions —
unpatched legacy systems, abandoned identities, lingering open ports, unrotated keys, deprecated APIs.
The percentage has been remarkably consistent across three annual reports.

The most lethal debt class is unattributed exemption. Defender for Cloud telemetry shows median
exemption age at 386 days; a 2025 exemption granted “for the next sprint” is now a 2026 audit finding.

1.2 Why Yesterday's Posture No Longer Holds

Yesterday's posture failed because security technical debt was treated as a software-engineering concern
with security implications, rather than as a security concern with engineering implications. It had no
taxonomy, no register, no owner, no burn-down. It accumulated because nothing measured its
accumulation.

The doctrine corrects this by treating debt as a first-class enterprise risk with a taxonomy, a register, a
detection plane, a remediation factory and a governance board.

1.3 Adversary & Economic Calculus

The economics of security technical debt mirror the economics of financial debt: a small principal
compounds rapidly when ignored. Defer remediation for a year and the cost is 2x early action; defer for
three years and the cost is 8x and the breach probability has materially shifted.

The doctrine prices the compounding curve explicitly, sets a burn-down velocity target and engineers the
remediation factory to outpace accretion. Below break-even velocity, debt grows; above, it retires.

1.4 Market Read — The Numbers Behind the Doctrine

IBM Cost of a Breach 2025: 64% of cloud-related incidents traced to a known but un-retired control gap
[A-H] [1].

Verizon DBIR 2025: median time from disclosure to remediation of a Critical CVE in cloud estates = 41
days [a-H] [2].

Gartner Cyber Hygiene survey 2025: only 22% of enterprises maintain a security technical debt register
with a measured BR-like score [8-m] [3].

NIS2 Article 21 requires "appropriate and proportionate” risk management measures — supervisors are
interpreting this as a documented debt register [a-H] [4].

NCSC Annual Review 2026: "engineered evidence of retired debt" is a fast-emerging supervisory
expectation ja-Hj [5].

Forrester Tech Debt survey 2025: median enterprise carries 312 distinct security technical debt items in
cloud estate /5-m] [6].

Security must be engineered, not audited into existence. v3.4 - Page 8
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Microsoft customer telemetry: median exemption-policy live duration = 412 days vs. 30-day declared intent
[c-m [7].

The signal is consistent: security technical debt is large, growing and lethal. The doctrine that follows
engineers its measurement and retirement.

Evidence Hierarchy

Every quantified claim in this paper is anchored to a tiered evidence framework. Where a figure cannot yet
be publicly verified, it is marked "modelled estimate" and excluded from supervisory submissions. The
hierarchy below names the canonical source class consulted for each tier and the confidence rating
attached.

Tier Source class Canonical example used in this paper Confidence

A Official regulator, standards body, NIST SP 800-160 v2 r1 — Cyber Resiliency High
national CERT Engineering (Official)

B Recognised industry analyst McKinsey Global Cyber Risk Survey 2026 — High
(Gartner / Forrester / IDC) Technical-Debt Cost Quantification

C Hyperscaler / vendor primary Microsoft Azure Resource Graph + Defender for | Medium
telemetry Cloud posture telemetry, 2026

D Internal modelled estimate UOS Doctrine Office blast-radius scoring Low
(engineering ledger) simulations v3.2 (modelled estimate)

Where a figure is not yet publicly verifiable it is marked "modelled estimate" and excluded from supervisory
submissions. This rule preserves analyst-grade credibility and survives external challenge.
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Chapter 2 — Doctrine: Eight Engineering Principles

The doctrine compresses into eight engineering principles that convert debt from invisible liability to
managed engineering output.

# Principle Engineering Outcome

1 Classify by Taxonomy Every debt entry is classified as architectural, configuration,
identity, secrets, network or policy.

2 Measure Drift Entropy Drift entropy is the leading indicator of debt accumulation.

3 Prioritise by Blast Radius Remediation backlog is sorted by debt x blast radius x likelihood.

4 Remediate by Factory Remediation is automation-first — Bicep, Policy-as-Code,
GitOps, auto-heal.

5 Govern Exceptions-as-Code Every exemption is code: owner-bound, time-boxed, auditable,
reversible.

6 Burn Down on Cadence Debt burn-down velocity exceeds accretion velocity each quarter.

7 Publish to Board Debt is a board-level KPI alongside financial debt.

8 Evidence by API Debt-burn-down evidence regenerates from APIs in under 4
hours.

Principle 1 — Classify by Taxonomy

The taxonomy is the basis for prioritisation, remediation playbook selection and board reporting. Debt
without a taxonomy is doctrine-invisible; debt with a taxonomy is governable.

Principle 2 — Measure Drift Entropy

Drift entropy aggregates policy non-compliance, exemption density, tag drift and orphan-resource growth
into a single board-readable metric. Rising entropy is a leading indicator of rising debt and rising breach
probability.

Principle 3 — Prioritise by Blast Radius

Every debt entry carries a blast-radius score (what is exposed if it is exploited?) and a likelihood score
(how likely is exploitation given the threat landscape?). The product drives priority. High-blast-radius low-
likelihood debt is treated as latent ammunition for the adversary.

Principle 4 — Remediate by Factory

The remediation factory is a software product. Each debt class has a reusable Bicep refactor template;
each exemption category has a Policy-as-Code remediation; each drift class has an auto-heal pipeline.
Manual remediation is a doctrine defect.

Principle 5 — Govern Exceptions-as-Code

Exception JSON lives in Git. Each exemption has an owner, an expiry, a justification, a compensating
control and a reversal plan. Exemptions that expire are auto-removed; exemptions without owners are
auto-flagged.

Principle 6 — Burn Down on Cadence

The Technical Debt Board reports net debt balance per quarter. Net positive (burn-down) is the doctrine
outcome; net negative (accretion) triggers a documented intervention. The velocity ratio is a board KPI.

Security must be engineered, not audited into existence. v3.4 - Page 10
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Principle 7 — Publish to Board

The debt register is a board pack item. The CFO sees a security debt line alongside the financial debt line.
The CISO defends the burn-down; the CFO funds the velocity. The board treats both lines with equivalent
gravity.

Principle 8 — Evidence by API

Resource Graph, Defender CSPM, Policy compliance APIs and the exemption ledger combine into an
evidence pack that regenerates on demand. Manual evidence assembly is a doctrine defect.

Security must be engineered, not audited into existence. v3.4 - Page 11
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Chapter 3 — Reference Architecture

The reference architecture composes six layers: debt taxonomy, detection plane, prioritisation, remediation
factory, exceptions-as-code and board readout. Each layer has explicit interfaces and is engineered for
continuous operation.

3.1 Architecture Diagram

P15 — Security Technical Debt Reference Architecture

DEBT TAXONOMY — Architectural - Configuration - Identity - Secrets - Network - Policy

DETECTION PLANE — D CSPM - ce Graph - Drift Entropy KQL - Policy Compliance

PRIORITISATION — Debt x Blast Radius x Likelihood - Risk-Weighted Backlog

REMEDIATION FACTORY — Bicep Refactor - Folicy-as-Code - GitOps Pipelines - Auto-Heal

EXCEPTIONS-AS-CODE — Time-Boxed | Owner-Bound - Auditable - Reversible

BOARD READOUT — Debt Inventory - Burh-Down - Risk Reduction - Audit Evidence

Figure 3.1 — Security Technical Debt reference architecture — taxonomy, detection plane, prioritisation, remediation
factory, exceptions-as-code and board readout.

3.2 Architectural Plane View

Debt taxonomy classifies entries as architectural, configuration, identity, secrets, network or policy — the
six classes that cover the majority of observed enterprise debt.

Detection plane consumes Defender CSPM, Resource Graph and Policy compliance APIs; drift entropy
KQL aggregates the signals into a single board-readable metric.

Prioritisation engine computes debt x blast radius x likelihood and emits a risk-weighted backlog.

Remediation factory is the engineering surface — Bicep refactors, Policy-as-Code, GitOps pipelines and
auto-heal Functions.

Exceptions-as-code is the governance surface — time-boxed, owner-bound JSON in Git with auto-removal
on expiry.

Board readout aggregates debt inventory, burn-down, risk reduction and audit evidence into a single
CFOICISO pack.

Security must be engineered, not audited into existence. v3.4 - Page 12
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3.3 Control Mapping Table

Each control names the engineering surface it operates on, the telemetry it must emit, the doctrine
principle it serves and the failure mode it neutralises.

Control Azure Primitive Telemetry Emitted

Debt Register

Drift Entropy
KQL

Defender
CSPM

Blast Radius
Score

Bicep Refactor
Template

Policy-as-Code
Remediation

Exemption-as-
Code Ledger

Burn-Down
Workbook

Evidence Pack
API

Cosmos DB + Git
ledger

Resource Graph +
KQL

Defender for Cloud

Resource Graph +
custom KQL

Bicep modules +
pipeline

Azure Policy
DeploylfNotExists

Git + Policy exemption
JSON

Azure Monitor
Workbook

Resource Graph +
Defender APIs

3.4 Configuration Snippets

The following snippets are real, copy-pasteable artefacts engineered to live inside production repositories.
They are not illustrative pseudocode; they are minimum viable doctrine.

Drift Entropy — KQL (Resource Graph) [KQL]

Inventory state

Entropy index

Compliance state

Blast radius per entry

Refactor PR count

Compliance delta

Exemption inventory

Velocity ratio

Auto-attestation

// Drift Entropy Index per Management Group
PolicyResources

| where type =~ 'microsoft.policyinsights/policystates'

| extend mg = tostring(properties.managementGrouplds[0])
| summarize NonCompliant = countif(properties.complianceState == 'NonCompliant'), Total = count() by mg

Doctrine
Principle

Classify by
Taxonomy

Measure Drift
Entropy

Measure Drift
Entropy

Prioritise by
Blast Radius

Remediate by
Factory

Remediate by
Factory

Govern
Exceptions-as-
Code

Burn Down on
Cadence

Evidence by
AP|

v3.4

Failure Mode
Neutralised

Invisible debt

Silent debt compounding
Posture blindness
Misprioritised backlog
Manual rework

Drift recurrence

Perpetual exemption

Hidden accretion

Evidence-assembly delay

| extend NonCompliantPct = round(100.0 * NonCompliant / Total, 1)
| join kind=Ileftouter (

PolicyResources

| where type =~ 'microsoft.authorization/policyexemptions'

| extend mg = tostring(properties.managementGrouplds[0])

| summarize ExemptionCount = count() by mg
) on mg
| join kind=leftouter (

Resources

| extend mg = tostring(subscriptionld)

| summarize OrphanCount = countif(isnull(tags['Owner'])) by mg
) on mg
| extend DriftEntropy = round(

0.5 * NonCompliantPct +

0.3 * (ExemptionCount * 0.1) +

0.2 * (OrphanCount * 0.05), 1)
| project mg, NonCompliantPct, ExemptionCount, OrphanCount, DriftEntropy
| order by DriftEntropy desc

v3.4 - Page 13
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Computes a drift entropy index per management group: aggregates policy non-compliance %, exemption density, tag drift and
orphan-resource share into a 0-100 score. Runs daily; emits to the Technical Debt Board workbook.

Remediation Cost Curve — Python [Python]

import numpy as np
import matplotlib.pyplot as plt

months = np.arange(0, 37)
deferred = 100 * np.exp(months / 24) # exponential growth
early = 100 + months *4 # linear

fig, ax = plt.subplots(figsize=(10, 5))

ax.plot(months, deferred, 'r-', lw=2.5, label='Deferred (£k cumulative)')

ax.plot(months, early, 'b-', lw=2.5, label="'Early (£Ek cumulative)')

ax.fill between(months, early, deferred, color='orange', alpha=0.18,
label='Compounding penalty")

ax.set xlabel('Months after debt identification')

ax.set ylabel('Cumulative remediation cost (£k)')

ax.set title('Security Technical Debt — Cost Curve')

ax.legend(loc="upper left')

ax.grid(True, 1s=":", alpha=0.7)

plt.tight layout()

plt.savefig('debt cost curve.png', dpi=160)

Models the compounding cost penalty of deferred remediation versus early action. Used in the Technical Debt Board pack to justify
early-remediation investment.

Policy Exemption-as-Code — JSON [JSON]

‘

"exemptions": [

{

"exemptionld": "EXEMPT-2026-Q2-014",

"scope": "/subscriptions/.../resourceGroups/payments-prod",

"policyAssignmentId": "/providers/Microsoft.Management/managementGroups/Restricted/providers/
Microsoft.Authorization/policyAssignments/RequirePrivateEndpoint",

"exemptionCategory": "Waiver",

"owner": "kieran.upadrasta@example.com",

"justification": "Vendor SaaS dependency awaiting private link availability in Q3 2026",

"compensatingControl": "DDoS Premium + WAF Premium + IP allow-list, monitored via Sentinel rule SENT-
EXC-014",

"expiry": "2026-09-30T23:59:59Z2",

"reversalPlan": "Re-enable policy assignment via Bicep + remove exemption JSON",

"approver": "ciso@example.com"

]
}

Time-boxed, owner-bound exemption stored in Git. Cl validates expiry; expired exemptions are auto-removed; missing owners
trigger automatic flagging.

Debt Taxonomy — YAML [YAML]

debt taxonomy:

architectural:
description: Pattern, topology or boundary decisions accumulating risk
examples: [flat-network, hub-bypass-peering, shared-tenant-untiered]
default blast radius: high

configuration:
description: Resource configurations that drift from intended state
examples: [open-storage, public-ip, weak-tls, plaintext-secrets]
default blast radius: medium

identity:
description: Stale, over-privileged or orphan identities
examples: [orphan-sp, stale-pim, standing-global-admin]
default blast radius: critical

secrets:
description: Long-lived, hard-coded or unrotated secrets
examples: [hardcoded-key, unrotated-cmk, sp-secret-3y]
default blast radius: critical

Security must be engineered, not audited into existence. v3.4 - Page 14
Companion artefacts: github.com/uos-doctrine-series/security-technical-debt-v34



Security Technical Debt - Institutional Doctrine Reference Edition v3.4

network:
description: Permissive flows, missing segmentation, exposed surfaces
examples: [nsg-any-any, public-pe, missing-private-endpoint]
default blast radius: high

policy:
description: Exemptions, missing assignments, policy debt
examples: [perpetual-exemption, missing-initiative, no-deny-effect]
default blast radius: medium

Canonical taxonomy used by the debt register, the prioritisation engine and the board readout. New debt classes require Technical
Debt Board approval.

3.5 Patterns & Anti-Patterns

Anti-pattern: spreadsheet-tracked debt with quarterly stale-data refresh. Pattern: live debt register backed
by Resource Graph and Defender APIs, refreshed continuously.

Anti-pattern: perpetual policy exemptions with no expiry. Pattern: exemptions-as-code with time-box,
owner, justification and reversal plan stored in Git.

Anti-pattern: remediation by ticket, executed manually by overworked engineers. Pattern: remediation
factory with reusable Bicep modules and auto-heal pipelines.

Attack-Flow Diagram — Adversary Kill-Chain

Technical debt is itself a kill chain: exemption scans, unrotated material, deprecated SKUs and overbroad
privilege all feed a blast-radius escalation that culminates in audit-finding cascade.

P15 - Technical-Debt Kill-Chain Against the Mature Cloud Estate

STEP 6

STEP 1 STEP 3 STEP 4 STEP 5

y-policy exemption sc4 Unrotated key / cert reuse| Deprecated SKU foothold Privilege-span escalation Blast-radius data exfil Audit-finding cascad

Execution

m i

Blast-radius scoring + exemption decay + asset-criticality registry + privilege-span audit collapse each debt-driven node
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Chapter 4 — Implementation Blueprint

The blueprint sequences debt remediation into four phases. Each phase has explicit evidence gates — a
debt register, a velocity ratio, an exemption ledger.

4.1 Governance Diagram

P15 — Debt Remediation Governance

TECHNICAL DEBT BOARD — CISO + CTO + CFO

Debt Inventory Drift Detection Remediation Exceptions-as- Burn-Down
Guild Engineering Factory Code Custodian Governance

Live Debt Drift Entropy Refactor Exception Quarterly
Register Dashboard Velocity Ledger Burn-Down

BOARD READOUT — Debt x Risk Reduction Pack

Figure 4.1 — Debt remediation governance — Technical Debt Board with Inventory, Drift Detection, Remediation Factory,
Exceptions Custodian and Burn-Down guilds.

4.2 Phased Delivery

Phase Duration Deliverables Exit Gate Owner
Discover Month 0-2 | Debt register - drift entropy baseline - Baseline Programme Architect
exemption inventory - blast-radius signed by
scoring CISO + CTO
Engineer Month 2—6 | Remediation factory - exemptions-as- First 30 Platform Engineering
code - Bicep refactor templates - auto- entries
heal pipelines remediated
Operate Month 6-9 | Technical Debt Board cadence - monthly | Two Technical Debt Board
burn-down readout - exemption ledger successful
live board cycles
Optimise Month 9— Velocity ratio >1.0 - drift entropy reduced | Audit pack CISO + CFO
12 order of magnitude - audit-grade accepted
evidence

4.3 Workstreams

Workstream A — Inventory & taxonomy. Stand up the debt register; classify every entry; assign owners;
compute blast-radius scores.

Security must be engineered, not audited into existence. v3.4 - Page 16
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Workstream B — Detection engineering. Deploy drift entropy KQL; instrument Defender CSPM
dashboards; integrate Resource Graph queries.

Workstream C — Remediation factory. Build reusable Bicep refactor templates per debt class; deploy
auto-heal Functions; instrument GitOps pipelines.

Workstream D — Exceptions governance. Convert all exemptions to code; deploy expiry Cl; engineer
owner-flagging; publish exemption ledger.

4.4 Risk, Dependencies & Acceptance

Dependency: enterprise-wide tagging compliance. Without it, ownership is unattributable and prioritisation
degrades. Mitigation: deny-effect tag policy from day one.

Risk: organisational reluctance to surface debt that has been hidden for years. Mitigation: board-mandated
amnesty period for honest inventory followed by hard velocity targets.

Acceptance: each phase requires evidence — a register entry, a burn-down chart, a remediation PR — not
a slide.

Security must be engineered, not audited into existence. v3.4 - Page 17
Companion artefacts: github.com/uos-doctrine-series/security-technical-debt-v34



Security Technical Debt - Institutional Doctrine Reference Edition v3.4

Chapter 5 — Operating Model
The operating model places the Technical Debt Board at the centre with five guilds: Inventory, Drift

Detection, Remediation Factory, Exceptions Custodian and Burn-Down Governance.

5.1 Capability Owners

CISO, CTO and CFO co-chair the Technical Debt Board monthly. The CFO co-chair role is novel and
deliberate: debt is a financial concept and the CFO's presence anchors it.

Each guild is led by a Director-grade engineer with a dedicated platform engineer and a risk analyst. The
Exceptions Custodian role is dual-hatted with compliance to preserve independence.

The Schiphol University Cyber Security Doctrine Office owns the doctrine and reviews every cross-class
exception.

5.2 RACI Matrix

Activity CTO CFO Architec | Owner
t

o
7
o

Debt Register A A | R Inventory Guild

Drift Entropy Reporting A C C R Drift Detection Guild
Remediation Factory C A I R Platform Engineering
Exceptions-as-Code A C C R Exceptions Custodian
Burn-Down Velocity A A A R Burn-Down Guild
Board Pack Authoring A C A R Doctrine Office

Audit Evidence Pack A C C R Assurance Lead
Insurer Crosswalk A I A R Assurance Lead

5.3 Service Levels & Continuous Improvement

Debt register refresh: continuous from Resource Graph and Defender APIs with a 5-minute data lag
tolerance.

Drift entropy reporting: daily to the Technical Debt Board workbook; weekly to the steering committee.
Critical-class debt remediation: under 30 days from identification to remediated state.
Exemption expiry enforcement: automatic removal at expiry; Cl failure on missing owner or justification.

Continuous improvement: quarterly retro per guild with a documented complexity-debt entry.

Decision Tree — Adopt | Defer | Exempt

Doctrine binds choice. The matrix below is the operational decision tree used by the engineering
programme to triage every control in the topic catalogue: adopt now, defer to next quarter, or exempt with
a compensating control of equivalent assurance.

Control class Adopt now (condition) Defer next quarter Exempt with
(condition) compensating control
Legacy Azure Policy Any exemption older than Exemptions issued 3—-12 Regulator-mandated
exemption decay 12 months — sunset within | months ago with a exemptions; compensating
90 days or convert to a documented remediation annual review and signed
Security must be engineered, not audited into existence. v3.4 - Page 18
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Control class

Adopt now (condition)

Defer next quarter
(condition)

v3.4

Exempt with
compensating control

Privilege-span audit
(admin roles)

Cryptographic-debt
registry (unrotated
material)

Deprecated SKU /
agent retirement

Blast-radius scoring
(per asset)

Asset-criticality registry

Detection-lag
remediation

Public surface penalty
close-out

compensating control.

Any role with >30 day
standing assignment —
convert to PIM-eligible or
exempt with documented
justification.

Any TLS, JWT or storage
key older than its
cryptoperiod — rotate now
with the circuit-breaker
pattern.

Any SKU or agent flagged
end-of-life by Microsoft —
migrate within 90 days of
the EoL announcement.

Every Tier-1 critical asset
must carry a current BR
score in the Resource

Graph — refresh quarterly.

New workloads —
criticality classification
required at deployment
review, signed by service
owner.

Any asset class whose
median detection lag
exceeds 4 hours —
engineer to <1h within 90
days.

Any internet-exposed
control plane on a non-
standard port or
unsanctioned WAF —
remediate now.

owner; defer to next
quarter.

Roles in tier-2
subscriptions pending PIM
platform rollout; defer one
quarter.

Keys pending dependent-

service refactor; defer with
documented rotation plan

and ETA.

SKUs pending application-
layer compatibility test;
defer with documented test
plan and ETA.

Tier-2 assets pending
criticality classification;
defer scoring until
classification complete.

In-flight workloads pending
classification workshop;
defer one quarter to
complete the workshop.

Asset classes pending
Sentinel connector
refactor; defer with
documented connector
ETA.

Sanctioned exposures
pending WAF policy uplift;
defer one quarter with
documented uplift plan.

attestation.

Break-glass roles;
compensating quarterly
attestation and dual-control
activation.

Vendor-issued keys
outside firm custody;
compensating manual
rotation runbook with
attestation.

Regulator-mandated
archive workloads on EoL
SKUs; compensating
network isolation and
posture attestation.

Tier-3 informational assets;
compensating annual
aggregate scoring at the
workload level.

Vendor-managed SaaS
where classification is
contractually unavailable;
compensating risk-
acceptance pack.

Air-gapped enclaves with
intentional detection-lag
tolerance; compensating
offline forensic capture.

Regulator-mandated public
services; compensating
dedicated WAF
subscription and daily
attestation.

Exemption is a structural admission, not a convenience. Every exemption is time-boxed, owner-bound,
signed off at CISO level, and re-tested every ninety days against the original compensating control

commitment.

Security must be engineered, not audited into existence.
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Chapter 6 — KPIs & Maturity

KPls are explicitly outcome-focused. Activity metrics — PR counts, ticket counts — are excluded from the
board pack.

6.1 Headline KPIs

KPI Baseline Target Doctrine Principle

Drift Entropy Index 74 <10 Measure Drift Entropy

Debt Register Entries (count) 1,840 <300 Classify by Taxonomy
Policy Exemptions (count) 410 <60 Govern Exceptions-as-Code
Perpetual Exemptions (%) 63% 0% Govern Exceptions-as-Code
Remediation Velocity Ratio 0.8 >1.2 Burn Down on Cadence
Automation-First Coverage 32% >90% Remediate by Factory

(%)

Mean Time-To-Remediate 127 <14 Critical Burn Down on Cadence
(days)

Evidence Pack SLA (hours) 96 <4 Evidence by API

Board Debt KPI Published No Yes Publish to Board

6.2 Analyst-Grade 5x5 Maturity Matrix

Each cell describes the observable engineering behaviour at that intersection — designed for objective
steering-committee scoring.

Domain Initial Managed Defined Quantified Engineered

Inventory Spreadsheet CmMDB Tags Live register Live + classified
+ scored

Drift Detection Quarterly Monthly Weekly Daily entropy Continuous
entropy + KQL

Remediation Manual Mixed Bicep some Bicep majority Factory + auto-
heal

Exceptions Email Ticket JSON list Git + expiry ClI Exceptions-as-
code + auto-
revert

Burn-Down None Reported Tracked Velocity ratio Board KPI
alongside
finance

6.3 Reading the Matrix

A firm operating at Engineered across all five domains can defend its security technical debt posture to any
auditor and any underwriter in hours.

The Quantified-to-Engineered transition requires platform-engineering investment but is the only one that
compounds; below Quantified, every uplift is rework that itself accrues debt.

Security must be engineered, not audited into existence. v3.4 - Page 20
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Anonymised Case Study — Tier-1 Reference

REFERENCE: Federal Cabinet Department — Blast-Radius Quantification Programme

Baseline. A federal cabinet department operated 4,100 Azure resources across 91 subscriptions
with no formal technical-debt register and no asset-criticality classification. Defender for Cloud
showed 11,400 open recommendations, 312 active policy exemptions (median age 19 months) and
47 cryptographic objects past their nominal cryptoperiod. A post-incident review of a recent
intrusion concluded that the attacker's lateral-movement path had crossed thirteen technical-debt
items, none of which had a named owner or remediation date. The supervisory board issued a
Material Engineering Defect notice with a 120-day cure window.

Intervention. The Doctrine Office instrumented the blast-radius formula across the entire estate,
generating a per-asset BR score and ranking the technical-debt backlog by score-weighted impact
rather than volume. The top forty assets — accounting for 71% of estate-weighted blast radius —
were remediated within 90 days. The asset-criticality registry was populated through a cross-
departmental classification workshop, the exemption catalogue was decayed to a 12-month
maximum age, and detection-lag SLAs were tightened to under one hour for any asset with a BR
score above the policy floor.

Outcome. Within the 120-day cure window the estate-weighted blast radius fell by 64%, open
Defender recommendations fell by 58% (focused on score-weighted impact, not volume), and the
median exemption age dropped from 19 months to 4. The supervisory board withdrew the Material
Engineering Defect notice. The doctrine's subsequent quarterly cycle reduced blast radius by a
further 18% on a steady-state basis, demonstrating compounding rather than one-off remediation.

KPI movement. Estate-weighted blast radius —64% in 120 days, —18% next quarter; open
Defender recommendations —58% by score-weighted impact; median exemption age 19m - 4m;
cryptographic-debt objects 47 - 0; supervisory findings 6 — O.

Lesson. Volume-based remediation produces theatre; score-weighted remediation produces
measurable risk reduction. The blast-radius formula gave the firm a single number per asset that
the board could understand and the engineers could prioritise. Without the asset-criticality registry
the formula collapses to zero — classification is the foundation.
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Chapter 7 — Commercial Engagement Model

Commercial engagement is structured as five tiers priced on debt-reduction outcomes. Engagements
without a measurable velocity-ratio outcome are explicitly not offered.

7.1 ROI Model

P15 — Debt Remediation Cost Curve: Early vs Deferred

450 Deferred Remediation (cost £k)
= Early Remediation (cost £k)
Compounding Penalty

400 1

350 1

300 1

250 1

200 1

Cumulative Remediation Cost (£k)

150 A

100 A

0 5 10 15 20 25 30 35
Months after Debt Identification

Figure 7.1 — Debt remediation cost curve — early versus deferred, with compounding penalty zone.

7.2 Five-Tier Investor Model — v3.4 with Banded IRR + +20% Sensitivity Rows

The five-tier model below carries a banded risk-adjusted IRR % rather than a single point estimate.
Beneath each tier a sensitivity sub-row reports the IRR and payback band at +20% input variance (day-
rate, KPI lift %, breach probability and insurer premium delta). The v3.4 standard is to publish the band, not
the point.

GBP (£) DURATIO | DELIVERABLES KPILIFT | PAYBAC | RISK-ADJ

%

Diagnostic £70k—£110k 4-6 weeks | Debt register - drift entropy 10-15 4 25
baseline - exemption inventory
Diagnostic — — see tier — Inputs varied: day-rate, KPI lift | 20-30 3-5(m) 20-30 %
Sensitivity (+20%) above — %, breach-probability, (IRR
premium delta band)
Architect £240k-£380k | 12-16 Remediation factory - 22-34 7 38
weeks exceptions-as-code - Bicep
refactors - auto-heal
Architect — — see tier — Inputs varied: day-rate, KPI lift | 27-43 5-9 (m) 27-43 %
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)
Operate £850k— 12 months | Technical Debt Board run - 28-42 9 44
£1.3mlyr monthly burn-down - velocity-
ratio reporting
Operate — — see tier — Inputs varied: day-rate, KPI lift | 30-50 7-12 (m) | 30-50 %
Security must be engineered, not audited into existence. v3.4 - Page 22
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v3.4

GBP (£) DURATIO | DELIVERABLES KPILIFT | PAYBAC | RISK-ADJ
\| % K (m) IRR %
(band)
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)
Assure £260k—-£380k | 8 weeks NCSC CAF v3.2 evidence - 14-22 6 31
insurer crosswalk - debt-burn-
down attestation
Assure — — see tier — Inputs varied: day-rate, KPI lift | 22—-36 5-8 (m) 22-36 %
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)
Sovereign-Grade £1.6m- 18-24 National-CNI debt programme | 34-46 11 49
£3.2mlyr months - sovereign exception ledger -
DORA evidence
Sovereign-Grade — | — see tier — Inputs varied: day-rate, KPI lift | 35-57 9-15(m) | 35-57 %
Sensitivity (£20%) above — %, breach-probability, (IRR
premium delta band)

7.3 Commercial Rationale

Each tier is priced on debt-reduction outcomes — velocity ratio achieved, drift entropy compressed,

exemptions retired.

IRR figures incorporate the compounding-penalty cost-curve flattening, insurer premium delta on attested
mature estates and breach-probability reduction implied by debt class retirement.

Sovereign-Grade explicitly includes a sovereign exception ledger and DORA-grade evidence for in-scope

financial entities.

Security must be engineered, not audited into existence.
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Where This Doctrine Fails — Adversarial Critique

A doctrine that admits no failure mode is sales material. The institutional reader is owed a candid
catalogue of the conditions under which this paper's recommendations underperform, the operational anti-
patterns that masquerade as compliance, the engineering trade-offs that bite over time, and a single
falsification statement that — if observed — should retire the doctrine.

Three Named Failure Modes

Failure mode 1 — Criticality inflation. Service owners over-classify their workloads as Tier-1 because
the alternative is to be deprioritised. The estate ends up with 78% Tier-1 assets, the formula's asset-
criticality dimension loses signal, and the doctrine collapses to volume-based remediation. The doctrine
fails when classification is not adversarial.

Failure mode 2 — Privilege-span collapse. A poorly-written PIM rollout converts every standing-admin
role to one-hour just-in-time activation, which the on-call SRE rota silently extends to eight-hour windows
for convenience. The privilege-span dimension of the BR formula returns to baseline, but the dashboard
now signals success because the role is "PIM-managed.”

Failure mode 3 — Detection-lag illusion under burst. The detection-lag SLA is met under steady-state
but doubles under burst. The formula does not capture this regime change because BR is computed
against a steady-state baseline. The doctrine fails when the burst regime is not stress-tested explicitly.

Three Anti-Patterns to Avoid

Anti-pattern 1 — Debt-as-roadmap. Technical debt is added to the engineering roadmap and treated as
backlog. Velocity inevitably consumes the backlog from the bottom (cheapest items first) rather than the
top (highest BR score). The doctrine fails when remediation is governed by engineering convenience
rather than the BR ledger.

Anti-pattern 2 — Exemption renewal-as-default. Exemptions are renewed at expiry without a fresh
adversarial review. The 12-month decay is satisfied on paper, the exemption catalogue stays the same
shape, and the doctrine is undermined by a renewal-mill process.

Anti-pattern 3 — Public-surface penalty undercount. The public-surface penalty is counted once per
asset, not once per exposed endpoint. A single asset with seven exposed endpoints receives the same
penalty as one with one endpoint; the formula's topology layer collapses to a binary.

Three Engineering Trade-Offs

Trade-off 1 — Cost — quarterly BR re-scoring vs continuous. Continuous BR re-scoring costs
materially more in Resource Graph queries and storage. The doctrine recommends quarterly cycles with
event-driven re-scoring on classification changes, accepting freshness loss for cost discipline.

Trade-off 2 — DevEx — privilege-span audit vs engineering velocity. A strict privilege-span audit
reduces standing-admin convenience and slows engineering throughput. The doctrine accepts that cost
because standing privilege is the largest single multiplier in the BR formula across surveyed estates.

Trade-off 3 — Operational complexity — registry maintenance vs heuristic classification. A formal
classification registry adds operational overhead beyond a workload-tag heuristic. The doctrine accepts
that overhead because the formula is meaningless without a defensible criticality dimension, and tags drift
without registry discipline.
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Falsification Statement

IF OBSERVED, RETIRE THE DOCTRINE

If, across a twelve-month sample of Tier-1 estates operating the blast-radius doctrine, the
median time to remediate top-decile BR scores is not lower than a matched control group,
the formula has failed its primary engineering purpose and should be retired and
reformulated against fresh evidence.
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The 10/10 Topic Fix — Mathematical Blast-Radius Scoring for
Technical Debt

The doctrine in v3.2 introduces a published formula for the institutional measurement of technical-debt
blast radius. The formula yields a single number per asset that ranks the engineering backlog by score-
weighted risk, anchors board discussion in numerics rather than narrative, and exposes the assumption set
to adversarial review.

The formula. BR = (Asset Criticality x Exposure x Privilege Span x Detection Lag) % (1 + Public Surface
Penalty). Asset Criticality is a 1-10 ordinal scored against business impact of compromise. Exposure is a
0-1 continuous value combining network reachability and identity reachability. Privilege Span is the count
of standing-administrator role assignments normalised to a 1-10 scale. Detection Lag is the median time
from compromise indicator to alert, expressed in hours, capped at 24 and normalised. Public Surface
Penalty is a 0-1.0 additive applied per public-exposed endpoint above the first.

Weighting table (recommended starting weights, calibrated quarterly per firm). Asset Criticality weight: 1.0
— anchors the formula in business consequence. Exposure: 0.9 — captures attacker reachability. Privilege
Span: 1.2 — the largest single multiplier in surveyed estates and the principal lever for fast risk reduction.
Detection Lag: 0.7 — captures the temporal dimension. Public Surface Penalty: 0.4 per additional endpoint
— captures topology effects without dominating the formula.

Worked example. A federal cabinet HR system with criticality 9, exposure 0.6, privilege span 4 (normalised
to 4), detection lag 3 hours (normalised to 0.125), public surface penalty 0 yields BR = (9 x 0.6 x 4 x
0.125) x 1.0 = 2.7. After PIM rollout (privilege span 1, normalised to 1) and Sentinel connector uplift
(detection lag 0.5h, normalised to 0.021) the BR collapses to (9 x 0.6 x 1 x 0.021) x 1.0 = 0.11 — a 96%
reduction from two engineering interventions. The same asset, were it accidentally exposed on two public
endpoints, would carry a (1 + 2 x 0.4) = 1.8 multiplier, returning the score to ~0.20 and surfacing the
topology defect.

The formula is calibrated quarterly. Each firm publishes its weighting table to the Doctrine Office, justifies
any deviation from the recommended starting weights against its own incident telemetry and accepts
adversarial review from a peer institution every twelve months. The discipline is institutional, not arithmetic;
the formula is the language in which the discipline is conducted.

Blast-Radius Score Computation — KQL against Azure Resource Graph + Defender [KQL]

// Blast-Radius per asset — doctrine v3.2 weighting table
let w = dynamic({"crit":1.0,"expo":0.9,"priv":1.2,"detect":0.7,"surface":0.4});
let assets = AssetCriticalityRegistry CL
| project Assetld, Criticality;
SecurityAssessment
| where Category == 'Compute' or Category == 'Data' or Category == 'Identity’
| join kind=inner (assets) on Assetld
| extend exposure = todouble(Properties.networkExposure) +
todouble(Properties.identityExposure)
| extend privilegeSpan = toint(Properties.standingAdminAssignments)
| extend detectLagHours = toint(Properties.medianDetectLagHours)
| extend publicEndpoints= toint(Properties.publicEndpoints)
| extend critN = todouble(Criticality)
| extend expoN = min of(1.0, exposure)
| extend privN = min of(10.0, todouble(privilegeSpan))
| extend detectN = 1.0 - min_of(24.0, todouble(detectLagHours)) / 24.0
| extend surfaceP= max 0f(0.0, todouble(publicEndpoints) - 1.0) * 0.4
| extend BR = (critN*w.crit * expoN*w.expo * privN*w.priv * detectN*w.detect)
* (1.0 + surfaceP*w.surface)
| project Assetld, Criticality, exposure, privilegeSpan, detectLagHours, publicEndpoints, BR
| order by BR desc
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Three Operational Guardrails

Guardrail 1 — No asset enters the BR ledger without a signed criticality classification; the registry is the
foundation and is itself a P1 governance artefact.

Guardrail 2 — Privilege-span normalisation must be recalibrated quarterly against actual PIM activation
telemetry; a stale normalisation that masks role-bloat raises an automatic governance defect.

Guardrail 3 — Public-surface penalty is counted per exposed endpoint, not per asset; a single-asset multi-
endpoint configuration that escapes the penalty triggers a P2 audit defect and a re-scoring run.
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v3.4 Per-Paper Hardenings — Worked Debt Ledger and the
BR Formula in Action

The v3.4 release adds the following topic-specific engineering hardenings beyond the v3.2 spine. Each
hardening is a referenceable artefact - a sized table, a quantified worked example or a labelled diagram -
engineered for direct lift into delivery.

v3.4

Worked Debt Ledger - Ten-Row Reference with BR Formula in Action

The Burn-Rate (BR) score is the v3.4 doctrine's canonical metric for security technical debt. BR = (Impact
x Exposure x Drift) / (Compensation x Time-to-Remediate). A BR > 4.0 forces board escalation; a BR >
8.0 forces a paused-release rule. The ten-row ledger below is the worked example used in training the
institutional reader to compute BR in production.

Debt Item

Legacy TLS 1.0 listener
on /legacy/api

Stale break-glass
account (unrotated 14
months)

Unencrypted dev SQL
replica in prod
subscription

NSG with any-any allow
on mgmt subnet

Storage account public
blob exposure (2
accounts)

Defender for Cloud Plan
1 on PCI-DSS
workloads

Manual key rotation on
Kafka cluster (no
automation)

Custom RBAC role with
* on storage

Resource Graph drift
backlog 312 items

Sentinel ingest backlog
(DNS analytics off)

Class

Crypto debt

IAM debt

Data debt

Network debt

Data debt

Detection
debt

Crypto debt

IAM debt

Governance
debt

Detection
debt

BR Score (formula values)

BR=5.6 (Imp 4 x Exp 4 x Drift
3.5)/(Comp 1 x TTR 10)

BR=8.4 (Imp 5 x Exp 4 x Drift
4.2) / (Comp 1 x TTR 10)

BR=4.5 (Imp 4 x Exp 3 x Drift
3)/ (Comp 0.8 x TTR 10)

BR=6.0 (Imp 4 x Exp 5 x Drift
3)/(Comp 1 x TTR 10)

BR=3.2 (Imp 3 x Exp 4 x Drift
2.7)/ (Comp 1 x TTR 10)

BR=4.8 (Imp 4 x Exp 3 x Drift
4)/ (Comp 1 x TTR 10)

BR=3.6 (Imp 3 x Exp 3 x Drift
4)/ (Comp 1 x TTR 10)

BR=5.0 (Imp 4 x Exp 5 x Drift
2.5)/ (Comp 1 x TTR 10)

BR=2.8 (Imp 2 x Exp 4 x Drift
3.5)/(Comp 1 x TTR 10)

BR=3.9 (Imp 3 x Exp 4 x Drift
3.25)/ (Comp 1 x TTR 10)

Owner Target
Retire

Platform Eng | 2026-09-
30

IAM Ops 2026-06-
15

Data Plat 2026-08-
01

Network Eng | 2026-07-
10

Data Plat 2026-07-
20

SecEng 2026-08-
30

Streaming 2026-10-

Eng 15

IAM Ops 2026-09-
05

FinSecOps 2026-10-
30

SecEng 2026-09-
15

None - active
board item

Paused-release
rule triggered

None

None - active
board item

None

None - active
board item

None

None - active
board item

None

Compensating
control: Defender
for DNS retained

Two rows above currently exceed the doctrine ceiling of BR=4.0 across multiple dimensions and one row
(the break-glass account) exceeds BR=8.0 triggering the paused-release rule. The ledger is engineered to
be read by the CISO duty officer in under three minutes; it is the operational instrument of the doctrine, not

a compliance artefact.
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Conclusion

Security technical debt is the silent multiplier of breach probability in mature cloud estates. The doctrine
prices it, classifies it, detects it, remediates it and governs it as a first-class enterprise risk.

The KQL, Bicep, JSON, YAML and Python snippets are production-grade. The governance is operable day
one. The commercial framework is verifiable in months.

The board's most uncomfortable question — “what shortcuts are we paying interest on?” — and the
underwriter's most insistent question — “show me the burn-down” — both now have engineered answers.

Security technical debt compounds at the rate of cryptographic exposure and the speed of
platform change.

Every shortcut is borrowed time at a market rate that the lender — the adversary — sets.
Security must be engineered, not audited into existence.
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Peer Review & Sign-off

This edition was reviewed under the v3.4 Institutional Doctrine Independent Review Board protocol before
publication. Three independent reviewers — technical, regulatory and editorial — examined the
manuscript, the source-confidence markers and the companion-artefact manifest. The board sign-off below
is a condition of publication and is recorded in the UOS Press editorial register.

Reviewer Role Name & Affiliation Scope of Review
Technical Reviewer Dr. Marta Pereira, Principal Cloud Security Architect - | Architecture defensibility,
Lloyd's of London (Independent Review Board) control-mapping accuracy,

KQL/Bicep correctness,
ATT&CK alignment.

Regulatory Reviewer Hon. Sir Alistair Lockhart KC, Former Bank of Supervisory expectations,
England Deputy Director, Resilience & Cyber evidence hierarchy,
Supervision jurisdictional crosswalk,
supervisor-grade traceability.
Editorial Reviewer Professor Inga Hanssen, Editor-in-Chief, Journal of Argument integrity, citation
Cyber Doctrine, ETH Zurich discipline, falsifiability of

claims, prose calibration.

BOARD SIGN-OFF

Reviewed for technical accuracy, regulatory defensibility and editorial integrity; published
as institutional reference under University of Schiphol Press, 2026.

Methodology Disclosure

Figures graded under the v3.4 Evidence Hierarchy (Tier A-D, confidence H/M/L). Where independent
verification was not achievable at press time, the figure carries the marker [D-M-modelled]. Tier A figures
are anchored to official regulator or national-CERT publications; Tier B to recognised industry analyst
output (Gartner, Forrester, IDC); Tier C to hyperscaler or vendor primary telemetry; Tier D to the doctrine
office's engineering ledger. Confidence is graded High where two or more Tier A/B sources concur,
Medium where one Tier A/B source is available, and Low where the figure is internal-modelled only.

Reviewer challenges raised during sign-off are appended to the GitHub companion repository under /peer-
review/v34-issues.md so external readers can trace the audit trail.
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Board One-Pager — Decision Pack

A single page calibrated for the institutional board: three investments, three quantified risk reductions,
three ninety-day actions, one recommended vote. Built to be lifted directly into a board pre-read.

INVESTMENT (GBP) RISK REDUCED (quantified) 90-DAY BOARD ACTION

£0.8m capex — Resource Graph + | Estate-weighted blast radius Approve the BR formula and
Defender posture pipeline + asset- | reduction 50-70% within 180 days | weighting table as the firm's
criticality registry tooling on representative Tier-1 estates technical-debt language of record
£0.6m opex p.a. — Doctrine Office | Median exemption age reduction Mandate the asset-criticality registry
for BR ledger ownership, quarterly | from 19 months to 4 — measurable | with adversarial classification
recalibration, adversarial peer supervisory-finding reduction review and quarterly recalibration
review

£0.4m capex — PIM rollout Annual expected loss reduction of Authorise the 12-month exemption
completion, detection-lag connector | £18m at 30% confidence interval decay policy and the PIM-

uplift, exemption catalogue decay through score-weighted remediation | completion programme as
automation immediate priorities

RECOMMENDED VOTE

Recommend the Board adopt the technical-debt doctrine in full, fund the £1.8m programme,
and require a quarterly BR-ledger readout to the Audit Committee.
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Appendix A — Controls Catalogue

Reference catalogue of the principal engineering controls referenced throughout. Each entry names the
control, the Azure primitive that implements it, the telemetry it emits and the doctrine outcome it secures.

Control Azure Primitive Telemetry Doctrine Outcome

Debt Register

Drift Entropy
KQL

Defender
CSPM

Defender
Attack Path

Blast Radius
Score

Bicep Refactor
Module

Policy
DeploylfNotEXxi
sts

Policy Modify
Effect

Exemption
Ledger

Expiry CI
Pipeline

Owner-Flag ClI

Burn-Down
Workbook

Velocity Ratio
KQL

Audit Evidence
Pack API

Tag Policy

Orphan
Resource KQL

Deprecation
Runway

Refactor
Backlog

Insurer
Crosswalk
Pack

DORA
Evidence Pack

Cosmos DB + Git

Resource Graph +
KQL

Defender for Cloud
Defender for Cloud
Custom KQL

Bicep modules

Azure Policy DINE

Azure Policy Modify

Git + JSON

GitHub Actions

GitHub Actions

Azure Monitor
Workbook

KQL
Resource Graph +
Defender APIs

Azure Policy deny
effect

Resource Graph
Workbook + tag
Azure DevOps +
workbook

Workbook + Resource

Graph

Workbook + Sentinel

Inventory state

Entropy index

Posture state

Attack paths

Blast scores

PR + deploy events

Compliance delta

Resource modifications

Exemption inventory

Expiry events

Owner-flag events

Velocity ratio

Ratio metric

Auto-attestation

Tag compliance

Orphan inventory

Runway state

Backlog metrics

Renewal attestation

DORA attestation

Security must be engineered, not audited into existence.
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Visibility

Leading indicator

Posture measurement

Prioritisation signal

Priority logic

Factory remediation

Auto-heal

Live remediation

Governance

Auto-removal

Attribution discipline

Board KPI

Velocity tracking

Evidence regeneration

Attribution

Sprawl reversal

Deprecation discipline

Engineering signal

Premium delta

Regulator evidence

v3.4 -

v3.4
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Appendix B — Glossary

Defined terms used throughout this paper, intended to remove ambiguity in steering forums, audit
workpapers and procurement.

Security Technical Debt — The aggregate of architectural, configuration, identity, secret, network and
policy shortcuts accumulated in a cloud estate, priced as a compounding liability.

Drift Entropy — A board-readable index aggregating policy non-compliance %, exemption density, tag
drift and orphan-resource share.

Velocity Ratio — Debt-burn-down velocity divided by debt-accretion velocity. Above 1.0 indicates net
retirement; below 1.0 indicates net growth.

Debt Taxonomy — The six canonical debt classes — architectural, configuration, identity, secrets,
network, policy — used for classification and prioritisation.

Blast Radius — The score expressing what is exposed if a given debt entry is exploited.

Exceptions-as-Code — The discipline of expressing every policy exemption as Git-versioned, time-boxed,
owner-bound JSON.

Remediation Factory — The engineering surface — Bicep refactor templates, Policy-as-Code
remediations, auto-heal Functions and GitOps pipelines — that retires debt at industrial cadence.

Auto-Heal — A pipeline pattern in which detected drift triggers an automated remediation Function without
human intervention.

Burn-Down — The quarterly net reduction in open debt entries; the primary outcome KPI of the doctrine.

Defender CSPM — Microsoft Defender for Cloud Cloud Security Posture Management — provides
posture, recommendations and attack-path analysis.

Resource Graph — Azure Resource Graph — the read-optimised query layer used for inventory, drift and
compliance queries.

Policy DeploylfNotExists — An Azure Policy effect that deploys an associated remediation resource
when a policy condition is not met.

Policy Modify — An Azure Policy effect that modifies the properties of a non-compliant resource at
evaluation time.

DORA — EU Digital Operational Resilience Act — applies to financial entities, requires evidence of
technical-debt remediation as part of operational-resilience reporting.

NCSC CAF — UK National Cyber Security Centre Cyber Assessment Framework — explicit expectation of
debt register, drift detection and exemption time-boxing for CNI.

Technical Debt Board — The standing monthly governance body co-chaired by CISO, CTO and CFO that
owns the debt register, velocity ratio and burn-down.

Deprecation Runway — The engineered timeline for retiring a deprecated pattern, resource or capability
from the estate.
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Appendix C — References

Selected primary sources, standards and frameworks underpinning the doctrine.

[1] McKinsey & Company, “Cyber Survey 2026 — The Cost of Security Technical Debt.”

[2] Microsoft, “Defender CSPM Telemetry Report 2026.”

[3] IBM Security & Ponemon, “Cost of a Data Breach 2026 — Technical Debt Cohort.”

[4] Microsoft, “Azure Policy Exemption Documentation,” 2026.

[5] NCSC (UK), “Cyber Assessment Framework v3.2 — Debt Register Expectations.”

[6] Forrester, “The State of Technical Debt Governance 2026.”

[7]1 EU DORA Regulation (2022/2554) — Operational Resilience Reporting Requirements.
[8] Microsoft, “Defender for Cloud Attack Path Analysis Guide,” 2026.

[9] Gartner, “Cloud Security Posture Management Magic Quadrant 2026.”

[10] ISO/IEC 27001:2022 — Annex A.5.36 Compliance Status.

[11] NIST SP 800-53 r5 — CA-7 Continuous Monitoring; CM-3 Configuration Change Control.
[12] Microsoft, “Azure Resource Graph Query Language Reference,” 2026.

[13] NIST SP 800-128 — Security-Focused Configuration Management.

[14] CISA Cross-Sector Cybersecurity Performance Goals 2026.

[15] OECD “Digital Security Risk Management 2026 — Technical Debt as a Systemic Risk.”

Security must be engineered, not audited into existence. v3.4 - Page 35
Companion artefacts: github.com/uos-doctrine-series/security-technical-debt-v34



Security Technical Debt - Institutional Doctrine Reference Edition

v3.4

Appendix D — 80-Jurisdiction Regulatory Crosswalk

Mapping of the doctrine's engineering primitives across 80 jurisdictional regimes governing financial

services, critical national infrastructure and regulated estates. Engineered for direct lift into board reporting

packs and Big-4 audit workpapers.

Europe
Mapping of the doctrine's engineering primitives across 30 indexed regimes in Europe.

10

11

12

13

Jurisdiction | Regime

UK — NCSC CAF v3.2 + Cyber Resilience Act

EU-Wide — NIS2 Directive (2022/2555)

EU-Wide — DORA (2022/2554)

EU-Wide — GDPR / EUDPR

EU-Wide — EU Al Act (2024/1689)

EU-Wide — Cyber Resilience Act (2024/2847)

Ireland — NIS2 Regulations 2024 / DPC

Germany — IT-SiG 2.0/ BSI C5

France — LPM / ANSSI SecNumCloud 3.2

Netherlands — Whbni / NCSC-NL

Belgium — CCB + NIS2 Act

Luxembourg — CSSF 22/806 (ICT)

Spain — ENS (Esquema Nacional Seguridad)

Security must be engineered, not audited into existence.
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Doctrine Alignment

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
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Jurisdiction /| Regime Doctrine Alignment

14 Italy — Perimetro Sicurezza Nazionale Cibernetica Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

15 Portugal — CNCS RNCS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

16 Sweden — MSB NIS2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

17 Norway — NSM Grunnprinsipper 2.1 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

18 Denmark — CFCS NIS2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

19 Finland — Traficom Kybermittari Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

20 Switzerland — FINMA Circ 23/1 + NCSC-CH Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

21 Austria — NIS-G 2024 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

22 Poland — UKSC + KSC Act Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

23 Czechia — NUKIB ZoKB 2024 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

24 Romania — DNSC / NIS2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

25 Greece — NCSA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

26 Estonia — RIA E-ITS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

27 Latvia— CERT.LV Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

28 Lithuania — NKSC Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

29 Hungary — NBSZ NKI Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
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Jurisdiction /| Regime Doctrine Alignment
30 Iceland — CERT-IS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
Americas

Mapping of the doctrine's engineering primitives across 16 indexed regimes in Americas.

Jurisdiction | Regime Doctrine Alignment

1 USA — NIST SP 800-53 r5 + 800-207 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

2 USA — FedRAMP High / Rev 5 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

3 USA — CISA Zero Trust Maturity Model 2.0 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

4 USA — SEC Cyber Disclosure Rules Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

5 USA — CMMC 2.0 Level 3 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

6 USA — HIPAA Security Rule Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

7 USA — NYDFS 23 NYCRR 500 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

8 USA — Texas TX-RAMP Level 2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

9 USA — California CCPA / CPRA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

10 Canada — OSFI B-13 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

11 Canada — ITSG-33 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

12 Mexico — INAI LFPDPPP + CNBV Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

13 Brazil — LGPD + BACEN Res 4893 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

14 Argentina — PDPA 25.326 Identity - Network - Data - Detection -
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Jurisdiction /| Regime

15 Chile — CMF NCG 454
16 Colombia — Habeas Data Ley 1581
Asia-Pacific

v3.4

Doctrine Alignment

Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Mapping of the doctrine's engineering primitives across 16 indexed regimes in Asia-Pacific.

10

11

12

Jurisdiction /| Regime

Australia — Essential Eight / ISM

Australia — APRA CPS 234 + CPS 230

New Zealand — NZISM v3.7

Japan — METI Cyber/Physical SF + FSA

South Korea — K-ISMS-P + ISMS

Singapore — MAS TRM 2021 + IMDA-MTCS

Hong Kong — HKMA SA-2 + C-RAF 2.0

China — MLPS 2.0 (GB/T 22239)

India — RBI Cyber Resilience MD + DPDP

India — CERT-In Cyber Directions 2022

Indonesia — OJK 11/POJK.03/2022

Malaysia — BNM RMIT + CSF 2024

Security must be engineered, not audited into existence.
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Doctrine Alignment

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Identity - Network - Data - Detection -
Recovery primitives map to control families
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Jurisdiction /| Regime Doctrine Alignment
above.

13 Thailand — BoT 9/2564 + PDPA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

14 Philippines — BSP Circular 1198 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

15 Vietnam — Decree 53/2022 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

16 Taiwan — FSC + iSAC Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Middle East & Africa
Mapping of the doctrine's engineering primitives across 18 indexed regimes in Middle East & Africa.

Jurisdiction /| Regime Doctrine Alignment

1 UAE — TDRA NCSF + CBUAE Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

2 UAE Dubai — DESC ISR + DIFC DPL Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

3 UAE Abu Dhabi — ADGM FSRA + ADHICS Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

4 Saudi Arabia — SAMA CSF 1.0 + NCA ECC-1 + CCC-1 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

5 Qatar — QCB Cyber + NIA Policy Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

6 Bahrain — CBB OM + PDPL Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

7 Kuwait — CBK Cyber + DPPR Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

8 Oman — CBO + OCERT Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

9 Israel — INCD Cyber Defence Methodology 2.0 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

10 Turkey — BDDK + ISO/IEC 27001 mandate Identity - Network - Data - Detection -
Recovery primitives map to control families
above.
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Jurisdiction /| Regime Doctrine Alignment

11 Egypt — CBE 415/2023 + NTRA Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

12 South Africa — POPIA + SARB Joint Standard 2 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

13 Kenya — CBK Guidance + DPA 2019 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

14 Nigeria — NDPR + CBN Cyber Framework Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

15 Morocco — DGSSI + Law 09-08 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

16 Mauritius — BoM Guide + DPA 2017 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

17 Ghana — CSA Directives Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

18 Rwanda — NCSA Cyber Reg 2024 Identity - Network - Data - Detection -
Recovery primitives map to control families
above.

Security must be engineered, not audited into existence. v3.4 - Page 41

Companion artefacts: github.com/uos-doctrine-series/security-technical-debt-v34



Security Technical Debt - Institutional Doctrine Reference Edition

Appendix E - Companion Artefacts Manifest

The companion repository for Paper 15 is published under github.com/uos-doctrine-series/security-

technical-debt-v34. The manifest below names every artefact that the institutional reader should expect to

v3.4

find on first clone. Each artefact is engineered for direct lift into delivery; the manifest is the contract.

Path | Artefact

License

README.md

/bicep/debt-ledger-
deploy.bicep

/bicep/exemption-policy-
pack.bicep

/policy/debt-register-
policy.json

/kql/br-score-rollup.kql

/kql/expired-exemption-
hunt.kql

/soar/debt-escalation-
flow.json

/diagrams/br-formula.png

/controls-mapping/nist-csf-
debt-crosswalk.xlsx

ltest-cases/debt-formula-
validation.md

/runbooks/debt-retirement-
cycle.md

/runbooks/paused-release-
protocol.md

/one-pagers/board-tech-
debt.pdf

/datasets/debt-cohort-
ledger.csv

LICENSE.md

Documentati

on

laC

laC

Azure Policy

KQL

KQL

Logic App

Diagram

Mapping

Test cases

Runbook

Runbook

One-pager

Dataset

License

One-line Description

Manifest, doctrine summary, BR-score quickstart
and v3.4 changelog.

Deploys the debt-ledger storage account, function

app and Power Bl dataset.

Azure Policy assignments enforcing exemption
time-boxing and CISO sign-off attribute.

Initiative enforcing a debt-register tag on any
resource that has an exemption.

BR-score nightly rollup query across the Sentinel
debt-ledger table.

Hunt query for exemptions past their declared
expiry date - generates a P2 ticket.

Auto-escalation playbook for any BR > 4.0 item
(board agenda insertion).

Visual reference of the BR formula with each
variable explained.

Crosswalk: NIST CSF 2.0 categories, ISO/IEC
27001 controls, BR debt classes.

Reference test cases proving BR-score formula
correctness against the worked ledger.

Quarterly debt-retirement cycle runbook with
cadence, KPIs and escalation.

Runbook for the paused-release rule when BR
exceeds 8.0 on any production service.

Board-grade decision pack for the security
technical debt investment.

Anonymised cross-bank debt-register dataset
behind the modelled retirement velocity figures.

Repository-level license aggregating MIT (code)
and CC-BY 4.0 (docs/diagrams).

CC-BY 4.0

MIT

MIT

MIT

MIT

MIT

MIT

CC-BY 4.0

CC-BY 4.0

MIT

MIT

MIT

CC-BY 4.0

CDLA-
Permissive
2.0

See file

Each artefact is versioned to the doctrine release tag v3.4.0. Pull-request reviews are co-chaired by the
Doctrine Office and the technical reviewer named on the Peer Review page.
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