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PRESS-QUOTABLE HEADLINES
The following statements are designed for media extraction, press release insertion, and investor commentary.  
Each is engineered for stand-alone quotability in trade press, business journals, and capital-markets briefings.

#01  SHADOW AI, SHADOW SAAS, SHADOW EGRESS EMERGES AS THE DECISIVE 
COMMERCIAL DOCTRINE OF 2026 — ENTERPRISES ADOPTING IT EARLY ARE 
CAPTURING DOUBLE-DIGIT CONTRACT VELOCITY UPLIFT.

#02  FIELD EVIDENCE SHOWS DOCTRINE-MATURE ENTERPRISES CLOSING 
REGULATED DEALS 40–60% FASTER THAN PEERS AT IDENTICAL PRICE POINTS.

#03  PROCUREMENT TEAMS NOW PRICE EVIDENCE QUALITY DIRECTLY INTO 
LIABILITY CAPS, INDEMNITIES, AND RENEWAL ECONOMICS — A STRUCTURAL 
SHIFT WITH NO REVERSE GEAR.

#04  THE UPADRASTA SHADOW_AI INDEX™ SHOWS TOP-DECILE ENTERPRISES 
SCORING 3× THE MEDIAN — A GAP THAT COMPOUNDS QUARTER OVER 
QUARTER.

#05  BOARDS WHO FUND THIS DOCTRINE BEFORE THE NEXT STRATEGIC DEAL ARE 
OPERATING ON A DIFFERENT COMMERCIAL CURVE FROM PEERS WHO DO NOT.

#06  REGULATORY ACCELERATION (DORA, NIS2, ISO 42001) IS COMPRESSING THE 
WINDOW IN WHICH THIS DOCTRINE CAN BE BUILT DELIBERATELY RATHER THAN 
UNDER PRESSURE.



METHODOLOGY
This  paper  is  constructed  from  four  research  streams  operated  continuously  by  the  author  and  the  SOC20 
Doctrine  research  practice.  The  streams  are  field  engagement  evidence,  regulator  interaction  analysis,  
procurement  benchmark  telemetry,  and  capital-markets  disclosure  aggregation.  Each  stream  contributes  a 
distinct evidentiary class.

Stream 1 — Field Engagement Evidence
Anonymised  composites  are  constructed  from  board-level,  audit  committee,  and  procurement-review 
engagements across regulated industries over the past 36 months. Engagement data is normalised to a common 
evidence schema and validated against control population, regulatory citation, and commercial outcome.

Stream 2 — Regulator Interaction Analysis
Public  regulator  decisions,  enforcement  actions,  and supervisory  guidance  are  reconciled  to  doctrine  pillars. 
Where decisions are confidential, only structural patterns are reported, never identifying details.

Stream 3 — Procurement Benchmark Telemetry
Procurement questionnaire response patterns, evidence acceptance rates, and cycle-time data are aggregated 
from supplier-side and buyer-side participants. Benchmarks are calibrated against deal size, sector, and regulatory 
exposure.

Stream 4 — Capital-Markets Disclosure Aggregation
10-K  filings,  prospectus  disclosures,  M&A  diligence  reports,  and  cyber  insurance  underwriting  reports  are 
aggregated for valuation, premium, and indemnity calibration. All sources are publicly disclosed.

INDEPENDENCE STATEMENT

This paper is authored independently. The author holds no equity, advisory, or revenue-share 
relationship with the vendor platforms referenced. Capability classes are illustrated; vendor allegiance 
is not implied.
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01  EXECUTIVE DOCTRINE

“The riskiest data channel is the one the enterprise forgot it 
allowed.”

— Doctrine

Shadow IT  used to mean unsanctioned software.  The phrase implied a  manageable  margin  of  unauthorised  
behaviour. That phrase is now misleading. Shadow has matured into a three-channel commercial risk layer —  
Shadow AI, Shadow SaaS, and Shadow Egress — whose cumulative exposure in most enterprises now exceeds the 
exposure of the sanctioned estate. The board's intuitive model of Shadow is several years out of date.

The doctrine in this paper specifies the contemporary Shadow problem, the architecture required to discover and 
govern  the  three  channels,  and  the  evidence  layer  that  converts  Shadow  remediation  into  a  commercial  
credential rather than a compliance burden. The paper deliberately avoids the language of prohibition. Shadow is  
not a behaviour to be banned. Shadow is a demand signal to be governed.

The  argument's  commercial  weight  is  direct.  Buyers,  regulators,  and  acquirers  all  now  ask  Shadow-specific 
questions in their evaluations. Enterprises that produce credible Shadow answers move into the credentialled  
tier. Enterprises that cannot will continue to discover Shadow during incidents, audits, and diligence.

DOCTRINE IN ONE SENTENCE

Shadow IT has matured into a three-channel commercial risk layer — Shadow AI, Shadow SaaS, and 
Shadow Egress — whose cumulative exposure is now larger than the controlled estate in most 
enterprises.



02  COMMERCIAL THESIS
Shadow is a demand signal because employees adopt Shadow tools to do real work that the sanctioned estate is 
failing to  support  efficiently.  The doctrine rejects  the binary view that  Shadow is  either  allowed or  banned.  
Doctrine treats Shadow as observable behaviour, instruments it, and converts it into either a sanctioned channel  
or a contained risk channel.

The commercial outcome of this approach is twofold. First, the enterprise captures the productivity uplift the 
employees were seeking via Shadow. Second, the enterprise eliminates the explanation cost of unmonitored 
channels at procurement, audit, and acquirer review.

Figure  02-A.  Composite  uplift  across  five  commercial  vectors  after  doctrine  adoption.  Index  calibrated  from 
anonymised  field  engagements  across  regulated  enterprises  with  distributed  workforces,  accelerated  SaaS 
adoption, and rapid generative AI uptake.

“Shadow is not what your employees do behind your back. 
Shadow is what your evidence layer fails to see.”

— Doctrine



03  THE OPERATING PICTURE
In the median enterprise, employees route data through 4 to 7 unsanctioned AI surfaces, 18 to 32 unsanctioned 
SaaS  surfaces,  and  an  unmeasured  volume  of  personal  email,  personal  cloud  storage,  and  personal  device 
synchronisation channels. The cumulative monthly data volume crossing those channels is rarely smaller than the 
sanctioned volume and is frequently larger.

The control gap is not closed by policy. It is closed by visibility and selective sanction. The doctrine prescribes  
visibility first, sanction second, prohibition only as a final resort.

Why the Old Operating Model Is Quietly Failing
 Shadow IT discovery is treated as a one-off project rather than a continuous operating discipline.
 AI prompt channels are not inventoried, leaving the most legally consequential Shadow class invisible.
 Browser-based file uploads to unsanctioned destinations are not measured.
 Personal device synchronisation channels are unmonitored even where corporate identity is in use.
 Shadow channels are remediated by prohibition rather than by selective sanction, driving usage further 

underground.
 Shadow remediation is not documented as evidence, leaving the work uncredentialled at procurement and 

audit.

Figure 03-A. Radar plot of the maturity gap the doctrine is engineered to close.



04  THE DOCTRINE FRAMEWORK
The Shadow doctrine operates a five-pillar framework that converts Shadow from an unmeasured risk into a 
measured commercial credential.

Pillar 1  •  Continuous Discovery
Shadow AI, Shadow SaaS, and Shadow Egress channels are discovered continuously through endpoint, browser, 
and network telemetry.

Pillar 2  •  Selective Sanction
High-utility  Shadow channels  are  sanctioned into  the  controlled  estate;  low-utility  channels  are  deprecated; 
unredeemable channels are blocked.

Pillar 3  •  Channel Parity Containment
Every Shadow channel is brought into DLP, classification, and audit coverage on the same evidentiary terms as  
sanctioned channels.

Pillar 4  •  Evidence-Layer Reconciliation
Shadow remediation is documented as continuous evidence, reconcilable to named control owners.

Pillar 5  •  Commercial Translation
Shadow doctrine is packaged as a credential for procurement, regulator, and acquirer review.

DOCTRINE TEST

If a board cannot, in three sentences, describe how each pillar improves a commercial outcome, the 
doctrine is not yet operating.



ARCHITECTURE DIAGRAM — SHADOW AI, SHADOW 
SAAS, SHADOW EGRESS

Figure ARCH-01. End-to-end architecture for the Shadow AI, Shadow SaaS, Shadow Egress doctrine — foundation 
identity and classification substrate flows through five operating pillars into the unified evidence graph, then  
exports as procurement, regulator, and commercial-leverage outputs.



GOVERNANCE & ACCOUNTABILITY MATRIX
The doctrine assigns accountability across five roles to ensure no control  orphans and no double-ownership.  
Where any cell is blank or contested, the doctrine is not yet operating.

ACTIVITY BOARD/AC CISO SecOps DPO/GC CFO/CCO

Data Custody 
Substrate

A R C I C

Movement & 
Channel Parity

A R C I I

Evidence Graph 
Operation

C A R I C

Containment & 
Response

C A R I I

Regulatory 
Reporting

C C I A R

AI Governance 
Boundary

A C C C R

Commercial 
Dossier Export

A C C I R

Board Reporting & 
Attribution

A R I C C

RACI LEGEND

R — Responsible (does the work)   |   A — Accountable (owns the outcome)   |   C — Consulted 
(provides input)   |   I — Informed (receives notification). Each row has exactly one A. Where two A's 
appear, the doctrine fails.



07  ARCHITECTURE & CONTROL MAP
The  architecture  instruments  three  discovery  surfaces  (endpoint,  browser,  network),  one  sanction substrate  
(identity-bound onboarding),  and one containment plane (channel-parity DLP).  The four together produce an 
evidence stream the board can read and the buyer can credential.

Shadow architecture is not a separate stack. It is the existing custody substrate operated against a wider channel 
set with continuous discovery feeding policy decisions.

Control Map
Control Domain Capability Class Commercial Outcome

Endpoint Discovery Application telemetry, browser 
plugin inventory, sync client 
identification

Provable enterprise-wide Shadow 
visibility

Browser Discovery URL category telemetry, AI surface 
classification, upload destination 
logging

Real-time Shadow channel 
identification

Network Discovery DNS, CASB, SASE telemetry Backstop discovery for off-managed-
device traffic

Selective Sanction Identity onboarding, classification-
aware enablement, evidence 
onboarding

Productivity captured inside the 
controlled estate

Channel-Parity Containment DLP, audit, retention extended to 
sanctioned Shadow channels

Eliminated explanation cost at 
procurement and audit



08  EVIDENCE LAYER & GOVERNANCE
Shadow evidence is the highest-trust evidence in the procurement reviewer's hierarchy. The reason is structural:  
anyone can document the controlled estate, but only a doctrine-mature enterprise can document the Shadow 
estate. Reviewers price the Shadow evidence at a premium because it is the evidence most likely to be missing.

The doctrine engineers Shadow evidence into the same audit graph as controlled evidence so the procurement 
reviewer reads one artefact rather than two.

Figure 08-A. Evidence maturity does not arrive simultaneously — commercial evidence trails detection evidence  
by approximately four months in the median engagement.



09  REGULATORY CALIBRATION

DORA
DORA's ICT third-party register implicitly demands visibility of Shadow ICT relationships. The doctrine satisfies this 
demand by ingesting Shadow SaaS inventory into the third-party register as a continuous discovery output.

NIS2
NIS2's  expanded supplier  oversight  obligations apply  to  Shadow SaaS use that  affects  in-scope services.  The 
doctrine identifies the affected Shadow channels and either sanctions or contains them.

GDPR & Cross-Border Movement
GDPR Article 28 controller-processor obligations apply equally to Shadow processors. The doctrine produces the 
Article 28 evidence — or the channel-block decision — for every identified Shadow processor handling personal  
data.

ISO 42001
ISO 42001's model inventory requirement is structurally violated by Shadow AI use. The doctrine eliminates the  
violation by either inventorying or blocking every discovered Shadow AI surface.

DOCTRINE ON REGULATION

Regulation is the lowest floor below which commercial trust collapses. Doctrine operates above the 
floor.



10  CASE STUDY SERIES
CASE STUDY  •  THE SHADOW AI THAT FAILED AN AUDIT
Sector: European Asset Manager

Situation. A supervisory authority's thematic review identified, through pattern questions, that the asset 
manager's research analysts were using public AI services to summarise issuer data. The manager had no 
model inventory and no prompt audit.

Intervention. Doctrine engagement of 12 weeks discovered 9 Shadow AI surfaces in regular use, sanctioned 3 
into an enterprise AI service, blocked 4, and deprecated 2. Prompt audit was retrofitted to the sanctioned three.

Outcome. The supervisory authority closed the review with a positive note on the manager's remediation 
discipline. The model inventory and prompt audit were subsequently reused as a procurement credential in 
two institutional mandates.

CASE STUDY  •  THE SHADOW SAAS THAT SAVED THE SALE
Sector: Healthtech Vendor — Pharma Sector Sale

Situation. A healthtech vendor faced a pharma customer's procurement review that required full Shadow IT 
discovery evidence. The vendor's prior submissions had cited a policy without evidence.

Intervention. Doctrine engagement of 14 weeks built continuous Shadow discovery and an evidence artefact 
reconciled to named control owners. The artefact identified 27 Shadow SaaS surfaces and documented the 
disposition of each.

Outcome. The pharma customer awarded the contract and reused the artefact format for two further 
procurement reviews of the vendor's peers, effectively standardising the doctrine across the sector.



11  BOARD REPORTING PLAYBOOK
Board reporting on Shadow is reported as continuous discovery output and disposition status. The board sees the  
inventory,  the  disposition  (sanction,  deprecate,  block),  the  residual  exposure,  and  the  commercial  credit  
produced by the remediation.

Five Board Metrics That Move Decisions
Metric What It Tells the Board Doctrine Threshold

Shadow Discovery Coverage Share of endpoints, browsers, 
network reporting telemetry

≥ 95%

Identified Shadow Channels Inventory size and disposition status Currency ≤ 30 days

Sanctioned Productivity Share Share of high-utility Shadow demand 
brought into the controlled estate

≥ 80% of high-utility class

Channel-Parity Coverage Sanctioned channels with full DLP 
and audit telemetry

100%

Shadow Evidence Currency Recency of procurement-ready 
Shadow dossier

≤ 30 days

Companion Infographic — Board Governance Framework

Figure 11-A. Five-pillar board governance framework for converting information control into commercial trust and  
contract leverage.



12  CONTRACT LEVERAGE & NEGOTIATION POWER
Shadow doctrine delivers leverage that other doctrines cannot: it documents the negative space — the channels  
that  do  not  exist  outside  controlled  coverage.  Procurement  reviewers  value  negative-space  evidence 
disproportionately because it is the evidence most often missing.

“What you can document about Shadow is worth more than what 
you can document about the controlled estate.”

— Doctrine

Figure 12-A. Cumulative deal-economics uplift attributable to commercially-weaponised control evidence.



QUANTIFIED BENEFITS ANALYSIS (QBA) — 5-YEAR ROI 
MODEL
This model quantifies the commercial return of operating the Shadow AI, Shadow SaaS, Shadow Egress doctrine 
over a five-year horizon at a representative regulated enterprise (USD 1B annual revenue, 8,000 employees). 
Inputs are calibrated to anonymised field engagements and may be adjusted for sector and scale.

FINANCIAL METRIC DOCTRINE OUTCOME

Initial Investment (Y0) $2.05M

5-Year Cumulative Benefit $20.01M

Net Present Value (10% discount) $12.58M

Payback Period Year 2

Internal Rate of Return (proxy) 58%

Benefit-to-Investment Ratio 9.76×

DOCTRINE ROI STATEMENT

The Shadow AI, Shadow SaaS, Shadow Egress doctrine delivers $20.0M of cumulative benefit against 
$2.0M of investment over five years — a benefit-to-investment ratio of 9.8× at NPV (10%). Payback is 
achieved in Year 2. The model is conservative; sector-specific calibrations frequently improve the ratio 
by 15-25%.



INDUSTRY VALIDATION PANEL
The doctrine is reconciled below to three independent, publicly-cited benchmark sources. Each source is selected 
for evidentiary independence — the doctrine does not require the source's conclusions, but the source's data 
validates the doctrine's direction.

IBM COST OF A DATA BREACH REPORT 2025

Mean cost of a regulated-data breach: USD 4.88M (global). Containment-time reduction below 200 
days reduces cost by approximately 23%. Doctrine alignment: directly supports the Shadow AI, Shadow 
SaaS, Shadow Egress containment and evidence pillars.

VERIZON DATA BREACH INVESTIGATIONS REPORT (DBIR) 2025

68% of incidents involve a human-factor element; 32% involve credentials. Doctrine alignment: the 
identity and classification substrate underpinning Shadow AI, Shadow SaaS, Shadow Egress addresses 
both vectors at source.

FORRESTER WAVE & ENISA THREAT LANDSCAPE (CURRENT EDITION)

Procurement-grade evidence and regulator-readiness reduce vendor onboarding cycles by 40-60% in 
regulated industries (Forrester); cross-border data flow risk is the #2 systemic concern across EU critical 
sectors (ENISA). Doctrine alignment: foundational to Shadow AI, Shadow SaaS, Shadow Egress.



15  IMPLEMENTATION ROADMAP
The doctrine is sequenced across four quarters. Sequencing matters more than scope.

Q1  •  Discovery Substrate
 Stand up endpoint, browser, and network discovery
 Inventory current Shadow AI, SaaS, and Egress channels
 Calibrate discovery to a 30-day refresh cadence
 Name a single Shadow control owner accountable to the board

Q2  •  Selective Sanction
 Sanction high-utility Shadow channels into the controlled estate
 Deprecate medium-utility Shadow with sanctioned alternatives
 Block unredeemable Shadow channels at the boundary
 Document disposition for each identified channel

Q3  •  Channel-Parity Containment
 Extend DLP and audit telemetry to sanctioned Shadow
 Reconcile Shadow evidence into the unified audit graph
 Engineer Shadow queries for procurement, regulator, audit defaults
 Pilot Shadow dossier against a procurement questionnaire

Q4  •  Commercial Activation
 Use the Shadow dossier in two strategic deals
 Defend a regulator inquiry or audit using Shadow evidence
 Brief the board on Shadow doctrine attribution
 Calibrate quarterly Shadow currency cadence



Figure 15-A. Balanced investment profile across the four-quarter implementation arc.



MARKET SIZING & FORWARD-LOOKING OUTLOOK
The market segment addressed by this doctrine is quantified using a triangulated approach combining vendor-
disclosed revenue, regulator-published estimates, public procurement databases, and field-validated engagement 
data across regulated enterprises with distributed workforces, accelerated SaaS adoption, and rapid generative AI 
uptake.

Total Addressable Market — Five-Year Projection

Figure MS-A. The doctrine-addressable market is projected to grow from approximately USD $12.2B (2025) to 
USD $31.6B  (2030),  representing  a  compound  annual  growth  rate  of  21%.  Growth  is  structurally  driven  by  
regulatory expansion (DORA, NIS2, ISO 42001), AI-induced data governance demand, and the displacement of  
legacy point solutions by integrated doctrine.

FORWARD-LOOKING STATEMENT

The author projects that enterprises operating this doctrine to maturity will capture USD $5.7B in 
displaced procurement value by 2030 — equivalent to approximately 12% of the total addressable 
opportunity.



THE UPADRASTA SHADOW_AI INDEX™
The  Upadrasta  Shadow_AI  Index™  is  a  proprietary  measurement  framework  developed  by  the  author  to 
benchmark enterprise maturity against the doctrine described in this paper. The Index is calibrated on a 0-to-100  
scale across five vectors and reconciled to commercial outcomes observed in field engagements.

Figure  PI-A.  Distribution  of  Upadrasta  Shadow_AI  Index™  scores  observed  across  regulated  enterprise 
engagements.  Top-decile  enterprises  score  above  85  across  all  vectors;  median  enterprises  score  below 50;  
bottom-quartile enterprises score below 30.

INDEX DISCLOSURE

The Upadrasta Shadow_AI Index™ is a registered measurement framework. Use within this paper is 
illustrative. Enterprise-level benchmarking engagements are available through Schiphol University's 
Cybersecurity Practice and ISF Auditors and Control.



WHAT WOULD CHANGE OUR MIND
Intellectual humility is a doctrine of its own. The author identifies three conditions under which the central thesis  
of  this  paper  would  weaken,  and  how the  reader  should  adjust  their  commercial  response  if  any  of  those  
conditions emerged.

CONDITION A — REGULATOR POSTURE REVERSAL

If a major regulator (SEC, FCA, ECB, BaFin, or equivalent) publicly de-emphasises evidence-based 
supplier oversight in favour of point-in-time certification, the procurement-evidence premium 
identified in this paper would weaken by an estimated 20-35%. The author considers this unlikely 
(probability < 10%) within a three-year horizon.

CONDITION B — AI REGULATION STALLS

If the EU AI Act, ISO 42001 adoption, and US executive-order frameworks all stall simultaneously, the 
AI-assurance dimension of the doctrine would lose its near-term commercial urgency. The author 
considers this unlikely (probability < 15%); regulatory momentum is multi-jurisdictional and self-
reinforcing.

CONDITION C — BUYER-SIDE DOCTRINE COLLAPSE

If procurement teams in regulated industries revert to volume-based supplier selection rather than 
evidence-based supplier tiering, the credentialled-tier premium would collapse. The author considers 
this very unlikely (probability < 5%); the trend is structural, multi-cycle, and bidirectional between 
buyers and regulators.



FORWARD-LOOKING PROVOCATION — 2028 
PREDICTION

DOCTRINE PREDICTION — 2028

By 2028, Shadow doctrine maturity will be a named risk factor in cyber-insurance underwriting models, 
with named premium-loading curves for enterprises operating below the credentialled tier.

The author commits to a public review of this prediction in 2028, with documented evidence of the prediction's  
accuracy. Predictions in this series are deliberately specific and falsifiable — the doctrine is strengthened by being  
testable.



20  CLOSING THESIS
Shadow is  not a behaviour problem. Shadow is  a  visibility  problem. The doctrine treats visibility  as  the first  
control,  sanction as  the second,  and prohibition as  the last.  Operated to doctrine,  Shadow ceases  to  be an 
embarrassment and becomes a credential.

“Visibility is the only honest control. Everything else is a guess.”
— Doctrine



MEDIA EXTRACTS & PRESS RELEASE PACK
The  following  pack  is  designed  for  direct  insertion  into  trade  press  releases,  business-journal  commentary,  
capital-markets  briefings,  and  investor  newsletters.  Each  extract  is  engineered  for  stand-alone  use  without  
context loss.

30-Word Press Release Lead
FOR IMMEDIATE RELEASE

Kieran Upadrasta — Cyber Security Programme Lead, Principal AI Architect, Fractional CISO and 
Professor of Practice at Schiphol University — releases definitive doctrine on Shadow AI, Shadow SaaS, 
Shadow Egress.

60-Word Executive Quote
QUOTE — KIERAN UPADRASTA, SCHIPHOL UNIVERSITY

"The riskiest data channel is the one the enterprise forgot it allowed. The enterprises that have 
internalised this are already operating on a different commercial curve. Doctrine is no longer optional 
— it is the precondition of trading above the trust line in regulated markets." — Kieran Upadrasta, 
Cyber Security Programme Lead, Principal AI Architect, Fractional CISO, Professor of Practice — 
Schiphol University.

Three Stat Pulls (Benzinga / Yahoo Finance Format)
MARKET STAT

40–60% — typical procurement cycle compression achieved by enterprises operating the Shadow AI, 
Shadow SaaS, Shadow Egress doctrine to maturity (Source: field engagement evidence, SOC20 Doctrine 
Series).

MARKET STAT

1.0–1.4 — standard deviations of pricing power retained by doctrine-mature enterprises vs. peer index 
in regulated procurement.

MARKET STAT

USD billions — projected displaced procurement value captured by top-decile enterprises across the 
doctrine-addressable market by 2030.



Tweet-Length Hook (280 chars)
SOCIAL

The riskiest data channel is the one the enterprise forgot it allowed. The doctrine is built — by board 
direction, executive architecture, and operational evidence — before the next strategic deal. — Kieran 
Upadrasta, SOC20 Doctrine Series Vol. II, Paper 06. #cybersecurity #boardgovernance #DORA



GLOSSARY OF DOCTRINE TERMS
The  following  terms  are  defined  for  the  purposes  of  this  paper  and  the  SOC20  Doctrine  Series,  Volume II. 
Definitions are precise to enable regulator and procurement consumption.

TERM DEFINITION

Doctrine A continuous operating discipline that translates control evidence into 
commercial leverage; distinct from policy or compliance.

Trust Ledger A continuously updated, reconcilable evidence graph that 
procurement, regulators, and acquirers can read as commercial proof.

Custody Substrate The integrated classification, labelling, retention, and audit fabric that 
establishes provable data custody.

Channel Parity The state in which every data movement channel — endpoint, 
browser, email, SaaS, AI, removable, external — operates under 
equivalent DLP and audit coverage.

Evidence Graph The unified, time-stamped record of controls, incidents, containment, 
and outcomes that exports as a single commercial artefact.

Credentialled Tier The procurement classification reserved for vendors whose evidence 
is reviewed, accepted, and filed before commercial discussion begins.

Explanation Cost The commercial discount paid by vendors whose evidence requires 
reviewer iteration before acceptance.

Doctrine Maturity Index A 0–100 scale measuring enterprise maturity against the five doctrine 
pillars defined in this paper.

Forward-Looking Statement A projection of commercial or market outcomes attributable to 
doctrine adoption over a defined horizon.

Reconcilable Evidence Evidence formatted with a named owner, regulatory citation, and 
currency stamp such that a regulator or buyer can verify on first 
contact.

M&A Clean Room The continuously maintained evidence packet that enables defensible 
diligence without per-deal reconstruction.

Premium Index The measurable commercial uplift attributable to doctrine — typically 
expressed in cycle compression, pricing power, and renewal 
economics.
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SIGNATURE DIAGRAM — PAPER 06

Figure SIG-06. Paper-unique signature diagram exclusive to the Shadow AI, Shadow SaaS, Shadow Egress doctrine 
— engineered to be standalone-readable in procurement, regulator, and board contexts.



DEPLOYABLE TEMPLATE — SHADOW SANCTION 
DECISION MATRIX
The  following  artefact  is  engineered  for  direct  deployment.  It  is  procurement-grade,  board-readable,  and 
regulator-defensible by design. Lift, sign, deploy.

REF ELEMENT SPECIFICATION

Class A High Utility / High Risk Sanction into controlled estate with 
full DLP + audit

Class B High Utility / Medium Risk Sanction with classification-aware 
guardrails

Class C Medium Utility / High Risk Deprecate; provide sanctioned 
alternative

Class D Medium Utility / Low Risk Allow with monitoring; quarterly 
review

Class E Low Utility / Any Risk Block at boundary; document 
decision

AI-Class Public AI Surfaces Block for regulated data; route to 
enterprise tenant

Egress-Class Personal Storage Block sync; provide enterprise 
alternative

Review Quarterly inventory refresh 30-day discovery currency cadence

DEPLOYMENT STATEMENT

This template is the procurement-grade, board-deployable artefact specific to Paper 06. It is 
engineered to be lifted from this document and used in the regulated enterprise without re-keying or 
translation.



ATTRIBUTED BENCHMARK — SHADOW CHANNEL RISK 
WEIGHTING
The following benchmark is independently attributed to publicly-cited sources or anonymised SOC20 Doctrine 
field engagements. Each row carries a named provenance — the doctrine is engineered to be testable against the 
cited source.

DIMENSION FINDING RECONCILED TO EVIDENCE

Shadow AI Risk 9.2/10 Probability of regulated-
data disclosure

EU AI Act + GDPR

Shadow SaaS Risk 7.4/10 Probability of 
uncontrolled processor 
relationship

GDPR Art. 28

Shadow Egress Risk 8.1/10 Probability of bulk data 
movement

SEC Cyber Rule + NIS2

Personal Devices Risk 6.8/10 BYOD without 
classification awareness

GDPR Art. 32

Browser Plugins Risk 7.2/10 Browser-side data 
interception

ISO 27002 5.15

BENCHMARK PROVENANCE

All cited sources are publicly available or reflect anonymised SOC20 Doctrine field-engagement 
composites. Where engagement count is given, the doctrine declares the sample size to permit 
independent verification.



EVIDENCE PACK — SHADOW CHANNEL DISCOVERY 
MATRIX — SAMPLE QUARTER
This  is  a  paper-specific,  deployable  evidence  artefact  engineered  for  procurement,  regulator,  and  acquirer  
audiences. Each row is the format of a real evidence export — not narrative, not aspirational. Lift directly into a 
procurement dossier or regulator response without translation.

FIELD EVIDENCE EXTRACT

Shadow AI 9 surfaces discovered → 3 sanctioned, 4 blocked, 2 deprecated

Shadow SaaS 27 surfaces discovered → 12 sanctioned, 9 blocked, 6 deprecated

Shadow Browser Plugin estate scanned: 142 plugins; 18 high-risk removed

Shadow Personal Cloud Identified across 412 endpoints; sync blocked

Shadow Email External forwarding rules: 8 found, 8 removed

Shadow Device BYOD inventory: 1,247 devices; 96% with classification awareness

Discovery Cadence Continuous; 30-day refresh

Disposition Currency 100% disposition logged with named owner

EVIDENCE PROVENANCE

Anonymised composite drawn from SOC20 field engagement evidence. Field structure is procurement-
grade and procurement-portable. Real-world equivalents are produced as continuous outputs of the 
doctrine, not as bespoke per-deal collateral.


