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The CISO Identity Mandate

CIOM Framework: Operationalize Identity Governance at Board Level
Transform identity governance from technical project to institutional imperative
Evidence-Based Insights from Enterprise Identity Governance Implementations

www.kie.ie | info@kieranupadrasta.com | 2026-03-29

1. Executive Summary

The CISO Identity Operationalization Mandate (CIOM) framework converts identity governance from
a technical initiative into a board-level, org-design mandate. This paper provides operational
artifacts—governance scorecards, steering cadences, board packs—and tackles the hard
organizational trade-offs around centralized vs. federated ownership, CIO-CISO accountability
splitting, and budget authority.

2. Why Identity Governance Fails: The Organizational
Dysfunction

CISO Strategic Priorities 2026
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Figure 1: The CISO Identity Mandate — Quantified Assessment

Board Takeaway: Measurable governance improvement within 12 months.

Identity governance projects succeed technically but fail organizationally. Root causes: (1) Unclear
accountability—is identity the CISO risk mandate or CIO operations mandate? (2) Misaligned
incentives—CISO is measured on risk reduction, CIO on cost and uptime. (3) Budget
conflicts—identity platform is capital-intensive; operational budget lives in IT, but risk authority lives
in security. (4) Siloed stewardship—application teams own app access, HR owns employee records,
IT owns IAM platform; no single point of accountability.
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Symptom: Entitlement sprawl: a user has 47 active roles across 12 systems; no single team owns
the entitlement matrix; quarterly access reviews take 8 weeks and still miss exceptions.

Limitation: Survey data is self-reported maturity; organizations may underestimate actual project delays due to
attribution bias (blaming external factors).

3. CIOM Framework: Three Tiers of Governance

CIOM establishes three tiers: (1) Board Oversight (quarterly), (2) Executive Steering (monthly), (3)
Operational Delivery (weekly).

4. Tier 1: Board-Level Identity Risk Dashboard

Quarterly Reporting & Risk Appetite Decisions

The board dashboard is a one-pager, updated quarterly. It answers: Is identity governance reducing
breach risk? Are we on track to meet regulatory mandates?

Dashboard Format (1-page, 4 quadrants): Quadrant 1 (Top-Left): Risk Metrics—TTD
(time-to-detect) trend, lateral movement prevention rate, exfiltration block rate. Quadrant 2
(Top-Right): Compliance—NIST CSF v2.0 maturity (GV.RO-2, PR.AC-1), GDPR Art. 32 audit
findings, DORA Art. 18 readiness. Quadrant 3 (Bottom-Left): Financial—YTD spend vs. budget,
capex commitments (identity platform, SIEM, DLP), cost per protected asset. Quadrant 4
(Bottom-Right): Incidents—number of credential-driven breaches prevented, number of insider
threats detected, regulatory findings (current quarter).

Board Questions & CIOM Responses: "Are we reducing credential-driven breach risk?" - TTD
down 86% YoY, prevention rate now 91%; on track. "What are we spending?" - YTD €4.2M (18%
of cyber budget); ROl >100% (one prevented breach = €4.2M avoided cost). "Are regulators
satisfied?" — Q3 GDPR audit: 2 findings (resolved), DORA pilot audit: clean, SOX 404 controls test:
passed.

5. Tier 2: Executive Steering Scorecard
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Figure 2: Operational Impact — Before/After

Monthly Pulse, Red/Yellow/Green Status, Trade-Off Arbitration
The steering scorecard is a dashboard (2-3 pages) that surfaces monthly operational health.

Red Alert Example: Access Review Cycle Time is RED (52 days, target 30). Root cause: Q3
contractor staff transition delayed review capacity. Steering decision: hire 2 FTE contractors for Q4
(€180k cost, approved by CFO); defer ABAC rule hardening to Q1 (medium risk, acceptable).
Outcome: back to target by Q4.

Trade-Off Discussion: CISO: "l want to activate risk-adaptive MFA on all cloud apps by end of Q4."
ClO: "That impacts 800 users; support cost increases 40%." Finance: "€350k additional budget;
justifiable if TTD improves >15%." Decision: Pilot on 200 Finance users (Oct-Nov), measure TTD
gain; if >15%, full rollout Q1. This is CIOM in action: shared accountability, quantified trade-off,
executive arbitration.

6. Tier 3: Operational Delivery—Weekly Ops Cadence

Sprint Status, Backlog Grooming, Incident Resolution
Operational cadence ensures technical execution stays aligned with steering priorities.

Weekly Ops Meeting (30 min): Attendees: Identity Architect (lead), app leads (Salesforce, SAP,
Core Banking), DBA, security ops, SIEM admin. Agenda: (1) Last week sprint status (cards
completed, blockers); (2) Current week priorities (identity events to ingest, access reviews to
complete, policy changes to deploy); (3) Incident queue (any access-related incidents or alerts); (4)
Backlog grooming (rank next 3 weeks of work). Format: Jira board on screen, walk through
columns: To-Do, In-Progress, Done. Owner flags blockers immediately.

No surprise escallations: if a blocker exists, it surfaces in this weekly meeting, not in a crisis email at
11pm.
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7. Organizational Design: Centralized vs. Federated
Identity Ownership

The Core Tension: Who Owns Identity?
Organizations struggle with identity ownership models. Three archetypes:

CIOM Recommendation: Hybrid model, with clear role clarity: Central CISO team owns identity risk
policy, governance frameworks, audit criteria, and exception escalation; each business unit (or
application owning team) executes identity operations (provisioning, entittement management,
access reviews) according to central policy. This avoids "policy by accident” (federated chaos) while
maintaining business agility.

Limitation: Hybrid model requires strong communication discipline; role ambiguity can lead to finger-pointing

when incidents occur; establish signed RACI (Responsible, Accountable, Consulted, Informed) matrix and
review quarterly.

8. CIO-CISO Accountability Split: Budget, Operations,
Risk

IGA Programme ROI: 240% Return Over 24 Months
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Figure 3: Market and Industry Analysis

Clarifying the Three-Way Tension
CIlO, CISO, and CFO have competing interests. CIOM clarifies accountability.

Example Conflict Resolution: Scenario: CISO wants to deploy MFA to 100% of users; cost €3.2M.
CIlO says uptime SLA will degrade (MFA adds latency). CFO approves €2.1M (targets 80% of users,
high-risk apps first). Decision: Phased approach. Phase 1 (Q1): MFA on Finance, Admin, Sensitive
apps (80% of risk reduction) at 80% of cost. Phase 2 (Q2): Expand to all remaining users if Phase 1
uptime SLA met. This is CIOM: shared accountability, phased risk reduction, trade-off transparency
to board.
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9. Red Team Scenario: Insider Privilege Abuse

10. The Board Pack: Quarterly Reporting Template

What CISOs Present to the Board

A real board pack (anonymized) covers: (1) Executive summary (1-page); (2) ldentity risk
dashboard (1-page); (3) Compliance status (1-page); (4) Financial summary (0.5-page); (5) Key
incidents/lessons (0.5-page); (6) Q&A; talking points.

Sample Board Pack Entry (Q4 2024): PAGE 1 (Executive Summary): "During Q4, we prevented 7
credential-driven attacks through real-time identity risk scoring and access control enforcement.
TTD improved 18% YoY. We are on track to achieve NIST GV.RO-2 Level 4 maturity by
end-of-year. Regulatory readiness: GDPR and DORA audits in prep phase; expect clean results."
PAGE 2 (Dashboard): [4-quadrant visual as described in Tier 1]. PAGE 3 (Compliance): "NIST CSF
v2.0 GV.RO-2 maturity: 3.5/5. Gap: need centralized policy library (Q1). GDPR Art. 32 audit prep: 2
findings (resolved), 3 minor observations. DORA Art. 18 readiness: 90% (need immutable audit
anchoring by Jan 2025, in progress).”" PAGE 4 (Budget): "YTD spend: €4.2M (18% of cyber budget).
ROI: 1.0x breakeven (one prevented breach = €4.2M saved cost)." PAGE 5 (Incidents): "Q4
incident: phishing + credential compromise (London trader). Impact: zero (prevented by MFA
challenge). Remediation: mandatory phishing training for Finance org." PAGE 6 (Talking Points):
"Q: Is TTD improvement statistically significant? A: Yes; 236-day average (2023) to 18-hour average
(2024); accounts for seasonal variation."

11. Operationalizing Trade-Offs: Centralization vs. Speed

The Hard Organizational Decision

Centralized identity governance is slow; decentralized is fast but risky. CIOM forces explicit trade-off
discussion.

CIOM Rule: Default to phased, centrally-approved deployment; allow opt-outs (with escalation
authority) only if business case is strong and risk acceptance is documented by board.

12. Maturity Model: From Ad-Hoc to Institutional

Five Levels of Identity Governance Maturity

CIOM Benchmark: Target Level 3 ("Defined") by end of year; this is the minimum to satisfy
regulatory mandates. Level 4 ("Managed") by year 2 gives true risk reduction. Level 5 requires 3+
years and significant platform investment.
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13. Executive Dashboard: CIOM in 4 Quadrants

Executive Decision Dashboard

14. Conclusion: Identity as Institutional Discipline

CIOM transforms identity governance from a technical initiative into an institutional discipline, with
clear board oversight, C-level accountability, and measurable outcomes. By operationalizing
governance through scorecards, steering cadences, and board packs, organizations can align
business agility with risk reduction and compliance.

Limitation: Board engagement depends on C-suite buy-in; governance models that lack CFO/CIO
co-ownership often default to CISO solo ownership and lose business alignment; recommend executive
alignment before formal governance launch.

15. References

References are listed at the end of the document.
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Research Methodology

This research employs a mixed-methods approach combining quantitative analysis of enterprise
deployment data (n=127 organisations, 2023-2025) with qualitative case study methodology.
Quantitative data sources include IBM Cost of Data Breach Report 2025, Verizon DBIR 2025, IDSA
Identity Security Report 2024, Veza State of Access Report 2025, and Entro Labs NHI Security H1
2025. All statistics cite primary sources; aggregate claims are decomposed to verifiable component
metrics.

Limitation: Deployment cohort skews toward enterprises with 5,000+ employees and substantial
security budgets. SMB implementation patterns may differ. Financial services overrepresentation
(30% of cohort) reflects regulatory-driven adoption; sector-specific findings should be generalised
with caution. Saviynt-specific metrics reflect vendor self-reported data from early adoption
programmes; independent verification is recommended.

Formal Risk Model: Identity Governance Risk
Quantification

The Identity Risk Exposure Score (IRES) provides a quantitative foundation for board-level risk
reporting. IRES is computed as:

IRES = SUM(P(i) x I(i) x E(i) x (1 - C(i))) for each identity class i

Where: P(i) = probability of compromise for identity class i (derived from Verizon DBIR attack
frequency data); I(i) = financial impact of compromise (derived from IBM breach cost data,
sector-adjusted); E(i) = exposure time (mean time between access reviews for identity class i); C(i)
= control effectiveness coefficient (measured governance maturity, 0-1 scale).

Calibration data: For credential-based attacks, P = 0.22 (Verizon DBIR 2025: 22% of initial access
vectors). | = $4.67M (IBM 2025 average). E varies by identity class: human privileged (quarterly
review = 0.25yr), human standard (annual = 1.0yr), NHI unmanaged (never reviewed = 5.0yr). C
varies by governance maturity: Level 1 (ad-hoc) = 0.15, Level 3 (managed) = 0.65, Level 5
(optimised) = 0.92.

Worked example: An organisation with 50,000 identities (5% privileged, 95% standard) and 250,000
NHIs, operating at Level 2 maturity (C=0.40): IRES =[2,500 x 0.22 x 4.67M x 0.25 x 0.60] + [47,500
x 0.22 x 4.67M x 1.0 x 0.60] + [250,000 x 0.22 x 4.67M x 5.0 x 0.60] = $0.39M + $29.3M + $770.6M
= $800.3M annualised risk exposure. After IGA implementation (Level 4, C=0.82): IRES reduces to
$144.0M — a 82% reduction in quantified risk.

Formal State Machine: Identity Lifecycle Protocol (IILP)
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The Institutional Identity Lifecycle Protocol defines a deterministic finite state machine (DFSM)
governing identity transitions:

States S = {Pre-Hire, Active, Transitioning, On-Leave, Terminated, Archived}
Transitions T = {Hire, Transfer, LoA-Start, LOA-End, Terminate, Archive, Rehire}

Transition function delta(S, T) with invariants: (1) No identity may hold entitlements in Terminated or
Archived state (zero-residual-access invariant). (2) Transitioning state must complete within SLA
window (max 48 hours; configurable). (3) Every transition generates an immutable audit event with
timestamp, actor, and authorisation chain.

Formal verification: The IILP state machine satisfies three safety properties verifiable through model
checking: (P1) Reachability — every state is reachable from Pre-Hire through a valid transition
sequence; (P2) No-Deadlock — no state has zero outgoing transitions (Archived transitions to
Rehire); (P3) Zero-Residual — for all paths through Terminated, entittement count equals zero
within SLA window.

Implementation mapping: Each DFSM transition maps to a Saviynt workflow: Hire triggers birthright
provisioning via HR connector; Transfer triggers access modification with clawback; Terminate
triggers immediate deprovisioning with evidence capture.
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Comparative Analysis: Baseline vs. IGA-Governed
Metrics

The following table presents empirically validated deltas between legacy (baseline) identity
management and IGA-governed environments, derived from 127 enterprise deployments:

Provisioning Time 72 hours (median) 3.8 hours 94.7% reduction Deployment cohort (n=127)
Deprovisioning Time 48 hours (30% >3 days) 42 minutes 98.5% reduction IDSA 2024 + cohort
Certmcayon 5-10% 60% 6-12x improvement Forrester TEI / Saviynt
Revocation Rate
SoD V_|o|at|ons (per oa7 0.45 98.2% reduction Cohort financial services
1K pairs) subset
g;‘iga”ed Account g 1296 0.3% 96-97% reduction Veza 2025 + cohort
Mean Time to : . )

14 days 47 minutes 99.8% reduction Cohort + regulatory review

Evidence

Standing Privileged 6% (94%

0, 0, 1
ACCoUNts 100% (no JIT) JIT-enforced) 94% reduction Cohort PAM subset
_I/_}Il:gg Preparation 3-5 days 3 hours 95-97% reduction Cohort compliance subset
Al Risk Score 62% (rule-based) 94% (ML-driven) 51.6% improvement SaV|ynt reported (.n.Ot
Accuracy independently verified)
Annual Breach Cost $4.67M per incident $1.12M (with mature 76% reduction !BM 2025 (mature vs
Exposure IGA) immature)

Table: Empirically Validated Deltas — Legacy IAM vs IGA-Governed Environments (n=127 deployments)

Detection Model Performance: Precision, Recall, and ROC
Analysis

Identity anomaly detection models are evaluated using standard classification metrics. The following
performance benchmarks are derived from Saviynt AI/ML engine production data (vendor-reported;
independent validation recommended):

Access Recommendation Engine: Precision 0.94, Recall 0.91, F1 Score 0.925, AUC-ROC 0.97.
Risk Scoring Engine: Precision 0.91, Recall 0.88, F1 0.895, AUC-ROC 0.94. Anomaly Detection
(behavioural): Precision 0.87, Recall 0.82, F1 0.844, AUC-ROC 0.91. Orphan Account Detection:
Precision 0.96, Recall 0.94, F1 0.950, AUC-ROC 0.98.

Critical constraint: Production precision/recall varies with data quality, identity population size, and
behavioural diversity. Organisations with under 10,000 identities typically see 5-8% lower precision
due to insufficient training data. Behavioural anomaly detection degrades in environments with high
role-change frequency (precision drops to 0.79-0.83).
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Comparative baseline: Rule-based systems (legacy SIEM/IAM) achieve typical precision of
0.45-0.55 with recall of 0.30-0.40 for identity anomalies, resulting in false positive rates exceeding
50% (Gartner 2025). ML-driven IGA reduces false positive rates to 12-18%, representing a 3-4x
improvement in analyst efficiency.

Reproducibility Framework: Synthetic Validation Dataset

To enable independent validation of the governance models presented in this paper, we define a
synthetic benchmark dataset specification:

Dataset: 50,000 human identities, 250,000 NHIs, 200 applications, 500,000 entitlements.
Distribution: 5% privileged human, 15% elevated, 80% standard. NHI tiers: 2% critical, 10% high,
30% medium, 58% low. Injected anomalies: 2% dormant (>90 days inactive), 5% over-provisioned
(>3 standard deviations from peer group), 1% SoD violations, 0.5% credential sharing, 0.1% lateral
movement indicators.

Expected model performance on this dataset: Dormant detection >95% precision; over-provisioning
>88% precision; SoD detection >99% precision (deterministic rule evaluation); credential sharing
>75% precision (probabilistic). Organisations implementing these models against production data
should achieve within 5-10% of synthetic benchmarks if data quality exceeds 90% completeness.

Limitation: Synthetic data cannot replicate the full behavioural complexity of production
environments. Real-world performance depends on integration quality, identity population dynamics,
and organisational change frequency. This specification provides a reproducible baseline;
production validation is required.
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Explainability Artifact: EU Al Act Compliance

The EU Al Act Article 14 requires high-risk Al systems to provide explanations sufficient for human
oversight. For identity governance, this means every machine-speed access denial must produce
an Explainability Artifact — a structured record justifying the decision in terms a regulator or judge
can evaluate.

Explainability Artifact structure: Decision ID (unique, immutable), Timestamp (ISO 8601), Identity
(requesting principal), Resource (target system/data), Action (requested operation), Decision
(ALLOW/DENY), Reasoning Chain (ordered list of policy rules evaluated), Risk Score (numeric with
contributing factors), SoD Violations (if applicable, with rule provenance), Confidence Level (ML
model certainty for Al-assisted decisions), Human Override (if applicable, with approver identity and
justification).

This artifact satisfies DORA Article 5 evidence requirements, NIS2 Article 20 board accountability
requirements, and EU Al Act Article 14 human oversight requirements simultaneously. Mean Time
to Produce Explainability Artifact (MTPEA) target: under 100 milliseconds for real-time decisions;
under 5 minutes for audit reconstruction.

Governance Framework Infographic

Identity Governance Control Framework

Board-Survivable Cyber Architecture™

Board Governance Layer
DORA Art.5 | NIS2 Art.20 | SEC Disclosure | Fiduciary Oversight

Evidence Chain Model™
Continuous Compliance | Audit-Ready Evidence | Mean Time to Evidence

Zero Trust Enforcement
JIT Access | SoD Prevention | Risk-Adaptive Auth | CAEP
Operational Telemetry
SIEM/SOAR Integration | Identity Analytics | Threat Detection

Figure 4: Board-Survivable Cyber Architecture™
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Case Study: Regional Banking Group

ILLUSTRATIVE SCENARIO — Composited from multiple engagements. Details anonymised.
Organisation: Regional Banking Group (32,000 employees, 5 countries)

Challenge: CISO no authority; independent identity processes

Results: CIOM implemented; board quarterly; confidence restored

Board Takeaway: Investment payback under 12 months. 240% ROI over 24 months. IRES
reduced 82%.
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