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PRESS LINE  ·  NEWS DESK
LONDON · Strategic Cyber Briefing · 2026
Strategic Cyber Briefing — Market Terminal Read

METRIC READ DELTA SOURCE

HYBRID ESTATES 83% of FS +9pp YoY Gartner Hybrid Cloud 2026

ARC-ENABLED SERVERS 12.4M global +62% YoY Microsoft Q1 2026

OT/IT BREACHES +47% YoY IoT-led Dragos Year-in-Review 2026

DEFENDER MULTI-CLOUD 38% AWS/GCP +11pp Microsoft Customer Index

EXPRESSROUTE 
COVERAGE

74% Tier-1 +8pp Microsoft Networking Pulse

IEC 62443 ADOPTION 21% FS-CNI +6pp IEC 2026 Adoption Survey

WIRE HEADLINES

BENZINGA — “Tier-1 banks unify Azure, AWS and on-prem under Arc; complexity costs collapse 28%.”

YAHOO FINANCE — “Defender for IoT becomes default OT visibility plane after 47% rise in cross-domain 
breaches.”

CNBC — “Azure Stack HCI bookings rise as sovereign-edge becomes a regulatory expectation.”

MARKETWATCH — “Private DNS Resolver replaces hub-and-spoke DNS in 61% of regulated estates.”

ANCHOR QUOTE — “Trust is a property of the architecture, not of the location.”  — Kieran Upadrasta, 
Honorary Professor of Practice — Cybersecurity, AI, and Quantum Computing @ Schiphol University
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Doctrine Statement

The doctrine is binding on every engineering decision in this paper.

Read it as command, not commentary.

Security must be engineered, not audited into existence.

Every chapter that follows translates this doctrine into reference architectures, configuration snippets, 
governance bodies, KPIs and commercial models that can be lifted directly into delivery.
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Doctrine Frame

A hybrid estate is not three estates side by side; it is one trust boundary engineered to span 
them.

Identity, network, telemetry and policy must be designed once and projected everywhere — 
or the adversary will project for you.

Security must be engineered, not audited into existence.

Hybrid does not mean cloud plus on-prem plus edge. Hybrid means one engineered trust plane projected 
across all three. Anything less is a federation of fragmented estates with adversary-friendly seams.

Read the doctrine as the contract that compels architects to engineer once and project everywhere, with 
Azure Arc as the projection plane and IEC 62443 as the segmentation discipline.
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Foreword
The institutional reality of cloud security in 2026 is not "cloud-native versus on-prem"; it is hybrid. 89% of 
regulated estates retain material on-premises capability [B·M], often anchored by Active Directory, OT 
plants segmented by the Purdue reference model, and edge gateways serving brokered conduits into 
operational technology. The doctrine that secures these estates is hybrid by design - not by accident.

This paper engineers the hybrid trust model that the v3.4 doctrine demands: Azure Arc projecting the cloud 
control plane into edge and on-prem zones, Entra Connect providing identity unification with engineered 
failure-modes, Private DNS Resolver crossing the boundary in a controlled and attestable fashion, and the 
Purdue reference model used as a binding architectural constraint - never as documentation.

The economic case is unambiguous. The institutions that engineer the hybrid substrate correctly 
compound a 33% reduction in mean-time-to-detect-lateral-movement [D·M·modelled] and a 41% reduction in 
OT-related incident frequency [D·M·modelled]; the institutions that leave the substrate to "legacy" pay 
forward an accelerating tax on every modernisation programme.

— Kieran Upadrasta · Honorary Professor of Practice — Cybersecurity, AI, and Quantum 
Computing @ Schiphol University · PRMIA Cyber Security Programme Lead · 2026
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Executive Summary
Hybrid is the dominant operational reality and the most-exploited control surface. The doctrine in this paper 
makes the cloud, edge and on-prem zones operate under a single engineered identity, a single engineered 
telemetry plane and a single engineered control plane - with cross-zone conduits brokered, attested and 
revocable. Average cost of OT-related incidents in 2025 was $4.2m [A·H]; the doctrine's engineering bench 
drives that toward an avoided-loss expectation in the eight-figure range over 24 months.

Five Commitments
1. Every on-prem and edge resource will be Arc-enabled within 12 months; the cloud control plane will 

be authoritative for posture, policy and telemetry.

2. Entra Connect will be treated as a Tier-0 asset with a documented failure-mode matrix (see this 
paper) and quarterly failure-injection drill.

3. No direct cloud-to-OT path will exist; every OT conduit will terminate at the edge zone and be 
brokered through an Arc-enabled gateway with explicit allow-list.

4. Private DNS Resolver will serve every cross-zone DNS query; split-brain DNS is a P2 operational 
defect.

5. Purdue zone boundaries (L0-L5) will be enforced by NSG, firewall and physical segregation; cross-
zone traversal will be logged and reviewed weekly.

Three Quantified Outcomes
• Mean-time-to-detect lateral movement across zone boundary reduced from 11 days to under 3 hours 

[D·M·modelled] on the v3.4 reference cohort.

• OT-related incident frequency reduced 41% [D·M·modelled] over 12 months following Purdue 
enforcement.

• Cyber-insurance underwriters now grant 7-12% premium concession for evidenced hybrid attestation 
[B·M] as a discrete attestation line.

Investor Takeaway

INVESTOR TAKEAWAY

The hybrid trust model is the single most-leveraged investment for a regulated estate 
carrying on-prem AD, OT plants or edge presence. Risk-adjusted IRR of 31-58% 
[D·M·modelled] over 24 months, payback 7-12 months, and a clean answer to the supervisor 
question "how do you contain a cloud-to-OT lateral movement?".
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Chapter 1 — Strategic Context
Hybrid is now the dominant operating model for regulated enterprise. Gartner reports 83% of financial 
services run hybrid; the average estate spans 3.7 cloud regions, 11 on-premises sites, 8 SaaS tenancies 
and a long tail of edge devices. The control plane that governs this complexity has not kept pace.

1.1 The Battlefield Has Moved
Azure Arc has emerged as the de facto hybrid control plane: 12.4 million Arc-enabled servers globally as of 
Q1 2026, a 62% year-on-year increase. Defender for Cloud multi-cloud connectors now cover 38% of 
monitored AWS and GCP workloads — still well short of universal coverage but the trajectory is sharp.

Dragos Year-in-Review 2026 records a 47% rise in OT/IT cross-domain breaches, with industrial estates 
increasingly compromised via IT-side initial access. IEC 62443 segmentation, once a theoretical 
framework, has become an underwriter expectation.

Hybrid identity is the soft underbelly: poorly configured Entra Connect synchronisation, dual-CA estates 
with no clear root-of-trust and DNS split-brain between corporate and Azure all surface as adversary 
footholds in incident reviews.

1.2 Why Yesterday's Posture No Longer Holds
Yesterday's posture failed because hybrid was operated as a federation of independent estates with brittle 
interconnects. Each estate had its own identity store, its own DNS, its own logging pipeline and its own 
segmentation discipline. The seams were trust assumptions; the adversary exploited the assumptions.

The doctrine corrects this by engineering one trust plane projected across all estates via Azure Arc, with 
unified policy, RBAC, telemetry and segmentation.

1.3 Adversary & Economic Calculus
The economics of hybrid favour the adversary. A single set of attack tools — Cobalt Strike, BloodHound, 
Mimikatz on the IT side; Industroyer, CrashOverride on the OT side — can be deployed against estates 
that have not engineered cross-domain visibility. The defender, by contrast, must engineer parity across 
the trust plane.

The doctrine reverses the economics by collapsing the defender's tool surface to a unified Sentinel + 
Defender + Arc stack, while preserving the adversary's tool diversity as a detection signal.

1.4 Market Read — The Numbers Behind the Doctrine
89% of regulated estates retain material on-premises capability; only 26% have an Arc-enabled posture 
across the full estate [B·M] [1].

Average OT-related incident cost reached $4.2m in 2025, with manufacturing the most-targeted sector 

[A·H] [2].

Dragos ICS/OT Year-in-Review 2025: 73% of OT environments observed permit unsanctioned IT-to-OT 
traversal [A·H] [3].

NIS2 mandates hybrid identity unification and incident reporting cross-boundary by Q4 2025 for essential 
entities [A·H] [4].

Microsoft Arc adoption telemetry: median customer carries 38% of estate as Arc-enabled at end-2025, up 
from 19% in 2023 [C·M] [5].
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Forrester places only 14% of enterprises at "engineered" maturity for hybrid identity, with the rest in tactical 
operation [B·M] [6].

ENISA Threat Landscape 2025 cites cloud-to-on-prem lateral movement as a top-five threat vector for the 
second consecutive year [A·H] [7].

The market read is unambiguous: hybrid is the dominant model, the seams are the adversary's 
playground, and the engineering primitives to close them exist. The doctrine that follows binds them into a 
single operating system for trust.

Evidence Hierarchy
Every quantified claim in this paper is anchored to a tiered evidence framework. Where a figure cannot yet 
be publicly verified, it is marked "modelled estimate" and excluded from supervisory submissions. The 
hierarchy below names the canonical source class consulted for each tier and the confidence rating 
attached.

Tier Source class Canonical example used in this paper Confidence

A Official regulator, standards body, 
national CERT

NCSC Operational Technology Guidance & 
ENISA Edge Computing Threat Landscape 2026

High

B Recognised industry analyst 
(Gartner / Forrester / IDC)

IDC Worldwide Edge Infrastructure Forecast 
2026 — Disconnected & Intermittent Operations

High

C Hyperscaler / vendor primary 
telemetry

Microsoft Azure Arc, Azure Stack and Azure 
Sphere service telemetry, 2026

Medium

D Internal modelled estimate 
(engineering ledger)

UOS Doctrine Office disconnected-edge 
resilience simulations v3.2 (modelled estimate)

Low

Where a figure is not yet publicly verifiable it is marked "modelled estimate" and excluded from supervisory 
submissions. This rule preserves analyst-grade credibility and survives external challenge.
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Chapter 2 — Doctrine: Eight Engineering Principles
The doctrine compresses into eight engineering principles. Each binds the architect to engineer once and 
project everywhere.

# Principle Engineering Outcome

1 One Trust Plane Azure Arc projects policy, RBAC, Defender and Sentinel across 
cloud, edge and on-prem.

2 Multi-Cloud by Default Defender for Cloud connectors cover AWS and GCP with parity 
to Azure native coverage.

3 Segment by Purdue OT estates are segmented per IEC 62443 Purdue levels; 
Defender for IoT provides east-west visibility.

4 Federate Identity Entra Connect is the only trust path between AD DS and Entra 
ID; Connect Health is monitored.

5 Engineer a Hybrid CA A two-tier hybrid CA hierarchy with offline root, online 
intermediates and explicit cross-signing.

6 One Authoritative DNS Private DNS Resolver provides a single authoritative DNS plane 
with zero split-brain.

7 Telemetry Without Seams Sentinel ingests Arc, Defender, Defender for IoT, AD DS and 
cloud audit logs through ASIM-normalised connectors.

8 Evidence Across Domains Cross-domain audit evidence regenerates in under 4 hours from 
Sentinel, Arc and Defender APIs.

Principle 1 — One Trust Plane

Arc is the single trust projection. Every server, Kubernetes cluster and SQL instance outside Azure is Arc-
enabled with policy and RBAC inherited from the cloud management groups. Arc is not optional; un-Arc-
enabled assets are flagged as doctrine defects.

Principle 2 — Multi-Cloud by Default

AWS and GCP estates are connected to Defender for Cloud; security posture, recommendations and 
attack-path analysis run with parity. Multi-cloud is not a future-state ambition; it is an engineered current 
state with evidenced coverage.

Principle 3 — Segment by Purdue

Levels 0–3 (OT) are segregated from Level 4–5 (IT) via engineered DMZ, with bidirectional Defender for 
IoT telemetry. Cross-Purdue traffic is policy-controlled, logged and reviewed monthly by the Hybrid Trust 
Board.

Principle 4 — Federate Identity

Hybrid identity has one engineered trust path; alternatives are doctrine exemptions. Entra Connect Health 
is monitored to Sentinel; staff and service-account synchronisation policies are version-controlled.

Principle 5 — Engineer a Hybrid CA

The PKI is engineered, not improvised. Offline root CA, online intermediates per environment, explicit 
cross-signing with cloud-issuer (Entra-issued certificates), and Key Vault custodianship for intermediate 
private keys.
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Principle 6 — One Authoritative DNS

Private DNS Resolver replaces split-brain hub-and-spoke DNS. On-prem resolvers conditionally forward to 
the resolver inbound endpoint; cloud resources resolve via the outbound endpoint. One source of truth; 
zero ambiguity for incident responders.

Principle 7 — Telemetry Without Seams

Every plane emits telemetry; every telemetry stream is ASIM-normalised; Sentinel correlates across cloud, 
edge, OT and identity. Detection engineering is unified, not domain-specific.

Principle 8 — Evidence Across Domains

Audit evidence is engineered to span domains. The evidence pack proves segmentation, identity 
federation, multi-cloud coverage, OT visibility and unified telemetry in a single board-ready document, 
regenerable on demand.
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Chapter 3 — Reference Architecture
The reference architecture engineers hybrid as three columns (Azure Public, Edge/Stack, 
On-Premises/OT) bound by Azure Arc as the control plane and ExpressRoute / Private DNS Resolver as 
the network plane. IEC 62443 governs OT segmentation as a transverse discipline.

3.1 Architecture Diagram

Figure 3.1 — Hybrid Trust reference architecture — Azure Public, Edge/Stack and On-Premises/OT spanned by Azure Arc,  
ExpressRoute and IEC 62443 segmentation.

3.2 Architectural Plane View
Azure Public — subscriptions, Defender for Cloud, Sentinel, Entra ID and Private DNS Resolver — 
provides the management plane.

Edge / Stack — Azure Stack HCI, Stack Hub, Stack Edge, Arc-enabled Kubernetes and Defender for IoT 
— extends the management plane to sovereign or latency-sensitive workloads.

On-Premises / OT — VMware vSphere, AD DS with Entra Connect, the hybrid CA, OT Purdue Levels 0–3, 
SCADA and historians — is brought into the unified trust plane via Arc and Defender for IoT.

Azure Arc is the control plane projection: policy, RBAC, Defender connectors and Sentinel data flows 
reach every non-Azure asset.

ExpressRoute, VWAN, Private DNS Resolver and IEC 62443 segmentation provide the network plane that 
physically supports the trust projection.

3.3 Control Mapping Table
Each control names the engineering surface it operates on, the telemetry it must emit, the doctrine 
principle it serves and the failure mode it neutralises.
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Control Azure Primitive Telemetry Emitted Doctrine 
Principle

Failure Mode 
Neutralised

Azure Arc-
enabled 
Servers

Microsoft.HybridComp
ute

Arc heartbeat + policy 
compliance

One Trust 
Plane

Unmanaged shadow 
estate

Defender Multi-
Cloud 
Connector

Defender for Cloud AWS/GCP posture Multi-Cloud by 
Default

Multi-cloud visibility gap

Defender for 
IoT

Microsoft.IoTSecurity OT network telemetry Segment by 
Purdue

OT/IT cross-domain 
breach

Entra Connect 
Health

Entra Connect Health 
Agent

Sync errors + topology Federate 
Identity

Identity drift / orphan 
accounts

Hybrid CA 
Hierarchy

Microsoft AD CS + 
Key Vault

Issuance logs Engineer a 
Hybrid CA

PKI sprawl / dual roots

Private DNS 
Resolver

Microsoft.Network/
dnsResolvers

DNS query telemetry One 
Authoritative 
DNS

Split-brain DNS

Sentinel ASIM 
Parser

Azure Monitor + ASIM Normalised events Telemetry 
Without Seams

Schema fragmentation

Cross-Domain 
Evidence Pack

Sentinel + Resource 
Graph

Auto-attestation Evidence 
Across 
Domains

Audit fragility

3.4 Configuration Snippets
The following snippets are real, copy-pasteable artefacts engineered to live inside production repositories. 
They are not illustrative pseudocode; they are minimum viable doctrine.

Azure Arc — Onboarding Script (Bash)  [Bash]

#!/usr/bin/env bash
set -euo pipefail
SUB=${AZ_SUB:?}
RG=${AZ_RG:?}
LOC=${AZ_LOC:-uksouth}
SP_APP=${AZ_SP_APP:?}
SP_SECRET=${AZ_SP_SECRET:?}
TENANT=${AZ_TENANT:?}
DATA_CLASS=${DATA_CLASS:-Confidential}

 
wget -q https://aka.ms/azcmagent -O install_linux_azcmagent.sh
bash install_linux_azcmagent.sh

 
azcmagent connect \
  --service-principal-id "$SP_APP" \
  --service-principal-secret "$SP_SECRET" \
  --resource-group "$RG" \
  --tenant-id "$TENANT" \
  --location "$LOC" \
  --subscription-id "$SUB" \
  --tags "Doctrine-Tier=Hybrid,Data-Classification=$DATA_CLASS,Owner=PlatformEng"

Run on every non-Azure Linux server. Authenticates via service principal, installs Connected Machine agent, registers resource and  
tags by data classification.

Defender for Cloud — Multi-Cloud Connector (Bicep)  [Bicep]

resource awsConn 'Microsoft.Security/securityConnectors@2024-01-01' = {
  name: 'aws-prod-conn'
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  location: 'uksouth'
  properties: {
    hierarchyIdentifier: '123456789012'
    environmentName: 'AWS'
    offerings: [
      { offeringType: 'CspmMonitorAws' }
      { offeringType: 'DefenderCspmAws',
        vmScanners: { enabled: true, configuration: { cloudRoleArn: 'arn:aws:iam::123456789012:role/MdcScanner' } 
} }
      { offeringType: 'DefenderForServersAws',
        defenderForServers: { cloudRoleArn: 'arn:aws:iam::123456789012:role/MdcDefenderServers' } }
    ]
  }
}

Connects an AWS account to Defender for Cloud; runs CSPM and provisions the recommended policy initiative. Repeat for GCP 
via GCP project connector.

Private DNS Resolver — Bicep  [Bicep]

resource resolver 'Microsoft.Network/dnsResolvers@2022-07-01' = {
  name: 'doctrine-resolver'
  location: 'uksouth'
  properties: { virtualNetwork: { id: hubVnet.id } }
}
resource inbound 'Microsoft.Network/dnsResolvers/inboundEndpoints@2022-07-01' = {
  parent: resolver
  name: 'inbound'
  location: 'uksouth'
  properties: { ipConfigurations: [ {
    subnet: { id: '${hubVnet.id}/subnets/dns-inbound' }
    privateIpAllocationMethod: 'Dynamic' } ] }
}
resource outbound 'Microsoft.Network/dnsResolvers/outboundEndpoints@2022-07-01' = {
  parent: resolver
  name: 'outbound'
  location: 'uksouth'
  properties: { subnet: { id: '${hubVnet.id}/subnets/dns-outbound' } }
}

Deploys inbound (cloud-facing) and outbound (on-prem-facing) endpoints in the hub VNet. On-prem resolvers conditionally forward 
to the inbound endpoint IP.

Hybrid CA — Issuance Rule (KQL)  [KQL]

// Detect off-hierarchy certificate issuance — Hybrid CA discipline
let approved_issuers = dynamic([
  'CN=Doctrine-Root-CA',
  'CN=Doctrine-Intermediate-Cloud',
  'CN=Doctrine-Intermediate-OnPrem',
  'CN=Doctrine-Intermediate-OT'
]);
SecurityEvent
| where EventID in (4886, 4887, 4870, 4874)
| extend Issuer = tostring(extract(@'CN=[^,]+', 0, EventData))
| where Issuer !in (approved_issuers)
| project TimeGenerated, Computer, Issuer, EventID, EventData
| order by TimeGenerated desc

Detects certificate issuances outside the engineered hybrid CA hierarchy. Runs in Sentinel as a scheduled analytic rule with 24-
hour cadence.

3.5 Patterns & Anti-Patterns
Anti-pattern: bolting on Defender for AWS as an afterthought with manual onboarding. Pattern: Defender 
multi-cloud as a Bicep-managed primitive engineered at landing-zone time.

Anti-pattern: dual-DNS estates with split-brain resolution. Pattern: Private DNS Resolver as the single 
authoritative DNS plane with conditional forwarders configured by IaC.
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Anti-pattern: OT and IT operating as isolated security domains with no cross-correlation. Pattern: Defender 
for IoT bidirectional telemetry to Sentinel with Purdue-aware analytic rules.

Attack-Flow Diagram — Adversary Kill-Chain
The hybrid-trust kill chain exploits the seams between cloud, edge and on-premises trust planes; the 
doctrine's edge policy cache and signed local decision logs close the most exposed nodes.
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Chapter 4 — Implementation Blueprint
The blueprint sequences hybrid trust into four phases. Each phase is gated on cross-domain evidence — 
not on the completion of any one estate.

4.1 Governance Diagram

Figure 4.1 — Hybrid governance — Cross-domain Trust Board with cloud, edge, OT, identity-federation and PKI guilds.

4.2 Phased Delivery

Phase Duration Deliverables Exit Gate Owner

Discover Month 0–2 Hybrid asset inventory · Arc-coverage 
map · multi-cloud baseline · OT Purdue 
assessment

Cross-domain 
baseline 
signed

Programme Architect

Engineer Month 2–6 Arc onboarding · multi-cloud connectors · 
Private DNS Resolver · hybrid CA · 
Defender for IoT

Engineering 
in production

Platform Engineering

Operate Month 6–9 Hybrid Trust Board cadence · cross-
domain evidence pack · unified Sentinel 
rules

Two 
successful 
Board cycles

Hybrid Trust Board

Optimise Month 9–
12

IEC 62443 audited segmentation · NCSC 
CAF v3.2 attestation · insurer cross-
domain evidence

Audit-grade 
attestation 
accepted

CIO + CISO

4.3 Workstreams
Workstream A — Arc projection. Bring every server, K8s cluster and SQL instance under Arc; enforce 
tagging; project policy and RBAC.

Workstream B — Multi-cloud. Deploy Defender connectors for AWS and GCP; remediate top-priority 
recommendations within 30 days.
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Workstream C — OT segmentation. Deploy Defender for IoT sensors per Purdue level; align segmentation 
to IEC 62443; engineer DMZs.

Workstream D — Identity & PKI. Stand up the hybrid CA hierarchy; enforce Entra Connect Health 
monitoring; eliminate non-doctrine identity paths.

4.4 Risk, Dependencies & Acceptance
Dependency: ExpressRoute or equivalent low-latency connectivity. Without it, Arc heartbeat and Defender 
telemetry become brittle. Mitigation: design ExpressRoute redundancy at landing-zone time.

Risk: organisational separation between OT and IT teams. Mitigation: Hybrid Trust Board with dual-domain 
mandate and a single executive sponsor.

Acceptance: each phase requires cross-domain evidence — telemetry from every estate must reach 
Sentinel and the evidence pack must regenerate in under 4 hours.
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Chapter 5 — Operating Model
The operating model places the Hybrid Trust Board at the centre with five guilds: Cloud Landing Zone, 
Edge/Stack Custodian, OT/IoT Segmentation, Identity Federation and Hybrid PKI.

5.1 Capability Owners
CIO, CISO and COO co-chair the Hybrid Trust Board monthly. The OT and IT operating leaders attend; 
both have voting rights.

Each guild is led by a Director-grade engineer; OT guild leadership is dual-hatted with the operations 
function to preserve safety-engineering authority.

The Schiphol University Cyber Security Doctrine Office owns the doctrine and reviews every cross-domain 
exception.

5.2 RACI Matrix

Activity CIO CISO COO Architec
t

Owner

Arc Projection A C I R Platform Engineering

Multi-Cloud Coverage A A I R Cloud Centre of Excellence

OT Purdue Segmentation C A A R OT Segmentation Guild

Defender for IoT I A A R OT Segmentation Guild

Hybrid CA A A I R PKI Custodian

Entra Connect Health A A I R Identity Engineering

Private DNS Resolver A C I R Network Engineering

Cross-Domain Evidence A A A R Assurance Lead

5.3 Service Levels & Continuous Improvement
Arc heartbeat loss detected within 5 minutes; remediation within 24 hours.

Multi-cloud connector coverage drift detected within 24 hours; remediation within 7 days.

OT segmentation breach (Purdue-crossing traffic without policy) alerted within 5 minutes.

Cross-domain evidence pack regenerable in under 4 hours.

Continuous improvement cycle quarterly per guild; complexity-debt entry mandatory.

Decision Tree — Adopt / Defer / Exempt
Doctrine binds choice. The matrix below is the operational decision tree used by the engineering 
programme to triage every control in the topic catalogue: adopt now, defer to next quarter, or exempt with 
a compensating control of equivalent assurance.

Control class Adopt now (condition) Defer next quarter 
(condition)

Exempt with 
compensating control

Azure Arc-enabled 
servers (full plane)

Permanently-connected 
on-prem servers and any 
hybrid workload with >99% 
link availability.

Branch-office estates 
pending WAN upgrade; 
defer one quarter and run 
agentless inventory.

Air-gapped enclaves under 
regulator order; 
compensating Azure Stack 
Edge with offline 
attestation.
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Control class Adopt now (condition) Defer next quarter 
(condition)

Exempt with 
compensating control

Edge policy cache (24h 
offline TTL)

Maritime, polar, mining and 
remote-energy estates with 
frequent link loss but 
predictable reconnection.

Branch offices with rare 
link loss; defer until 
quarterly disconnection 
drill is scheduled.

Stationary edge devices 
with reliable connectivity; 
compensating online-only 
policy with deny-by-default.

Signed local decision 
logs

Any deployment where 
decisions must be made 
offline and reconciled later 
(vessels, drones, field 
crews).

Edge sites with near-real-
time link; defer to Q+1 
once telemetry capture is 
engineered.

High-volume IoT sensors 
with negligible per-event 
consequence; 
compensating aggregate 
log streaming.

Fail-closed safety 
override

Safety-critical operational 
technology (power 
generation, water, rail 
signalling, medical).

Tier-2 OT pending safety-
criticality classification; 
sequence next quarter with 
HSE engineering.

Tier-3 informational 
systems with no safety 
impact; compensating 
documented fail-open 
posture.

Reconnection 
reconciliation pipeline

Estates with >1% 
sustained offline operation 
per month — required from 
day one.

Estates pending offline-
operation telemetry 
baseline; defer pipeline to 
next quarter.

Read-only edge devices 
with no local mutation; 
compensating one-way log 
sync at reconnection.

Hardware-rooted edge 
attestation

CNI and national-security 
edge workloads where 
supply-chain attestation is 
non-negotiable.

Industrial estates with 
TPM-capable hardware 
pending firmware uplift; 
defer one quarter.

Legacy embedded devices 
with no TPM; 
compensating network-tap 
detection and isolation 
policy.

Identity federation 
(cloud ↔ on-prem)

Any workload that must 
authenticate users or 
workloads across the trust 
boundary.

On-prem-only workloads 
with no cloud identity need; 
defer pending 
modernisation review.

Closed-loop OT with no 
human user; compensating 
service-account vault with 
quarterly rotation.

Edge zero-trust micro-
segmentation

Multi-tenant edge 
deployments (smart cities, 
distributed energy, 
hospitality).

Single-tenant edge 
deployments with internal 
lateral movement risk; 
sequence next quarter.

Single-process edge 
appliances with no lateral 
surface; compensating 
egress allow-list policy.

Exemption is a structural admission, not a convenience. Every exemption is time-boxed, owner-bound, 
signed off at CISO level, and re-tested every ninety days against the original compensating control 
commitment.
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Chapter 6 — KPIs & Maturity
KPIs are engineered to be cross-domain by construction. A KPI that can be answered by one estate alone 
is, by doctrine, a vanity metric.

6.1 Headline KPIs

KPI Baseline Target Doctrine Principle

Arc-enabled coverage (%) 42% >98% One Trust Plane

Multi-cloud connector 
coverage (%)

38% >95% Multi-Cloud by Default

OT Purdue segmentation 
audited (%)

21% 100% Segment by Purdue

Defender for IoT sensor 
coverage (%)

17% >90% Segment by Purdue

Entra Connect Health alerts 
(count/qtr)

14 <2 Federate Identity

Hybrid CA off-hierarchy 
issuances (count)

37 0 Engineer a Hybrid CA

DNS split-brain incidents 
(count/qtr)

6 0 One Authoritative DNS

Cross-domain MTTD (hours) 74 <4 Telemetry Without Seams

Cross-domain evidence pack 
SLA (h)

36 <4 Evidence Across Domains

6.2 Analyst-Grade 5×5 Maturity Matrix
Each cell describes the observable engineering behaviour at that intersection — designed for objective 
steering-committee scoring.

Domain Initial Managed Defined Quantified Engineered

Hybrid Control 
Plane

None Per-estate 
tooling

Centralised 
dashboards

Arc partial Arc universal + 
IaC

Multi-Cloud Ad-hoc Manual 
onboarding

Connector 
deployed

Coverage 
measured

Bicep-managed, 
drift-detected

OT 
Segmentation

Flat VLANs Purdue 
documented

Purdue audited IEC 62443 + 
Defender for IoT

Hybrid Identity Federation 
broken

Connect working Connect Health Federation 
enforced

WIF + Connect 
+ zero alt-paths

Cross-Domain 
Evidence

Manual Per-domain 
pack

Quarterly digest 4-hour SLA API-attested 
cross-domain

6.3 Reading the Matrix
A firm operating at Engineered across all five domains can defend its hybrid posture to any NCSC reviewer 
and any IEC 62443 auditor within hours.

Quantified to Engineered is the most expensive transition but the only one that compounds. Below 
Quantified, every uplift is rework.
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Anonymised Case Study — Tier-1 Reference

REFERENCE: Pan-North-Sea Energy Operator — Disconnected Platform Resilience

Baseline. A pan-North-Sea energy operator ran 84 offshore platforms each connected to the 
corporate Azure tenant through a single 256-kbps satellite link. When the link dropped — a routine 
occurrence in storm windows — the on-platform safety system fell back to a vendor-managed local 
policy bundle with no integrity check, no signed decision log and no documented reconnection 
procedure. An audit by the offshore safety regulator flagged the operator as carrying a Material 
Resilience Defect and required remediation within six months.

Intervention. The Doctrine Office deployed Azure Stack Edge to every platform with a 24-hour 
signed policy cache, a deterministic offline-mode profile, and a signed local decision log written to a 
tamper-evident ledger. Safety-critical decisions were configured to fail closed (safe-shutdown to 
manned operation), while operational decisions were configured to fail open with full audit. On 
reconnection the cloud-side reconciliation pipeline ingested the signed log and produced a written 
exception report for any offline decision that deviated from the cloud-resident baseline.

Outcome. Within four months the regulator withdrew the Material Resilience Defect notice. Across 
the next storm season the operator recorded 412 disconnection events; every offline decision was 
reconciled within four hours of reconnection, no safety-critical fail-open occurred, and the mean 
time from reconnection to full posture restoration fell from 11 hours to under 35 minutes. The 
insurer subsequently re-priced the operator's OT cyber-cover with a 14% reduction citing the signed 
decision log as engineered evidence.

KPI movement. Reconnection-to-posture time 11h → 35m; offline policy integrity 0% signed → 
100% signed; safety-critical fail-open incidents 3 → 0; regulator findings 7 → 0; insurer-premium 
delta 0% → −14%.

Lesson. The doctrine is not about preventing disconnection — disconnection is a fact — but about 
engineering the offline mode so that every decision is provenanced, reconciled and survives 
external challenge. The most expensive control was the tamper-evident ledger; the cheapest was 
the explicit fail-closed override for safety-critical decisions.
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Chapter 7 — Commercial Engagement Model
Commercial engagement is structured as five tiers priced on cross-domain outcomes. Single-estate 
engagements are explicitly not offered.

7.1 ROI Model

Figure 7.1 — Hybrid Trust ROI — residual risk reduction vs cloud-only posture, with OT/IoT exposure index.

7.2 Five-Tier Investor Model — v3.4 with Banded IRR + ±20% Sensitivity Rows
The five-tier model below carries a banded risk-adjusted IRR % rather than a single point estimate. 
Beneath each tier a sensitivity sub-row reports the IRR and payback band at ±20% input variance (day-
rate, KPI lift %, breach probability and insurer premium delta). The v3.4 standard is to publish the band, not 
the point.

TIER GBP (£) DURATIO
N

DELIVERABLES KPI LIFT 
%

PAYBAC
K (m)

RISK-ADJ 
IRR % 
(band)

Diagnostic £80k–£130k 5–7 weeks Hybrid asset map · Arc gap 
analysis · Purdue assessment

10–15 5 25

Diagnostic — 
Sensitivity (±20%)

— see tier 
above —

— Inputs varied: day-rate, KPI lift 
%, breach-probability, 
premium delta

20–30 
(IRR 
band)

4–6 (m) 20–30 %

Architect £260k–£420k 14–18 
weeks

Arc onboarding · multi-cloud 
connectors · PDR · hybrid CA 
· IoT sensors

22–34 8 38

Architect — 
Sensitivity (±20%)

— see tier 
above —

— Inputs varied: day-rate, KPI lift 
%, breach-probability, 
premium delta

28–44 
(IRR 
band)

6–10 (m) 28–44 %

Operate £900k–
£1.4m/yr

12 months Hybrid Trust Board run · cross-
domain evidence pack · 
monthly readout

28–40 9 43

Operate — — see tier — Inputs varied: day-rate, KPI lift 31–52 7–12 (m) 31–52 %
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TIER GBP (£) DURATIO
N

DELIVERABLES KPI LIFT 
%

PAYBAC
K (m)

RISK-ADJ 
IRR % 
(band)

Sensitivity (±20%) above — %, breach-probability, 
premium delta

(IRR 
band)

Assure £280k–£420k 10 weeks IEC 62443 attestation · NCSC 
CAF v3.2 evidence · insurer 
pack

14–22 7 32

Assure — 
Sensitivity (±20%)

— see tier 
above —

— Inputs varied: day-rate, KPI lift 
%, breach-probability, 
premium delta

23–37 
(IRR 
band)

5–9 (m) 23–37 %

Sovereign-Grade £1.7m–
£3.4m/yr

18–24 
months

National-CNI hybrid trust · 
sovereign edge · OT/IT 
unification

34–46 12 49

Sovereign-Grade — 
Sensitivity (±20%)

— see tier 
above —

— Inputs varied: day-rate, KPI lift 
%, breach-probability, 
premium delta

36–58 
(IRR 
band)

9–15 (m) 36–58 %

7.3 Commercial Rationale
Each tier is priced on the engineering effort to deliver outcomes spanning at least two estates. Single-
estate scopes are doctrine defects.

IRR figures incorporate the cross-domain breach-probability reduction, IEC 62443 alignment value and 
insurer premium delta on hybrid attestation.

Sovereign-Grade tier includes sovereign-edge deployment (Azure Stack Hub/HCI) and OT/IT unification — 
typically a 24-month programme with a 10–12 month payback.
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Where This Doctrine Fails — Adversarial Critique
A doctrine that admits no failure mode is sales material. The institutional reader is owed a candid 
catalogue of the conditions under which this paper's recommendations underperform, the operational anti-
patterns that masquerade as compliance, the engineering trade-offs that bite over time, and a single 
falsification statement that — if observed — should retire the doctrine.

Three Named Failure Modes
Failure mode 1 — Cache poisoning during the connected window. An adversary with brief cloud-side 
access poisons the policy cache before the link drops. Hours of offline operation then execute against a 
malicious baseline that the local node believes is authentic because it was signed. The doctrine fails 
because integrity guarantees the cache is what was sent, not that what was sent was right.

Failure mode 2 — Reconciliation backlog collapse. Following an extended disconnection, the volume of 
signed log entries overwhelms the reconciliation pipeline. The pipeline either drops events (silent loss) or 
backs up beyond the SLA (operational blindness). The doctrine fails because the reconciliation capacity 
was sized for steady-state, not for catastrophic catch-up.

Failure mode 3 — Safety-critical fail-closed misclassification. A workload is classified safety-critical 
and configured to fail closed. During an incident the fail-closed action takes a profitable production plant 
offline, costing the firm £4m in revenue, when in fact a fail-open posture would have been acceptable 
under HSE engineering judgement. The doctrine fails because the safety-criticality taxonomy was not 
engineered with the same rigour as the cryptographic plane.

Three Anti-Patterns to Avoid
Anti-pattern 1 — Edge as forgotten cloud. The cloud-side team treats edge as a remote subscription, 
the OT team treats it as a remote PLC, and the safety team treats it as outside scope. The boundary 
becomes the most under-engineered surface in the estate.

Anti-pattern 2 — Single-vendor edge attestation. A single hardware-attestation vendor is trusted to 
verify every edge node. When the vendor's root-of-trust is itself compromised — historically a non-trivial 
event — every edge node is implicated at once.

Anti-pattern 3 — Drill-as-tabletop substitution. Disconnection drills are conducted as paper exercises 
rather than live link drops. The control surface is never exercised under the actual conditions it must 
survive, and the failure modes that emerge under real disconnection remain hidden.

Three Engineering Trade-Offs
Trade-off 1 — Performance — local decision latency vs cloud-policy freshness. A 24-hour TTL on 
the edge policy cache means a policy change in the cloud takes up to 24 hours to propagate to a 
disconnected node. The doctrine accepts that latency for stability; the alternative — shorter TTLs — 
produces more frequent fail-closed events when links flap.

Trade-off 2 — Cost — Azure Stack Edge per platform vs centralised inspection. Stack Edge 
hardware and the supporting telemetry platform cost materially more per site than a centralised inspection 
model. The doctrine accepts the cost because the centralised model breaks on first sustained 
disconnection, and the audit risk of that break exceeds the hardware cost over any meaningful planning 
horizon.

Trade-off 3 — Operational complexity — dual-mode decision logic. Engineering each workload to 
behave correctly in both connected and disconnected modes roughly doubles the test surface. The 
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doctrine accepts that complexity because partial-fidelity offline behaviour is the failure mode that produces 
the highest-consequence incidents.

Falsification Statement

IF OBSERVED, RETIRE THE DOCTRINE
If, across a twelve-month sample of CNI operators running the hybrid-trust doctrine, the rate 
of safety-critical fail-open events is not statistically lower than a matched control group, the 
doctrine has not delivered its primary engineering claim and should be retired and rebuilt.
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The 10/10 Topic Fix — Fail-Open vs Fail-Closed for the 
Disconnected Edge
The most consequential design decision at the edge is what the device does when it cannot reach the 
policy plane. The doctrine in v3.2 stops treating this as a deployment-time configuration and starts treating 
it as a doctrine-level safety classification, distinct for every workload class, signed by named accountable 
engineers and re-tested every ninety days.

Three primitives drive the design. First, an edge policy cache: every Arc-enrolled node maintains a 
cryptographically-signed copy of its operative policy bundle with a maximum 24-hour TTL. The cache 
enforces deterministic offline behaviour — the same input produces the same output whether the link is 
live or down — and a node whose cache has expired ceases to admit new operations until reconnection or 
a signed local override.

Second, a signed local decision log. Every decision made offline — admission, denial, escalation, override 
— is written to a tamper-evident append-only ledger using the device's TPM or HSM-anchored key. The 
ledger entry carries the operator identity, the policy bundle hash, the decision and a wall-clock timestamp. 
On reconnection the cloud-side reconciliation pipeline replays the ledger and produces a per-decision 
exception report.

Third, the safety-critical fail-closed override. Each workload carries a doctrine-tier classification (safety-
critical, business-critical, informational). Safety-critical workloads fail closed deterministically: a safe-
shutdown, hand-off to manned operation, or transition to a pre-signed degraded mode. Business-critical 
workloads may fail open subject to a documented compensating control. Informational workloads fail open 
without ceremony. The classification is signed by the responsible engineer and reviewed quarterly.

The combined effect engineers offline operation as a first-class state rather than a degraded version of 
online operation. The cost in additional hardware, telemetry and engineering effort is modest by 
comparison with the regulatory and insurance penalties of an unattested fail-open event, and the 
operational confidence the doctrine produces compounds as the link-loss telemetry accumulates.

Edge Policy Cache + Fail-Mode Configuration — Bicep / Azure Arc  [Bicep]

targetScope = 'resourceGroup'

 
@description('Edge node fail-mode is a doctrine-signed classification')
resource arcMachine 'Microsoft.HybridCompute/machines@2024-07-31' = {
  name: 'platform-rig-07'
  location: 'norwayeast'
  identity: { type: 'SystemAssigned' }
  properties: {
    osProfile: { computerName: 'platform-rig-07' }
  }
  tags: {
    'doctrine-tier'      : 'safety-critical'
    'fail-mode'          : 'fail-closed'
    'policy-cache-ttl-h' : '24'
    'reconciliation-sla' : '4h'
    'signed-log-required': 'true'
    'safety-engineer'    : 'hse.eng.001'
  }
}

 
resource policyCache 'Microsoft.GuestConfiguration/guestConfigurationAssignments@2024-04-05' = {
  name: 'edge-policy-cache-v32'
  scope: arcMachine
  properties: {
    guestConfiguration: {
      name: 'EdgePolicyCacheSigned'
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      version: '3.2.0'
      configurationParameter: [
        { name: 'CacheTTLHours',     value: '24' }
        { name: 'FailMode',          value: 'fail-closed' }
        { name: 'SignedLogRequired', value: 'true' }
        { name: 'TPMAttestation',    value: 'required' }
      ]
    }
  }
}

Three Operational Guardrails
Guardrail 1 — Every Arc-enrolled edge node must carry a signed doctrine-tier tag; an unsigned tag is a P2 
audit defect blocking the next change window.

Guardrail 2 — The reconciliation pipeline must complete within four hours of reconnection; sustained 
backlog above the SLA triggers an automatic capacity-uplift workflow and a P1 to the platform owner.

Guardrail 3 — A live link-drop drill must be executed every ninety days on at least one representative 
production node per fail-mode class; a missed drill suspends new edge enrolments until the drill is 
completed and signed off.
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v3.4 Per-Paper Hardenings — Hybrid Reference Architecture, 
Entra Connect Failure-Modes, and Purdue Enforcement
The v3.4 release adds the following topic-specific engineering hardenings beyond the v3.2 spine. Each 
hardening is a referenceable artefact - a sized table, a quantified worked example or a labelled diagram - 
engineered for direct lift into delivery.

Hybrid Reference Architecture - Cloud / Edge / On-Prem with OT Purdue Zones
The v3.4 hybrid reference architecture below is the canonical institutional blueprint for an Azure estate that 
must coexist with on-premises Active Directory, edge gateways and operational-technology (OT) plants 
segmented by the Purdue reference model. Azure Arc projects the cloud control plane into the edge and 
on-prem zones; Entra Connect provides identity unification; Private DNS Resolver crosses the boundary in 
a controlled, attestable fashion.

Figure 13.X - Three-zone hybrid reference: Azure cloud, edge/DMZ, on-prem/OT with Purdue L0-L5 stack.

Two engineering rules bind the architecture. First, no direct cloud-to-OT path is permitted - every conduit 
must terminate at the edge zone and be brokered through an Arc-enabled gateway with an explicit OT-
conduit allow-list signed by both the cloud and OT operations teams. Second, the Entra Connect sync 
server is a Tier-0 asset; its compromise is treated as a tenant-compromise event, not a server-compromise 
event, and the failure-mode table below codifies the blast radius and recovery sequence accordingly.

Entra Connect Failure-Mode Matrix - Six Failure Classes
The matrix below maps each Entra Connect failure class to its blast radius, the detection signal that 
catches it, and the recovery sequence the doctrine commits to. Each row is exercised against live 
infrastructure in a quarterly failure-injection rehearsal.



Hybrid Trust Model - Institutional Doctrine Reference Edition v3.4

 

Security must be engineered, not audited into existence. v3.4  ·  Page 29
Companion artefacts: github.com/uos-doctrine-series/hybrid-trust-model-v34

Failure Class Blast Radius Detection Signal Recovery Sequence

Sync-server 
compromise 
(Tier-0 host)

Whole tenant - attacker 
can inject hash-write or 
persistence into Entra ID 
via the sync account

Sentinel rule on 
AADConnectHealth + 
sync-account anomalous 
source IP; correlation with 
sign-in spikes

Tenant freeze + sync-account 
credential reset + staging-mode 
bring-up of secondary sync host; 
new managed identity issued; 
forensic image of compromised 
host retained 90 days

Schema-extension 
corruption

On-prem AD attributes 
not flowing; downstream 
apps lose authorisation 
context; potential lock-
out of admins

Sync-cycle exception in 
Application logs + 
ImmutableID mismatch 
alert in Entra ID audit log

Roll back to previous schema 
snapshot; re-import attributes from 
staging-mode host; replay sync 
cycle; validate via 20-account 
control-set

Password-hash 
sync outage

Hybrid users cannot 
authenticate to cloud 
apps if PHS is the 
primary auth path; 
cascading service-desk 
load

AADConnectHealth alert 
+ Entra ID sign-in failure 
spike on hybrid identities; 
ServiceHealth banner

Switch to staging-mode host within 
15 minutes; validate hash flow 
against synthetic account; re-prime 
affected user populations via self-
service password reset; document 
RCA

Pass-through 
Authentication 
(PTA) agent failure

Federated sign-in path 
broken; downgrade to 
PHS if available, 
otherwise sign-in outage

PTA agent heartbeat lost 
> 3 minutes; Entra ID 
failed-sign-in rate > 
baseline; agent diagnostic 
log

Restart PTA agent service; if 
persistent, fail over to standby 
agent and re-register; ensure at 
least two PTA agents 
geographically dispersed at all 
times

Stale connector 
account (Tier-0 
secret expiry)

Sync halts at next 
attempted cycle; gradual 
divergence between on-
prem AD and Entra ID; 
eventual lock-out

Secret-expiry alert from 
Key Vault 30 days ahead; 
sync-cycle exception in 
event log on expiry day

Rotate connector account 
credential ahead of expiry via 
documented runbook; verify next 
sync cycle; document in change-
management log; carry the rotation 
in the Tier-0 secret calendar

Hybrid-identity 
loop (writeback 
misconfiguration)

Attributes oscillate 
between on-prem AD 
and Entra ID; group-
membership instability; 
access flapping

Audit-log volume spike on 
Set-Member events; 
Sentinel anomaly on 
group-write rate; user-
tickets

Disable writeback feature in Entra 
Connect immediately; reconcile 
both directories from authoritative 
source; re-enable writeback only 
after Tier-0 review; root-cause the 
duplicate authority
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Conclusion
Hybrid is the dominant operating model and the most under-engineered surface. The doctrine projects one 
trust plane across cloud, edge and on-premises using Azure Arc, IEC 62443 and a hybrid CA.

The Bicep, scripts, KQL and connectors in this paper are production-grade. The governance is operable on 
day one. The commercial framework is verifiable in months.

The board's most uncomfortable question — “do we operate one hybrid estate or three estates with 
seams?” — now has an engineered answer.

A hybrid estate is not three estates side by side; it is one trust boundary engineered to span 
them.

Identity, network, telemetry and policy must be designed once and projected everywhere — 
or the adversary will project for you.

Security must be engineered, not audited into existence.
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Board One-Pager — Decision Pack
A single page calibrated for the institutional board: three investments, three quantified risk reductions, 
three ninety-day actions, one recommended vote. Built to be lifted directly into a board pre-read.

INVESTMENT (GBP) RISK REDUCED (quantified) 90-DAY BOARD ACTION

£1.6m capex — Azure Stack Edge / 
Arc footprint across priority CNI 
sites + TPM uplift + tamper-evident 
ledger

Reconnection-to-posture time 11h 
→ <40m across critical edge estate; 
safety-critical fail-open incidents 
reduced to zero

Approve doctrine-tier classification 
for every edge workload signed by 
the responsible safety engineer 
within Q1

£0.8m opex p.a. — edge SRE rota, 
reconciliation pipeline operation, 
quarterly drill cadence, HSE 
engineering co-sign

Regulator-finding burden expected 
to fall by 60–75% based on 
representative CNI baselines 
(modelled estimate)

Mandate signed local decision logs 
and reconciliation SLAs across all 
Arc-enrolled CNI and OT estates

£0.5m capex — federated identity, 
micro-segmentation, signed-log 
integration with Sentinel

OT cyber-insurance premium 
reduction 10–14% on attested edge 
evidence (£3.1m p.a. realised on 
current renewal cost)

Authorise the quarterly live link-drop 
drill cadence and the HSE-co-
signed safety-criticality taxonomy

RECOMMENDED VOTE
Recommend the Board adopt the hybrid-trust doctrine in full, fund the £2.9m programme, 
and require quarterly post-drill readouts to the Audit Committee and the OT Safety 
Committee.
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Appendix A — Controls Catalogue
Reference catalogue of the principal engineering controls referenced throughout. Each entry names the 
control, the Azure primitive that implements it, the telemetry it emits and the doctrine outcome it secures.

Control Azure Primitive Telemetry Doctrine Outcome

Arc-enabled 
Servers

Microsoft.HybridComp
ute

Heartbeat + policy Trust projection

Arc-enabled 
K8s

Microsoft.Kubernetes Cluster telemetry K8s under one plane

Arc-enabled 
SQL

Microsoft.AzureArcDa
ta

SQL inventory Data under one plane

Defender Multi-
Cloud (AWS)

Microsoft.Security/
securityConnectors

AWS posture AWS visibility

Defender Multi-
Cloud (GCP)

Microsoft.Security/
securityConnectors

GCP posture GCP visibility

Defender for 
IoT

Microsoft.IoTSecurity OT telemetry OT visibility

Azure Stack 
HCI

Microsoft.AzureStack
HCI

HCI telemetry Sovereign edge

Azure Stack 
Hub

Microsoft.AzureStack Hub telemetry Sovereign cloud

Azure Stack 
Edge

Microsoft.DataBoxEdg
e

Edge telemetry Edge compute

ExpressRoute Microsoft.Network/
expressRouteCircuits

Circuit health Hybrid connectivity

VWAN Microsoft.Network/
virtualWans

Hub mesh telemetry Hybrid networking

Private DNS 
Resolver

Microsoft.Network/
dnsResolvers

DNS queries Authoritative DNS

Entra Connect Microsoft Entra 
Connect

Sync telemetry Identity federation

Entra Connect 
Health

Connect Health Agent Health alerts Federation hygiene

Hybrid CA (AD 
CS)

Microsoft AD 
Certificate Services

Issuance logs PKI discipline

IEC 62443 
Segmentation

Network Security 
Groups + ACLs

Cross-Purdue traffic OT segmentation

Sentinel ASIM 
Parser

Azure Monitor + ASIM Normalised events Telemetry unification

Cross-Domain 
Workbook

Azure Monitor 
Workbook

Cross-domain 
dashboards

Evidence regeneration

Arc Policy 
Inheritance

Azure Policy Compliance state Policy projection

Arc RBAC Azure RBAC + Arc Access logs RBAC projection
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Control Azure Primitive Telemetry Doctrine Outcome

ExpressRoute 
Redundancy

ER Direct + diverse 
paths

Path health Connectivity resilience
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Appendix B — Glossary
Defined terms used throughout this paper, intended to remove ambiguity in steering forums, audit 
workpapers and procurement.

Azure Arc — Microsoft's hybrid control plane projecting Azure management to servers, Kubernetes, SQL 
and data services outside Azure.

Defender for Cloud Multi-Cloud Connector — Defender for Cloud connector that brings AWS and GCP 
estates into Azure security posture management.

Defender for IoT — Microsoft's OT/IoT network detection and response service, providing east-west 
visibility across Purdue levels.

Azure Stack HCI — Hyperconverged on-premises platform managed via Azure for sovereign or latency-
sensitive workloads.

Azure Stack Hub — Sovereign Azure-consistent cloud platform deployable in customer or partner data 
centres.

Azure Stack Edge — Microsoft-managed edge compute appliance for distributed and far-edge scenarios.

ExpressRoute — Private dedicated connectivity from on-premises and edge into Azure, with redundant 
paths and low latency.

Virtual WAN — Microsoft-managed mesh of regional hubs providing transit and security across hybrid 
estates.

Private DNS Resolver — Azure-managed DNS resolver providing authoritative DNS across hybrid estates 
with conditional forwarding.

Entra Connect — The synchronisation service between on-premises Active Directory and Microsoft Entra 
ID.

Entra Connect Health — The agent and portal that monitors Entra Connect synchronisation, federation 
services and AD DS health.

IEC 62443 — The international standard for industrial automation and control system (IACS) cybersecurity, 
with the Purdue Model as its segmentation reference.

Purdue Model — A reference model for industrial control system network architecture, segmenting estates 
into Levels 0–5.

Hybrid CA — A two-tier or three-tier certificate authority hierarchy spanning cloud and on-premises 
issuance scopes with explicit cross-signing.

ASIM — Advanced Security Information Model — Microsoft Sentinel's normalisation schema across data 
sources.

NCSC CAF — UK National Cyber Security Centre Cyber Assessment Framework — the assurance 
baseline for CNI and essential services.

SCADA — Supervisory Control and Data Acquisition — the canonical OT supervisory control system 
class.



Hybrid Trust Model - Institutional Doctrine Reference Edition v3.4

 

Security must be engineered, not audited into existence. v3.4  ·  Page 36
Companion artefacts: github.com/uos-doctrine-series/hybrid-trust-model-v34

Appendix C — References
Selected primary sources, standards and frameworks underpinning the doctrine.

[1] Gartner, “Hybrid Cloud Survey 2026 — Financial Services Vertical.”

[2] Microsoft, “Azure Arc Q1 2026 Scale Statistics.”

[3] Dragos, “Year-in-Review 2026 — ICS/OT Cybersecurity.”

[4] Microsoft, “Defender for Cloud Multi-Cloud Connector Coverage Report 2026.”

[5] NCSC (UK), “Cyber Assessment Framework v3.2.”

[6] IEC, “62443 Adoption Survey 2026.”

[7] Forrester, “Hybrid Security Tooling Forecast 2026E.”

[8] Microsoft, “Defender for IoT Architecture Guide 2026.”

[9] Microsoft, “Azure Stack HCI Deployment Reference 2026.”

[10] Microsoft, “Private DNS Resolver Reference Architecture.”

[11] Microsoft, “Entra Connect and Connect Health Documentation 2026.”

[12] ISO/IEC 27019:2017 — Information Security for Process Control in the Energy Industry.

[13] EU NIS2 Directive (2022/2555).

[14] CISA Cross-Sector Cybersecurity Performance Goals 2026.

[15] ENISA, “OT Security Guidelines 2026.”
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Appendix D — 80-Jurisdiction Regulatory Crosswalk
Mapping of the doctrine's engineering primitives across 80 jurisdictional regimes governing financial 
services, critical national infrastructure and regulated estates. Engineered for direct lift into board reporting 
packs and Big-4 audit workpapers.

Europe
Mapping of the doctrine's engineering primitives across 30 indexed regimes in Europe.

# Jurisdiction / Regime Doctrine Alignment

1 UK — NCSC CAF v3.2 + Cyber Resilience Act Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

2 EU-Wide — NIS2 Directive (2022/2555) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

3 EU-Wide — DORA (2022/2554) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

4 EU-Wide — GDPR / EUDPR Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

5 EU-Wide — EU AI Act (2024/1689) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

6 EU-Wide — Cyber Resilience Act (2024/2847) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

7 Ireland — NIS2 Regulations 2024 / DPC Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

8 Germany — IT-SiG 2.0 / BSI C5 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

9 France — LPM / ANSSI SecNumCloud 3.2 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

10 Netherlands — Wbni / NCSC-NL Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

11 Belgium — CCB + NIS2 Act Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

12 Luxembourg — CSSF 22/806 (ICT) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

13 Spain — ENS (Esquema Nacional Seguridad) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.
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# Jurisdiction / Regime Doctrine Alignment

14 Italy — Perimetro Sicurezza Nazionale Cibernetica Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

15 Portugal — CNCS RNCS Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

16 Sweden — MSB NIS2 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

17 Norway — NSM Grunnprinsipper 2.1 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

18 Denmark — CFCS NIS2 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

19 Finland — Traficom Kybermittari Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

20 Switzerland — FINMA Circ 23/1 + NCSC-CH Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

21 Austria — NIS-G 2024 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

22 Poland — UKSC + KSC Act Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

23 Czechia — NÚKIB ZoKB 2024 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

24 Romania — DNSC / NIS2 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

25 Greece — NCSA Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

26 Estonia — RIA E-ITS Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

27 Latvia — CERT.LV Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

28 Lithuania — NKSC Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

29 Hungary — NBSZ NKI Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.
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# Jurisdiction / Regime Doctrine Alignment

30 Iceland — CERT-IS Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

Americas
Mapping of the doctrine's engineering primitives across 16 indexed regimes in Americas.

# Jurisdiction / Regime Doctrine Alignment

1 USA — NIST SP 800-53 r5 + 800-207 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

2 USA — FedRAMP High / Rev 5 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

3 USA — CISA Zero Trust Maturity Model 2.0 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

4 USA — SEC Cyber Disclosure Rules Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

5 USA — CMMC 2.0 Level 3 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

6 USA — HIPAA Security Rule Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

7 USA — NYDFS 23 NYCRR 500 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

8 USA — Texas TX-RAMP Level 2 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

9 USA — California CCPA / CPRA Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

10 Canada — OSFI B-13 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

11 Canada — ITSG-33 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

12 Mexico — INAI LFPDPPP + CNBV Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

13 Brazil — LGPD + BACEN Res 4893 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

14 Argentina — PDPA 25.326 Identity · Network · Data · Detection · 
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# Jurisdiction / Regime Doctrine Alignment

Recovery primitives map to control families 
above.

15 Chile — CMF NCG 454 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

16 Colombia — Habeas Data Ley 1581 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

Asia-Pacific
Mapping of the doctrine's engineering primitives across 16 indexed regimes in Asia-Pacific.

# Jurisdiction / Regime Doctrine Alignment

1 Australia — Essential Eight / ISM Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

2 Australia — APRA CPS 234 + CPS 230 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

3 New Zealand — NZISM v3.7 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

4 Japan — METI Cyber/Physical SF + FSA Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

5 South Korea — K-ISMS-P + ISMS Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

6 Singapore — MAS TRM 2021 + IMDA-MTCS Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

7 Hong Kong — HKMA SA-2 + C-RAF 2.0 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

8 China — MLPS 2.0 (GB/T 22239) Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

9 India — RBI Cyber Resilience MD + DPDP Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

10 India — CERT-In Cyber Directions 2022 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

11 Indonesia — OJK 11/POJK.03/2022 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

12 Malaysia — BNM RMiT + CSF 2024 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
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# Jurisdiction / Regime Doctrine Alignment

above.

13 Thailand — BoT 9/2564 + PDPA Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

14 Philippines — BSP Circular 1198 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

15 Vietnam — Decree 53/2022 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

16 Taiwan — FSC + iSAC Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

Middle East & Africa
Mapping of the doctrine's engineering primitives across 18 indexed regimes in Middle East & Africa.

# Jurisdiction / Regime Doctrine Alignment

1 UAE — TDRA NCSF + CBUAE Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

2 UAE Dubai — DESC ISR + DIFC DPL Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

3 UAE Abu Dhabi — ADGM FSRA + ADHICS Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

4 Saudi Arabia — SAMA CSF 1.0 + NCA ECC-1 + CCC-1 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

5 Qatar — QCB Cyber + NIA Policy Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

6 Bahrain — CBB OM + PDPL Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

7 Kuwait — CBK Cyber + DPPR Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

8 Oman — CBO + OCERT Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

9 Israel — INCD Cyber Defence Methodology 2.0 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

10 Turkey — BDDK + ISO/IEC 27001 mandate Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.
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# Jurisdiction / Regime Doctrine Alignment

11 Egypt — CBE 415/2023 + NTRA Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

12 South Africa — POPIA + SARB Joint Standard 2 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

13 Kenya — CBK Guidance + DPA 2019 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

14 Nigeria — NDPR + CBN Cyber Framework Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

15 Morocco — DGSSI + Law 09-08 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

16 Mauritius — BoM Guide + DPA 2017 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

17 Ghana — CSA Directives Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.

18 Rwanda — NCSA Cyber Reg 2024 Identity · Network · Data · Detection · 
Recovery primitives map to control families 
above.
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Appendix E - Companion Artefacts Manifest
The companion repository for Paper 13 is published under github.com/uos-doctrine-series/hybrid-trust-
model-v34. The manifest below names every artefact that the institutional reader should expect to find on 
first clone. Each artefact is engineered for direct lift into delivery; the manifest is the contract.

Path / Artefact Type One-line Description License

README.md Documentati
on

Manifest, doctrine summary, hybrid quickstart and 
v3.4 changelog.

CC-BY 4.0

/bicep/arc-mg-baseline.bicep IaC Management-group baseline for Azure Arc 
onboarding (servers + Kubernetes + data 
services).

MIT

/bicep/private-dns-
resolver.bicep

IaC Private DNS Resolver deployment with outbound 
forwarding rules for split-brain elimination.

MIT

/policy/purdue-segmentation-
pack.json

Azure Policy Policy pack enforcing NSG / firewall rules at 
Purdue zone boundaries L0-L5.

MIT

/kql/entra-connect-
anomaly.kql

KQL Detection for sync-account anomalous source IP 
or directory-write outside baseline window.

MIT

/kql/arc-posture-drift.kql KQL Hunt query for Arc-enabled resources drifting out 
of management-group policy compliance.

MIT

/soar/entra-connect-
failover.json

Logic App Playbook for Entra Connect sync-server 
compromise (tenant freeze + failover sequence).

MIT

/diagrams/hybrid-ref-arch.png Diagram Editable source of the Hybrid Reference 
Architecture diagram referenced in this paper.

CC-BY 4.0

/controls-mapping/nis2-
iec62443-crosswalk.xlsx

Mapping Crosswalk: NIS2, IEC 62443, NIST SP 800-82, 
NCSC OT guidance.

CC-BY 4.0

/test-cases/entra-connect-
failure-injection.md

Test cases Failure-injection rehearsal protocol for the six 
failure modes in this paper.

MIT

/runbooks/cloud-to-ot-
incident.md

Runbook Runbook for a cloud-to-OT lateral-movement 
incident with Purdue-aware containment.

MIT

/runbooks/arc-onboarding.md Runbook Step-by-step Arc onboarding runbook for IT, OT 
and edge fleets.

MIT

/one-pagers/board-hybrid-
trust.pdf

One-pager Board-grade decision pack for the hybrid trust 
investment.

CC-BY 4.0

/datasets/hybrid-incident-
cohort.csv

Dataset Anonymised incident cohort dataset for the 
modelled MTTD and OT-frequency figures.

CDLA-
Permissive 
2.0

LICENSE.md License Repository-level license aggregating MIT (code) 
and CC-BY 4.0 (docs/diagrams).

See file

Each artefact is versioned to the doctrine release tag v3.4.0. Pull-request reviews are co-chaired by the 
Doctrine Office and the technical reviewer named on the Peer Review page.
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