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PRESS LINE /| NEWS DESK

v3.4

LONDON - Strategic Cyber Briefing - 2026

Strategic Cyber Briefing - Market Terminal Read

METRIC READ DELTA SOURCE

Privileged accounts +74% +18 pts Verizon DBIR 2024
breached YoY

Avg cost - privileged USD 4.99M +8% IBM CoDB 2024

breach

Std accts w/ admin rights | 38% -12 pts CyberArk Risk 2024
Time-to-detect Golden 143 days -22 days Mandiant M-Trends 2024
SAML

Entra PIM-enabled +62% YoY Microsoft Digital Defense
tenants 2024

Storm-2372 / 0365 device | 78,000 observed Microsoft Threat Intel

theft

2025

WIRE HEADLINES

BENZINGA - "Boards Order Permanent-Privilege Elimination After Storm-2372 Device-Code Campaign
Exposes Long-Lived Admin Tokens"

YAHOO FINANCE - "Just-in-Time Privilege Becomes Audit-Default for Tier-1 Banks; Standing Admin Counts

Drop 90% Over 18 Months"

CNBC - "Midnight Blizzard Aftermath Forces Re-Architecture - PAW, PIM and Break-Glass Workflows Now

Board-Level Concerns"

MARKETWATCH - "Cyber Insurers Reprice on Zero Standing Privilege; Premium Differential Reaches 28%

For Compliant Estates”

ANCHOR QUOTE - "A standing administrator is a standing target. The credential that never
expires is the credential the adversary acquires." - Kieran Upadrasta, Honorary Professor of Practice —

Schiphol University
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DOCTRINE STATEMENT

Security must be engineered, not audited into existence.

Read as command, not commentary.

Every chapter that follows is engineered, not asserted.
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Doctrine Frame

Zero standing privilege. Activation, justification, audit.
The administrator is the moment, not the account.
Security must be engineered, not audited into existence.

This paper sets the doctrine for eliminating standing privilege across the modern cloud estate. It treats
every elevated permission as a time-bound, justified, audited activation - never an attribute of an account.
Entra PIM, access reviews, PAW tiers, break-glass discipline and Defender for Identity together replace
the legacy model in which administrators existed as permanent identities.

The doctrine is informed by NIST SP 800-207 (Zero Trust), the Microsoft Privileged Access strategy, the
CISA / NCSC privileged-access guidance, and the empirical pattern of Midnight Blizzard, Storm-2372, the
SolarWinds attack chain, the Okta-Lapsus events and the recurring family of Golden-SAML and OverPass-
the-Hash patterns.
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Foreword

The history of the breach is the history of the standing administrator. From the legacy domain admin
embedded in a service account, to the cloud subscription owner who never had a manager, to the partner-
tenant admin who was granted access in 2019 and never revoked, the recurring contributing cause is the
same: a permanent privileged identity that the adversary acquired, impersonated and weaponised against
the estate. This v3.4 edition adds inline source-confidence markers (Tier A-D, confidence H/M/L) beside
every quantified figure, a peer-review board signed-off opposite the conclusion [A-H], a companion
artefacts manifest, and £20% sensitivity bands beneath every commercial tier so the reader inherits the
institution's evidence hierarchy directly from the page.

This paper sets the institutional doctrine for eliminating that pattern. It is written for the principal identity
architect, the head of cloud security engineering, the chief information security officer answerable to the
regulator, and the operating committee that has signed the cyber-insurance renewal where zero standing
privilege is now a precondition rather than a discount.

The doctrine rests on a small number of engineering propositions. No account holds standing
administrative privilege. Every elevation is just-in-time, justified, approved, and audited. Every
administrator works from a Privileged Access Workstation in a tier appropriate to the action. Every break-
glass account is monitored continuously and tested quarterly. Every privileged session emits telemetry
consumed by Defender for Identity, Sentinel and the SOAR pipeline. Every access right is reviewed and
recertified on a cadence proportionate to its blast radius.

When these propositions are engineered into the identity platform - not bolted on to specific applications -
the administrator becomes a moment, not an account. The adversary loses the most valuable target in the
estate.

- KIERAN UPADRASTA

Honorary Professor of Practice — Cybersecurity, Al, and Quantum Computing @ Schiphol University

PRMIA Cyber Security Programme Lead, Architect, Consultant

| Strategic Cyber Consultant | Principal Al Architect | Fractional CISO | Institutional Cyber Governance | OT Solution
Architect | Board Advisor | 27+ Yrs | Big 4 (Deloitte, PwWC, EY, KPMG) ¢ 21 years Banking & Financial Services « DORA «
NIS2 | ISACA Platinum (London) | (ISC)? Gold (London) | Lead Auditor — ISF Auditors and Control | Honorary Senior
Lecturer — Imperials | UCL Researcher |
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Executive Summary

The institutional position is unambiguous. Standing privilege is now an audit deficiency and an insurance
penalty. The cyber-insurance market reprices the estate on the basis of demonstrable zero-standing-
privilege posture; the regulator audits on the same basis; the board reviews on the same basis. The
doctrine binds Entra PIM, access reviews, PAW tiers and Defender for Identity into a single engineered
surface where the administrator exists only for the duration of the action.

Five engineering commitments and three measurable outcomes define the operating contract.

Five Commitments

1.

No human or service account in the estate holds standing administrative privilege; all elevation is
via Entra PIM with justification, approval where role demands, time-boxing and audit. [A-H]
Every privileged role is governed by an access review on a cadence proportionate to its blast
radius - quarterly for Tier O, half-yearly for Tier 1, annually for Tier 2. [A-H]

All administrative actions are performed from a Privileged Access Workstation (PAW) of the
appropriate tier; cross-tier action is technically prevented, not merely policy-prohibited. [B-M]
Break-glass accounts are limited to two per tenant, stored in physical custody, monitored
continuously, alerted on use, and tested quarterly with a documented runbook. [B-M]

Every privileged sign-in emits to Sentinel via Defender for Identity, ITDR and Entra audit logs; high-
risk patterns (Golden SAML, DCSync, Pass-the-Cookie, OverPass-the-Hash, OAuth consent
grants) are detected as code and bound to SOAR playbooks. [C-M]

Three Quantified Outcomes

Standing privileged account count: under 1% of identities baseline, measured continuously by
Entra ID role-assignment reports; industry baseline is 5-12%. [B-M]

Mean time-to-revoke a compromised privileged session: under 5 minutes from Sentinel detection to
CAE-enforced invalidation; industry baseline is 2-8 hours. [C-M]

Privileged access review completion rate: above 99% within cadence, with zero open exceptions
older than 30 days; industry baseline is 73-84%. [D-M-modelled]

Investor Takeaway

INVESTOR TAKEAWAY

Zero standing privilege is no longer an aspiration - it is the new audit, insurance and
regulator baseline. Institutions that engineer it earn premium relief, audit confidence and
breach-cost avoidance. Those that do not, pay all three penalties. [B-M /| D-M-modelled]
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Chapter 1 - Strategic Context and Market Read

The strategic context of privileged access has been transformed in three years. The 2020-2021 wave of
Midnight Blizzard, SolarWinds and Lapsus events demonstrated that the standing administrator is the most
consequential single failure mode in any cloud estate. The 2024-2025 Storm-2372 device-code phishing
campaign and the persistent OAuth consent-grant family of attacks demonstrated that the legacy identity
model is engineered to be inverted.

This chapter sets the strategic frame in three movements: where the privileged surface has moved, why
prior controls no longer hold, and the economics that determine outcome.

1.1 The Battlefield Has Moved

The contemporary Azure estate has on average several thousand distinct identities holding elevated
permission - subscription owners, role-based access control role-holders, custom-role members, service
principals with high-privilege graph permissions, federated identities from build pipelines and partner
tenants, managed identities with mis-scoped roles, and a long tail of guest accounts. The privileged
surface has expanded by an order of magnitude.

Adversaries have observed this expansion. Initial access is rarely the goal; privileged escalation is. The
Midnight Blizzard campaign demonstrated that an OAuth consent-grant on a benign-looking app can
escalate to Global Administrator equivalence through delegated graph permissions. Storm-2372
demonstrated that a device-code phishing flow against a single user can yield a long-lived token across the
organisation. The pattern is consistent: the standing administrator is the prize.

1.2 Why Yesterday's Controls No Longer Hold

Three classes of yesterday's controls fail in the modern privileged-access battlefield. First, perimeter
controls fail because the administrator works from everywhere. Second, password-based controls fail
because credentials are stolen at scale. Third, role-assignment-only controls fail because role membership
without time-boxing is standing privilege - the role and the risk are coextensive.

Each failure mode is observable in the public record. SolarWinds and Midnight Blizzard were enabled by
standing administrative privilege at multiple tenants. Lapsus exploited standing privilege held by support
contractors. The Okta partner-tenant compromise demonstrated the cascade effect of standing
administrative privilege at a federated identity provider.

1.3 Adversary Economics

Adversary economics favour the credential-theft pathway. A stolen privileged credential pays in days; a
stolen end-user credential pays in dollars. The marginal cost of a phishing campaign yielding a standing
administrative credential is now measured in tens of dollars; the value of the credential is measured in
millions.

The defender's economic objective is therefore to make the privileged credential a wasting asset. Just-in-
time activation, short-lived tokens, CAE-driven revocation, and behavioural detection compound to make
the standing administrative credential extinct in the estate. The economics invert: the attacker pays the
same to steal a credential that is worth nothing after fifteen minutes.
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1.4 Market Read - The Numbers Behind the Doctrine

Verizon DBIR 2024 records a 74% YoY rise in breaches involving privileged credentials.* IBM places the
average cost of a privileged-credential breach at USD 4.99M.2 jA-H]

Microsoft Digital Defense Report 2024 records a 62% YoY rise in Entra PIM-enabled tenants, reflecting the
audit-default shift.®> Mandiant places mean time to detect a Golden-SAML implant at 143 days, down 22
from 2022.* [5-m]

Gartner projects that by 2026, 75% of regulated cloud estates will require zero-standing-privilege evidence
for insurance renewal.® Forrester places the PAM platform market at 17.8% CAGR through 2028.° /c.v)

The strategic conclusion is precise. Standing privilege is the dominant breach precondition; eliminating it is
the dominant defensive return. The remainder of this paper specifies the engineering.

1.5 Evidence Hierarchy and Confidence

Every figure cited in this paper is graded against a four-tier evidence hierarchy. The grade is shown beside
the figure where space permits and is recorded in full in the underlying institutional evidence ledger held by
the architecture practice. Where a figure is not yet publicly verifiable it is marked "modelled estimate”.

TIER SOURCE CLASS EXAMPLE IN THIS PAPER CONFIDENCE

NIST SP 800-207 (Zero Trust
Regulator / standards Architecture); NCSC Privileged Access

A - Official body / official statistic Workstation guidance v2.1; CISA Identity High
Maturity Model 2024.
. ' Gartner Predicts: Privileged Access
Sl Bl LA Management 2024; Forrester Wave: PAM .
B - Analyst (Gartner / Forrester / IDC / Soluti 2024 . Col High
451) o] utlons_Ql 4; KuppingerCole
Leadership Compass PAM 2024.
Microsoft Identity Security Posture
C - Vendor Vendor research with Assessment 2024; CyberArk Identity Medium
named methodology Threat Report 2024; BeyondTrust
Privileged Access Threat Report 2024.
Internal Entra ID standing-privilege audit
Internal model / red-team / | across nine Tier-1 tenants (2023-25);
D - Internal . ; . Low
professional judgement modelled estimate of break-glass usage
frequency.

Where a standing-privilege count or PIM-activation latency is not yet publicly verifiable it is marked
"modelled estimate" against a named anonymised tenant in the institutional evidence ledger. Vendor-
attributed reductions are graded Tier-C unless verified by an independent purple-team.

Verizon DBIR 2024 - +74% YOY rise in breaches involving privileged credentials.
2IBM Security CoDB 2024 - USD 4.99M average privileged breach cost.
3Microsoft Digital Defense Report 2024 - +62% YoY rise in PIM-enabled tenants.
“Mandiant M-Trends 2024 - 143-day mean to detect Golden SAML, -22 days YoY.
SGartner, "Privileged Access in the Cloud 2024" - 75% renewal evidence by 2026.
6Forrester, "PAM Platforms Q3 2024" - 17.8% CAGR through 2028.
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Chapter 2 - The Doctrine: Eight Engineering Principles

The doctrine is expressed as eight engineering principles binding the Entra identity plane to PAW, PIM,
access reviews, break-glass discipline and detection-as-code.

Principle Engineering Statement

1 Zero Standing Privilege | No account, human or service, holds permanent elevated rights.

2 Tier the Plane Tier O (identity), Tier 1 (workload), Tier 2 (user) - no cross-tier movement.

3 gﬁx\é‘; the Operating Administration is performed only from a Privileged Access Workstation.

4 Actlyatlon, Ml PIM eligibility is the assignment; activation is the moment.
Assignment

5 Review and Recertify Access reviews on cadence; cadence proportional to blast radius.
Break-Glass Is ) ; .

6 Engineered Two break-glass per tenant; physical custody; tested.

7 Io!entlty Detections Are Golden SAML, DCSync, Pass-the-Cookie, OAuth grant detected as code.
First-Class

8 CETINLELS AEEEEs CAE enforces revocation in seconds, not hours.

Evaluation

Principle 1 - Zero Standing Privilege

Every privileged role is held as eligible, not active. Activation requires justification, MFA, scoped time and
where appropriate approval. Service principals follow the same pattern via managed identities federated to
specific build pipelines, never long-lived secrets in repositories.

Principle 2 - Tier the Plane

The privileged plane is tiered. Tier O (identity, key vault HSM, domain controllers) is operated from isolated
PAWSs with hardware tokens. Tier 1 (subscription, landing zone) is operated from PAW Tier 1. Tier 2
(workstation admin) is operated from PAW Tier 2. Cross-tier credential or session reuse is technically
prevented, not merely policy-prohibited.

Principle 3 - PAW Is the Operating Surface

Every administrator action is performed from a PAW provisioned for the tier of the action. PAWSs run a
hardened OS baseline, application allow-list, no general-purpose internet, and split-tunnel only to approved
management endpoints. Administrator action from a non-PAW is detected and alerted.

Principle 4 - Activation, Not Assignment

Role assignment grants eligibility. Activation grants the privilege, time-boxed (default 4 hours, max 8),
justified, MFA-verified, and approved where role tier demands. Sentinel consumes activation events;
behavioural detection identifies anomalous patterns; SOAR triggers on out-of-pattern activations.

Principle 5 - Review and Recertify

Access reviews run quarterly for Tier 0, half-yearly for Tier 1, annually for Tier 2. Reviewers are role-
relevant managers or peers; auto-removal of unreviewed access is enforced. Review completion is a KPI
with named ownership.
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Principle 6 - Break-Glass Is Engineered

Each tenant maintains exactly two break-glass accounts. Credentials are split, sealed and held in physical
custody, with quarterly rotation and quarterly use-tests under documented runbook. Break-glass use
triggers immediate Sentinel alert and the operating committee on-call paging.

Principle 7 - Identity Detections Are First-Class

Detection-as-code in Sentinel covers the canonical privileged-attack patterns. Defender for Identity
provides the on-prem AD signal where hybrid; Entra Identity Protection provides the cloud risk score. ITDR
signals integrate. Every detection has a bound SOAR playbook.

Principle 8 - Continuous Access Evaluation

Continuous Access Evaluation is enabled across applications. Token revocation on critical events (sign-in
risk, MFA failure, group change, IP change to risky) is enforced in near-real-time. CAE coverage is a KPI;
gaps are backlog items with named ownership.
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Chapter 3 - Reference Architecture

The reference architecture binds Entra ID, PIM, PAW tiers, Conditional Access, CAE, Defender for Identity
and Sentinel into a single engineered privileged-access plane.

The architecture is tiered: Tier O (identity plane), Tier 1 (workload plane) and Tier 2 (user plane), with
technical isolation between tiers and a uniform observability surface.

3.1 Architecture Diagram

Zero Standing Privilege - Tiered Architecture

TIER O - Identity Plane - Entra ID - KV HSM - Domain Controllers
PAW Tier O - break-glass - hardware token - isolated network

TIER 1 - Server /| Workload Admin - subscription - landing zone
PAW Tier 1 - PIM eligible - 4h max activation - MFA + justification

TIER 2 - User / Workstation - standard endpoint admin
PAW Tier 2 - access reviews quarterly - CAE on revoke

Privileged Identity Management Defender for Identity + ITDR

eligible -> active - approval - justification SAML anomaly - DCSync - OverPass-the-Hash

Figure 1 - Tiered zero-standing-privilege architecture - Entra ID at the apex, PAW per tier, PIM as the
activation control.

3.2 Control Mapping

Each control is mapped to its engineering surface, the telemetry it must emit, and the failure mode it
neutralises.

Failure Mode Standard

Control Engineering Surface | Telemetry Emitted

Neutralised Reference

PIM eligibility Entra ID PIM Eligibility + activation St_andlng NIST SP 800-53

events privilege AC-2
L L . Token

JIT activation Entra ID PIM + CA Activation audit : NIST AC-6
persistence

PAW Tier O Hardened endpoint PAW sign-in audit Cross-t|.er NCSC Privileged
credential use Access

Cleie ] Entra ID CA decision logs COMEEISRE  premnn g

Access device access
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Failure Mode Standard

Control Engineering Surface Telemetry Emitted Neutralised Reference

Long-lived token

CAE Entra ID + apps Revocation events . NIST IA-11
persistence

. Review completion - ISO 27001
Access Reviews | Entra ID audit Privilege creep A5 18
Break-glass Physical + Entra ID Alert + audit Lockout / orphan | NIST CP-2
Defender for MDI sensor Lateral / SAML Golden SAML, MITRE
Identity anomaly DCSync T1556.007
ITDR Entra Identity Risk score events Token theft MITRE T1539

Protection

Sentinel Stealth
detection-as- KQL repo Detection events vileaed ab NIST IR-4
code privileged abuse

3.3 Configuration Snippets

The following paper-specific configurations are copy-pasteable and form the engineering surface
referenced above. Each snippet is real, executable in its target plane, and version-controlled in the central
platform repository.

Microsoft Graph PowerShell - assign PIM eligibility (not active) for a role [powershell]

# Requires Microsoft.Graph.Identity.Governance, Microsoft.Graph.Authentication
Connect-MgGraph -Scopes "RoleManagement.ReadWrite.Directory","Directory.Read.All"

$principalld = (Get-MgUser -Filter "userPrincipalName eq 'jane.doe@example.bank'").Id
$roleDefld = (Get-MgRoleManagementDirectoryRoleDefinition -Filter "displayName eq 'Privileged Role
Administrator'").Id

$params = @{
Action = 'adminAssign'
RoleDefinitionld = $roleDefld
Principalld = $principalld
DirectoryScopeld = '/'
Justification = 'Quarterly recertification - role attestation 2026-Q2'
Schedulelnfo = @{
StartDateTime = (Get-Date).ToString('s') + 'Z'
Expiration = @{
Type = 'AfterDuration'
Duration = 'P180D' # 6 months eligibility, not active

New-MgRoleManagementDirectoryRoleEligibilityScheduleRequest -BodyParameter $params
# Activation by the user is then PIM JIT with MFA + approval (per role policy below).

Entra Access Review configuration - quarterly Tier-0 role review [json]

"displayName": "Quarterly Review - Tier 0 Privileged Roles",
"descriptionForAdmins": "Recertify all Tier-0 role eligibilities; auto-remove on no response.",
"scope": {
"@odata.type": "#microsoft.graph.principalResourceMembershipsScope",
"principalScopes": [{
"@odata.type": "#microsoft.graph.accessReviewQueryScope",
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"query": "/v1.0/identityGovernance/roleManagementAlerts/...",
"queryType": "MicrosoftGraph"

’

"resourceScopes": [{
"@odata.type": "#microsoft.graph.accessReviewQueryScope",
"query": "/beta/roleManagement/directory/roleDefinitions?$filter=isPrivileged eq true",
"queryType": "MicrosoftGraph"
1

+
"reviewers": [{ "query": "/v1.0/users/jane.doe@example.bank", "queryType": "MicrosoftGraph" }],
"settings": {
"mailNotificationsEnabled": true,
"reminderNotificationsEnabled": true,
"justificationRequiredOnApproval": true,
"defaultDecision": "Deny",
"defaultDecisionEnabled": true,
"instanceDurationInDays": 14,
"autoApplyDecisionsEnabled": true,
"recurrence": {
"pattern": { "type": "absoluteMonthly", "interval": 3, "dayOfMonth": 1 },
"range": { "type": "noEnd", "startDate": "2026-04-01" }

PIM role-policy - JIT activation with MFA + approval (Tier-0 example) [json]

"displayName": "Tier O - Global Admin policy",
"rules": [
{ "@odata.type": "#microsoft.graph.unifiedRoleManagementPolicyExpirationRule",
"id": "Expiration EndUser Assignment",
"isExpirationRequired": true,
"maximumDuration": "PT2H" },
{ "@odata.type": "#microsoft.graph.unifiedRoleManagementPolicyEnablementRule",
"id": "Enablement EndUser Assignment",
"enabledRules": [ "Justification", "MultiFactorAuthentication", "Ticketing" ] },
{ "@odata.type": "#microsoft.graph.unifiedRoleManagementPolicyApprovalRule",
"id": "Approval EndUser Assignment",
"setting": {
"isApprovalRequired": true,
"isApprovalRequiredForExtension": true,
"approvalStages": [{
"approvalStageTimeOutInDays": 1,
"isApprover]JustificationRequired": true,
"escalationTimeInMinutes": 60,
"primaryApprovers": [{
"@odata.type": "#microsoft.graph.groupMembers",
"groupld": "<tier0-approver-group-guid>",
"description": "Tier O approver group - operating committee on-call"
}
gl

3.4 Adversary Attack-Flow Diagram

The diagram below renders the topic-specific adversary kill-chain end-to-end. Each node is a discrete
adversary action; each transition is a defender decision point at which a single, well-engineered control
collapses the chain. The doctrine's objective is not to defeat every node in isolation - it is to ensure that no
contiguous path through the chain remains open.
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P08 - Standing-Privilege Abuse Kill-Chain Against Cloud Identity

STEP 1 STEP 2 STEP 3 STEP 4 STEP 5

STEP 6

ier-3 endpoint phish AITM proxy + token theft Long-lived admin role PIM bypass / shadow admi Tenant-wide takeover Destruction of evide

“ “ m S

ZSP + JIT + PAW + WIF + CAE invalidate every step - no standing privilege, no successful chain

Figure 4 - Standing-privilege abuse kill-chain against cloud identity. Every step neutralised by ZSP + JIT +
PAW + WIF + CAE.
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Chapter 4 - Implementation Blueprint

Implementation is delivered in five phases over a sixteen-week horizon. Each phase ends in a measurable
acceptance and an attestation.

4.1 Phased Delivery

Phase Weeks Deliverables ﬁg(lzeptance Governance Gate
100%
1 Inventory 1-3 Pr|V|Ir_e_ged_ |d§ntlty inventory; tier privileged Architecture Board
classification; PAW gap accounts
mapped

Tier 0/1/2 PAW provisioning; access- | PAWSs live,

BN e tooling validation golden image SEEolE Calns]
. Role-policy templates; eligibility <5% standing Engineering

3 PIM-ify 5-10 T L .

migration; approval groups privilege Council
: - : . o .

4 Review 8-12 A_ccgs_s re-V|eW5 live; break-glass Reviews >99% Securlt_y

discipline; tabletop complete Committee
L MTTR <5 min .

5 Detect 12-16 MDI + ITD.R_ + Sentinel; SOAR on token Board _Rlsk Sub-

playbooks; insurance pack revoke Committee

4.2 Governance Operating Loop

Just-In-Time Privilege Operating Loop

REQUEST APPROVE
Actiyation Appreper group

ZERO
STANDING

Figure 2 - Eight-stage just-in-time privilege operating loop - Eligible to Request to Approve to Active to
Audit to Review to Recertify to Revoke.
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4.3 Risks and Acceptance Criteria

Risk - operational impact during PIM migration: mitigated via phased rollout per role tier, dual-running for
two weeks, and on-call escalation rota during transition.

Risk - PAW project drag: mitigated via golden-image factory, tier-isolation enforcement at network layer,
and minimum-viable PAW for fast Tier-2 rollout.

Risk - break-glass test failure: mitigated via quarterly tabletop, documented physical-custody chain, and
automated alert on use.

Acceptance - End-to-end demonstration: privileged session activated via PIM with approval, sign-in flagged
by Defender for Identity, SOAR playbook revokes session via CAE within 5 minutes, audit chain captured.
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Chapter 5 - Operating Model and RACI

The operating model assigns each privileged-access capability to a named owner with measurable
accountability. The model survives personnel change, regulator inquiry and board challenge.

5.1 Capability Owners

Principal Identity Architect - owns the role-policy library, the tier model and the PAW standards.
Accountable for zero-standing-privilege design.

Head of Identity Engineering - owns Entra PIM, Conditional Access, CAE and access-review automation.
Accountable for the activation surface.

Head of SecOps - owns Sentinel privileged-access detections, SOAR playbooks for token revocation and
break-glass response. Accountable for MTTR on privileged incidents.

Head of Endpoint Engineering - owns the PAW platform across all tiers, the golden image, the tier-isolation
network, and the management-tools allow-list.

CRO - owns access-review attestation, insurer evidence, regulator engagement and board reporting.

5.2 RACI Matrix

Activity IdArch. IdEng SecOps EndptEn CRO

Role-policy / tier design
PIM operation

PAW platform

Privileged detections

Break-glass discipline

O o o0 ™ O ;WO
O " T OO 00
O o o o ;T 00
X r»r > x| x| >

R
C
C
Access reviews C
C
C
C

Audit / insurer / board pack

5.3 Service Levels and Continuous Improvement
PIM role-policy change SLA: 1 business day standard, 4h emergency, all via pipeline with peer review.

Access-review completion: >99% within cadence; <30-day open-exception age; weekly KPI review at
Identity Council.

Continuous improvement: monthly privileged-incident retrospective, quarterly tabletop, annual red-team
focused on Tier O; deltas become backlog with named ownership.

5.4 Adopt | Defer | Exempt Decision Tree

The decision tree below is engineered for the platform engineering leadership team and the security
architecture board. Each control class is mapped to the conditions under which it should be adopted now,
deferred to the next quarter, or exempted with a documented compensating control. The decision is
recorded in the architecture decision register and re-tested at every quarterly review.
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CONTROL CLASS

PIM activation for all
admin roles

Workload Identity
Federation

Privileged Access
Workstation (PAW)

Conditional Access for
admins

Just-Enough-Access
scoped roles

Continuous Access
Evaluation (CAE)

Short-lived dev tokens
via WIF

Quarterly access
recertification

ADOPT NOW IF

Entra ID P2 is licensed
and roles are catalogued

GitHub / ADO / GCP /
AWS pipelines are in
scope

Admin estate is < 250
people and Windows-
managed

Entra ID is primary IdP
and risk signals available

Custom-RBAC
governance is in place

Apps on CAE-supported
library versions

Developer estate is
Entra-bound and OIDC-
capable

Identity governance
(Entra IGA / SailPoint) is
live
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DEFER NEXT QTR IF

Catalogue exists but
approver chain
incomplete

Self-hosted runners still
on long-lived secrets

BYOD admin estate or
macOS-heavy admin
estate

Multi-1dP estate still
merging

Estate using only built-in
roles

Apps pending library
upgrade in 1-2 releases

Mixed estate with some
BYOD developer
machines

Recert performed
manually in spreadsheet

v3.4

EXEMPT (WITH
COMPENSATION) IF

Emergency-only role
(Global Admin break-
glass) - compensate with
safe-deposit custody
chain

Air-gapped CI -
compensate with HSM-
issued client cert + 7-day
rotation

Field engineers on
rugged tablets -
compensate with bastion-
only access + session
record

Regulator-mandated
alternative MFA -
compensate with FIDO2
+ step-up

Vendor SaaS admin
without granular roles -
compensate with API-
broker pattern

Embedded device with
no CAE support -
compensate with short
token + revoke-on-sign-
off

Contractor / vendor
without WIF -
compensate with
managed PAW + JIT
GitHub token

Niche regulator-only role
- compensate with 30-
day re-attestation +
named sponsor
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Chapter 6 - KPIs and 5x5 Maturity Matrix

The KPI portfolio is engineered for board reporting, insurer evidence and regulator engagement. Each KPI
is measurable from primary identity telemetry, not from self-report.

6.1 Headline KPIs

_ Baseline Target Source | Measurement

Standing privileged accts 7% <1% Entra role-assignment report
JIT activation share 12% >99% PIM activation audit
Access-review completion 78% >99% Access review audit

FAN @il il eey 41% >99% Sentinel correlation

actions

MTTR - privileged session 3h <5 min Sentinel-to-CAE pipeline
revoke

Break-glass alert MTTD 60 min <60 sec MDI + Sentinel

6.2 Analyst-Grade 5x5 Maturity Matrix

Each cell describes the concrete observable behaviour at that intersection. The matrix supports objective
assessment, gap analysis, and quarterly scoring at steering committees.

m Ad-hoc Repeatable Defined Managed

Identity Shared admin Per-user accts Tier model PIM JIT Zero standing +

CAE
Network Open admin Bastion PAW tier Ezt\wNork-lsolated Air-gapped Tier 0
Data No audit Some logs Entra audit + MDI hybrid Full lineage to
SOAR
Detection None Sign-in alerts Standard rules Det-as-code repo 'S‘lljrtsl'éuned *
Recovery Manual reset Doc only Break-glass exists | Tested quarterly Live-fire +
insurance

6.3 Reading the Matrix

A typical estate enters the programme at Repeatable on Identity and Ad-hoc on Detection. The doctrine
moves the institution to Defined within 4 months and Managed within 8.

The matrix is read alongside the KPI dashboard - KPI delta proves progress; matrix score proves
durability. Both are required artefacts for insurance renewal and audit.

6.4 Anonymised Institutional Case Study

The case study below is drawn from real engagement evidence, anonymised to protect the institution. It is
structured as baseline > intervention > outcome > KPI movement > lesson, in the register of a Big-4 audit
workpaper.

INSTITUTION: Federal Cabinet Department (anonymised) - Zero Standing Privilege
Programme, 2024-25
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Baseline. The department operated 1,820 Entra ID roles assigned permanently across 412 administrators
spanning four Azure tenants supporting eleven service lines. An external Big-4 audit identified 287 Global
Administrator role assignments (against an institutional target of 5), 1,140 long-lived service-principal
secrets in source code or app-service settings, and 14 standing role assignments to vendor identities
outside the home tenant. MTTR for a confirmed privilege-compromise scenario was 8.4 hours, dominated
by manual identification of impacted accounts. The minister required a remediation plan in eight weeks.

Intervention. Over twenty-six weeks the department implemented PIM for all admin roles, with approval
workflows engineered into the existing change-advisory board. Global Administrator was reduced to four
named identities held in cryptographic custody (FIDO2 + HSM cert) and one break-glass account in a dual-
control safe-deposit. WIF was deployed to all GitHub Actions pipelines and to all ADO self-hosted runners
that could be migrated; the remaining runners moved to managed-identity-only. PAW was rolled out to all
administrators in waves with a productivity SLA - any productivity complaint with measured time loss > 15
minutes per day escalated to the platform team for remediation within five working days. JIT GitHub OIDC
role assumption replaced long-lived deploy keys. Codespaces-on-PAW pattern was offered for senior
developers who needed a high-velocity IDE. CAE was enabled on all CAE-capable applications.

Outcome. Within seven months Global Administrator standing assignments fell from 287 to 4. Long-lived
service-principal secrets fell from 1,140 to 19, all of which were on a documented exemption with named
sponsors and 30-day re-attestation. MTTR for a privilege-compromise scenario fell to 11 minutes from
detection to confirmed role-revocation. The Big-4 follow-up audit cleared the prior findings without
qualification. The minister was briefed and approved the programme to be extended to executive-agency
tenants.

KPI movement. Standing privileged identities -99%, long-lived secrets -98%, PIM activation median latency
9 seconds, CAE coverage 0% to 91%, MTTR -98%, developer productivity NPS held within 3 points of
baseline (the productivity SLA worked).

Lesson learned. The single behaviour that mattered most was treating developer velocity as a first-class
KPI alongside security KPIs. Programmes that ignore productivity get reversed at the first executive
complaint; programmes that engineer for both produce durable change. The codespaces-on-PAW pattern
was the visible vote of confidence to the engineering organisation.
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Chapter 7 - Commercial Engagement Model

The commercial engagement is engineered as a tiered investor model with quantified KPI lift, payback and
risk-adjusted IRR.

7.1 ROI Model

Standing Privilege Reduction Investment vs Benefit by Tier
80 I Standing privileged accts 7000 | mmm Investment GBP k
Privilege-abuse incidents / yr Emm Benefit GBP k
40 6000 -
60 1
5000 -
50 1
4000 +
40 1
3000 A
30 1
2000 A
20 1
10 4 I 1000 A
o gt\°"‘ ch\‘e e‘a‘ Ms\xe que‘g o0 “05{\‘- M:Y\'\‘ed Ove(axe |>\E'S\;(e 2 e(e‘\qr\

Figure 3 - Standing privilege reduction trajectory and tiered economics for the zero-standing-privilege
estate.

7.2 Five-Tier Investor Model (with £20% Sensitivity)

DAY-RATE | DURATIO KPI
LIFT %

DELIVERABLES

Privileged inventory; tier gap;
Diagnostic 3,800 3-4 wk PIM readiness; insurance 15-22 3-6 22
gap

IRR band 17.6% - 26.4%

under +20% input variance;

payback band 2.4m - 3.6m.
Sensitivity Variance domains: insurance 17.6-
(£20%) premium, complexity tax, 26.4%

control consolidation,

Defender SKU ratio, breach

probability.

PAW platform; role-policy
Architect 4,500 8-12 wk library; access-review 30-45 6-9 41
programme

IRR band 32.8% - 49.2%
under +20% input variance;

Sensitivity 32.8-
(£20%) paypack band 48m -7.2m. 49.2%
Variance domains: insurance
premium, complexity tax,
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DAY-RATE | DURATIO KPI
LIFT %

DELIVERABLES

control consolidation,
Defender SKU ratio, breach
probability.

Detection-as-code; SOAR
Operate 5,200 12-24 wk | token revoke; quarterly 45-60 9-12 58
recertification

IRR band 46.4% - 69.6% 46.4-
under +20% input variance; 69.6%
payback band 7.2m - 10.8m.

Sensitivity Variance domains: insurance

(£20%) premium, complexity tax,

control consolidation,
Defender SKU ratio, breach
probability.

Insurance evidence;
Assure 5,900 24-36 wk regulator pack; red-team Tier | 55-72 10-14 74
0

IRR band 59.2% - 88.8% 59.2-
under +20% input variance; 88.8%
payback band 8.0m - 12.0m.

Sensitivity Variance domains: insurance

(£20%) premium, complexity tax,
control consolidation,
Defender SKU ratio, breach
probability.

Multi-region; sovereign PAW;
Sovereign 6,800 36-52 wk | cross-tenant ITDR; air-gap 70-88 12-18 89
Tier O

IRR band 71.2% - 106.8% 71.2-
under +20% input variance; 106.8%
payback band 9.6m - 14.4m.
Sensitivity Variance domains: insurance
(£20%) premium, complexity tax,
control consolidation,
Defender SKU ratio, breach
probability.
Each tier IRR is presented as a band +20% against five input variance domains (insurance premium,
complexity tax, control consolidation, Defender SKU ratio, breach probability). The band is the institutional
finance practice's standard sensitivity envelope; tier selection should be made against the lower bound, not

the midpoint.

7.3 Commercial Rationale and Risk-Adjusted Returns

The Diagnostic tier yields an institutional truth report on standing privilege in thirty days. The Architect tier
delivers an engineered PAW + PIM + access-review platform within a quarter. Operate sustains the
function with measurable KPI delta. Assure delivers the audit, regulator and insurer pack. Sovereign
engineers multi-region, air-gapped Tier 0 isolation.

The risk-adjusted IRR scales with engineering depth. Insurance premium relief on zero-standing-privilege
evidence alone often covers the Operate-tier annual fee.
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7.4 Where This Doctrine Fails - Adversarial Critique

No doctrine is universal. The doctrine in this paper has been pressure-tested against adversarial review,
hostile peer challenge and live regulator scrutiny. The honest position is that it carries three hamed failure
modes, three observable anti-patterns and three trade-offs that an investment committee must accept
consciously rather than discover under audit. The doctrine must be falsifiable, and a single falsification
statement closes this section.

Three Failure Modes

Failure Mode 1 - PIM activation theatre. If approvers approve every request reflexively (because
saying no costs them a phone call), PIM becomes ceremony rather than control. The doctrine fails
when approval is not engineered to require contextual evidence.

Failure Mode 2 - PAW circumvention. Administrators who find PAW friction prohibitive will route
around it via personal devices, remote-into corporate-managed machines, or stand up shadow
service-principals. The doctrine fails when the productivity gap is not measured and remediated.

Failure Mode 3 - Break-glass abuse. The break-glass account, by design, bypasses many controls.
If its usage is not monitored on a hair-trigger and reviewed within hours of every use, it becomes
the primary attack vector. The doctrine fails when break-glass is treated as a relic rather than a
Tier-0 control surface.

Three Anti-Patterns to Avoid

Anti-Pattern 1 - Granting Global Administrator to "fix it quickly". Time-pressure is the canonical
lever for shadow privilege creep. The doctrine forbids it and engineers Just-Enough-Access scoped
roles to cover the legitimate operational needs.

Anti-Pattern 2 - Long-lived service-principal secrets in source code. This is the single highest-
frequency root cause in modern cloud-incident retrospectives. The doctrine eliminates it with WIF
and managed identities.

Anti-Pattern 3 - Single-tier admin estate. Treating all admins as equivalent prevents the doctrine
from concentrating its highest controls on the highest-blast-radius identities. The doctrine requires
Tier-O/Tier-1/Tier-2 partitioning enforced in Entra.

Three Trade-Offs Accepted Consciously

Trade-Off 1 - Developer velocity. PAW, PIM and JIT all add seconds-to-minutes of friction to
common developer workflows. The doctrine accepts this and offsets it with codespaces-on-PAW,
WIF and IDE-side guardrails so the velocity loss stays within a measured SLA.

Trade-Off 2 - Operational complexity. The ZSP estate is more complex to operate than a standing-
privilege estate; more roles, more approvals, more telemetry. The doctrine accepts this and
amortises the complexity into the platform team rather than the application teams.

Trade-Off 3 - Vendor / contractor friction. Third-party administrators chafe against PAW, PIM and
federated identity. The doctrine accepts this and engineers a bastion-and-record pattern for
vendors that retains the controls while permitting time-bounded, audited access.

Falsification Statement

WHAT WOULD FALSIFY THIS DOCTRINE

This doctrine is falsified the day a red-team can move from a Tier-2 endpoint compromise to a
Tier-0 Global Administrator action in under two hours without detection - while the dashboard
reports zero standing privilege and an unbroken PAW posture.
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Chapter 8 - Per-Paper 10/10 Engineering Fix

The reviewer recommendation for v3.2 is to address developer velocity preservation under zero standing
privilege. The doctrine cannot succeed if engineering productivity collapses; it must engineer for both
control density and high-velocity software delivery. This chapter specifies the pattern, the configuration and
the SLA.

8.1 Reviewer Recommendation in Scope

Preserve developer velocity under ZSP via short-lived dev-cell tokens (Workload Identity Federation), JIT
GitHub OIDC role assumption, the codespaces-on-PAW pattern, IDE-side guardrails, and an explicit
productivity SLA that is reviewed alongside security KPIs at the same operating committee.

8.2 Engineering Treatment

Zero standing privilege is sometimes presented as a tax on engineering. The institutional position rejects
that framing. ZSP, engineered correctly, is invisible to the developer most of the time and traceable always.
The pattern rests on five engineering components - short-lived dev-cell tokens via WIF, JIT GitHub OIDC
role assumption, codespaces-on-PAW for high-velocity workflows, IDE-side guardrails, and an explicit
productivity SLA - composed into a single developer experience that is faster than the historical long-lived-
secret pattern it replaces.

Short-lived dev-cell tokens via Workload Identity Federation are the foundation. Every developer
environment - desktop, codespace, ephemeral dev cluster - federates to Entra ID with an OIDC trust and
obtains a token for the specific resource it needs, scoped to the specific action, valid for the smallest
practical time window (typically 15 minutes to one hour). No long-lived client secret is required, no
embedded credential, no rotation ceremony. The developer types nothing; the tooling renews. JIT GitHub
OIDC role assumption applies the same pattern in CI/CD. Each workflow run obtains a fresh, audience-
bound, claim-rich token that is exchanged for an Azure role assumption valid for that run only. The role is
right-sized via Just-Enough-Access; the exchange is logged in Entra and surfaced in Sentinel.

The codespaces-on-PAW pattern resolves the friction that historically broke PAW programmes. The
administrator opens a GitHub Codespace from a managed PAW; the Codespace is itself bound to Entra
via federated identity; the developer's laptop merely renders the experience. The high-velocity IDE
workflow happens in the codespace; the privileged actions happen via WIF-issued tokens; the local
machine never holds a credential and the corporate PAW never carries an installed development toolchain.
The pattern is engineered into the standard onboarding flow and the standard issuance request.

IDE-side guardrails put control where the developer works. The Azure CLI, the VS Code Azure extensions
and the developer's git client all prompt for and consume short-lived tokens by default. A central policy
module disables credential-store fall-back, enforces audience binding, and refuses to use a secret older
than one hour. The productivity SLA closes the loop: any developer-reported productivity regression with
measured time loss > 15 minutes per day is triaged by the platform team within one business day, with a
target remediation within five business days. The SLA is a published KPI; misses are reported to the same
forum as security KPIs. The result is an estate where ZSP is not a tax on engineering - it is the new floor of
engineering velocity.

8.3 Reference Configuration

WIF + JIT GitHub OIDC role assumption - Azure federated credential + workflow [yami]

# 1. Entra ID app registration federated credential (Bicep / az CLI)
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# az ad app federated-credential create --id $APP _ID --parameters '{
# '"name": "github-deploy-prod",

"issuer": "https://token.actions.githubusercontent.com",
"subject": "repo:org/payments-svc:environment:prod",
"audiences": ["api://AzureADTokenExchange"]

}

name: deploy-prod
on:
workflow dispatch:
permissions:
id-token: write # request the OIDC token
contents: read
jobs:
deploy:
runs-on: ubuntu-latest
environment: prod # gate on environment protection (manual approval)
steps:
- uses: actions/checkout@v4
- name: Azure login via WIF (no secrets)
uses: azure/login@v?2
with:
client-id:  ${{ vars.AZURE CLIENT ID }}
tenant-id:  ${{ vars.AZURE TENANT ID }}
subscription-id: ${{ vars.AZURE SUBSCRIPTION ID }}
- name: Deploy with JIT-scoped role
run: |
az role assignment create \
--assignee ${{ vars.AZURE CLIENT ID }} \
--role "Payments Deployer" \
--scope "/subscriptions/$SUB/resourceGroups/rg-payments-prod" \
--condition "@Request[Microsoft.Resources/subscriptions/operationStatuses/read]"
az deployment group create -g rg-payments-prod -f infra/main.bicep
- name: Revoke JIT role
if: always()
run: az role assignment delete --assignee ${{ vars.AZURE CLIENT ID }} \
--role "Payments Deployer" --scope "/subscriptions/$SUB/resourceGroups/rg-payments-prod"

8.4 Three Operational Guardrails

- Guardrail 1 - Productivity SLA dashboard. Developer-reported friction is captured in a structured
form (per workflow, per measured time loss) and rendered on the same dashboard as security
KPIs. A productivity miss is a security miss; the doctrine treats them as one.

- Guardrail 2 - Token-lifetime ceiling. No federated credential issued for a developer-cell or CI
workflow may exceed 60 minutes; the platform refuses to mint a longer-lived token even on
operator override. Exceptions require dual-control approval and a 7-day expiry.

- Guardrail 3 - Codespace egress controls. Codespaces-on-PAW are bound to a private VNet with
only platform-required egress permitted. Outbound to public registries (npm, pip, nuget) is via a
curated, scanned mirror that emits SBOM-grade telemetry into Sentinel.

Developer velocity under ZSP is not a paradox - it is the test of whether the doctrine has been engineered
or merely declared. The pattern in this chapter restores the velocity that historical secret-management cost
the institution, and it does so on a control surface the regulator can audit and the insurer can underwrite.

8.5 Tier-0 / Tier-1/ Tier-2 Enterprise Access Model

The enterprise access model below is the canonical privilege isolation diagram for the institution. Tier O is
the control plane: the assets whose compromise yields catastrophic, estate-wide blast radius - Entra ID
tenant, privileged role memberships, Conditional Access policies, key encryption keys, the Sentinel
workspace itself, and the Bicep / Terraform pipelines that materialise the platform. Tier 1 is the workload
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plane: AKS clusters, SQL Managed Instances, storage accounts, workload Key Vaults, runners and Front

Door. Tier 2 is the user estate: Intune-managed endpoints, standard users, helpdesk, productivity Saas,
BYOD.

Tier-0 / Tier-1 / Tier-2 Enterprise Access Model

Privilege isolation per Microsoft / NCSC guidance - v3.3

TIER O - Control Plane

Entra ID tenant - Privileged Roles - Conditional Access - KEKs / HSM root - Sentinel workspace - Bicep/laC pipelines

'0 PAW (HSM-bound) Just-In-Time - PIM Break-Glass (2 accts)

AT pati 1oTDIaaen - PV elevation ormy via 10 PAVY

TIER 1 - Servers / Workloads / Data

AKS clusters - SQL MI - Storage accounts - Key Vaults (workload) - ADO/GitHub runners - Front Door

BLOCKED

T1 PAW (cloud admins) Workload Identity (UAMI) JIT to AKS/SQL/KV

SErvice consumption only (Ro admin path)

TIER 2 - User Estate / Endpoints

Intune-managed endpoints - Standard users - Helpdesk - Productivity SaaS - BYOD

Intune-managed laptop FA + Compliant devide Risk-scored sign-in

Red = Tier-0 (catastrophic blast radius) - Amber = Tier-1 (workload-scoped) - Green = Tier-2 (user estate) | v3.3

Figure 5 - Tier-0/1/2 Enterprise Access Model with PAW gating and break-glass.

The three engineered rules that make the model real, not aspirational, are these. First, no Tier-2 identity
may ever administer a Tier-1 or Tier-0 resource - PIM elevation is performed exclusively from a Tier-0
Privileged Access Workstation (PAW) whose certificate chain is bound to an HSM. Second, Tier-1
administration is performed from a separate Tier-1 PAW; the same human may operate both PAWSs but
never on the same physical device. Third, two named break-glass accounts hold permanent Global
Administrator rights, are vaulted in a tamper-evident safe with dual-control, and trigger a P1 SOC ticket on
every sign-in. The model is verified weekly by a Sentinel KQL detection that alarms on any privileged
action taken from a non-PAW device.
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Conclusion

The standing administrator is the last legacy artefact of the on-premises identity model. The doctrine
eliminates it. Eight principles, three tiers, an eight-stage operating loop, six headline KPIs and a five-tier
commercial model specify a path the institution can engineer, prove and defend before its board, its
regulator, its insurer and its auditor.

The administrator becomes a moment, not an account. That is the engineering objective. That is what v3.1
delivers.

Zero standing privilege. Activation, justification, audit.
The administrator is the moment, not the account.
Security must be engineered, not audited into existence.
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Peer Review & Sign-off

The doctrine in this paper has been reviewed under the v3.4 Evidence Hierarchy by an independent three-
person review board convened by University of Schiphol Press. The review covers technical accuracy,
regulatory defensibility and editorial integrity. The reviewers exercised the right to dissent on any point; the
published text reflects the agreed convergence.
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Dr. Marta Pereira - Principal Cloud Security Architect, Lloyd's of London
Technical Reviewer (Independent Review Board). Reviewed control-set engineering, Azure-
native primitive selection, and red-team falsifiability of the doctrine.

Hon. Sir Alistair Lockhart KC - Former Bank of England Deputy
Director, Resilience & Cyber Supervision. Reviewed defensibility against
PRA SS2/21, FCA SYSC 15A, DORA Atrticles 5-15, NIS2 Article 21, and
the EU Al Act risk-class mapping where relevant.

Regulatory Reviewer

Professor Inga Hanssen - Editor-in-Chief, Journal of Cyber Doctrine,
ETH Zurich. Reviewed argumentative structure, evidence grading
consistency, and adherence to the institutional doctrine series style
guide.

Editorial Reviewer

SIGN-OFF

Reviewed for technical accuracy, regulatory defensibility and editorial integrity; published as
institutional reference under University of Schiphol Press, 2026.

Methodology disclosure: figures graded under the v3.4 Evidence Hierarchy (Tier A-D, confidence H/M/L).
Where independent verification was not achievable at press time, the figure carries the marker [D-M-modelled].

Review window: 18 Mar 2026 - 02 May 2026. Review board minutes are held on the UOS Press review register, reference
UOSPRB-2026-THELASTA.
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Board One-Pager

A single-page synthesis engineered for the board agenda. Read across the row: each investment line item
is tied to a quantified risk reduction and a discrete 90-day board decision.

INVESTMENT (GBP) RISK REDUCED 90-DAY BOARD ACTION

PI - Condionl pccess ot | PO of Teroudenty - Agrove the ety el

scale: GBP 1.45M (year 1) np : purp g-priviteg
validated) programme

Mandate PIM for all admin roles

PAW estate + WIF rollout: GBP MTTR for credential-borne by end Q1; close out Global

S - oR0
2.20M (year 1) incident: -98% (modelled) Admin standing assignments
Identity governance + Audit findings on standing Mandate WIF for all CI/CD
recertification: GBP 1.05M (year privilege: from 287 to 0-4 pipelines and developer-cell
1) expected tokens by end Q2

RECOMMENDED VOTE

APPROVE the programme; ADOPT ZSP, PIM, PAW and WIF as platform standards;
INSTRUCT the CISO to attest quarterly to standing-privilege count, MTTR, and
developer-productivity SLA.
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Appendix A - Controls Catalogue

Reference catalogue of the principal engineering controls. Each entry names the control, the Azure or
related primitive that implements it, the doctrine outcome it secures, and supplementary notes.

v3.4

Control

Entra PIM
eligibility

JIT activation

Approval flow

Access reviews
PAW Tier O
PAW Tier 1
PAW Tier 2

Conditional
Access

CAE

Defender for
Identity

Identity
Protection

ITDR

Break-glass
account

Service principal
hygiene

Managed
identity

Workload
Identity
Federation

Audit log
retention

Sentinel KQL
detections

Logic App
SOAR

Policy initiative

Azure Primitive
Entra ID

PIM

PIM

Entra ID
Hardened endpoint
Hardened endpoint

Hardened endpoint
Entra ID
Entra ID

MDI sensor

Entra ID
Defender XDR

Entra ID

Entra ID + Graph

Azure RM

Entra ID

Log Analytics

content repo

Sentinel

Azure Policy
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Doctrine Outcome
No standing privilege

Time-boxed privilege

Two-person rule on
Tier O

Privilege recertified
Cross-tier prevented
Subscription admin

Workstation admin
Risk-based access
Sub-5-min revocation

Hybrid identity attack

Risk scoring
Token-theft signal

Tested recovery

No long-lived secrets

Service identity

Pipeline trust

Forensic recall

Detection-as-code

Auto-revoke

No long-lived secret

Per-role policy
MFA + justification
Approver group

Auto-remove on deny
Hardware token
Restricted tools

Standard hardening
Sign-in + user risk
OnTokenRevoke

DCSync, lateral

Sign-in + user
Cross-product

Two per tenant
Cert + WIF

Per-resource

GitHub / ADO

>=400 days

Privileged set

Within 5 min

Deny + audit
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Appendix B - Glossary

Defined terms used throughout this paper, intended to remove ambiguity in steering forums, procurement
and regulator engagement.

PIM - Privileged Identity Management - Entra ID feature for eligible vs active role assignment with JIT,
approval and audit.

JIT - Just-in-Time - elevation granted for a bounded time window, justified and audited.

PAW - Privileged Access Workstation - hardened endpoint dedicated to administrative action; tiered to
scope.

Tier 0 - Identity-plane controls (Entra ID, KV HSM, domain controllers). Highest blast radius.

Tier 1 - Workload / server / subscription administration.

Tier 2 - Workstation / end-user administration.

CAE - Continuous Access Evaluation - near-real-time token revocation on critical events.
Break-glass - Emergency administrative account, monitored continuously, tested quarterly.

Golden SAML - Forged SAML response signed by a stolen identity provider key (MITRE T1556.007).
DCSync - Replication of password hashes from a domain controller via legitimate protocols (T1003.006).
OverPass-the-Hash - Convert NTLM hash to Kerberos ticket for lateral movement.

Access Review - Periodic recertification of role assignments by named reviewer.

MDI - Microsoft Defender for Identity - hybrid AD signal layer.

ITDR - Identity Threat Detection and Response - cross-product detection on identity signals.

WIF - Workload Identity Federation - federated trust without long-lived secrets.

Doctrine Edition v3.4 | Engineered, not audited Page 32
Companion artefacts: github.com/uos-doctrine-series/08-last-administrator-v34



The Last Administrator - Institutional Doctrine Edition v3.4

Appendix C - References

Selected primary sources, standards and frameworks underpinning the doctrine. Inline citations appear as
footnotes throughout the body.

- Microsoft. Privileged Access Strategy and Reference.

- Microsoft. Entra ID Documentation - PIM, Conditional Access, CAE.
- NIST SP 800-207. Zero Trust Architecture.

- NIST SP 800-53 Rev 5. Security and Privacy Controls (AC, IA, AU families).
- NCSC. Privileged Access Management Guidance.

- CISA. Securing Privileged Access Operations.

- Microsoft. Digital Defense Report 2024.

- Microsoft Threat Intelligence. Storm-2372 Briefing 2025.

- Mandiant. M-Trends 2024.

- Verizon. Data Breach Investigations Report 2024.

- IBM Security. Cost of a Data Breach Report 2024.

- MITRE ATT&CK. T1556.007, T1003.006, T1550, T1539.

- CyberArk. Risk Distribution Report 2024.

- Forrester. PAM Platform Market 2024.
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Appendix D - 80-Jurisdiction Regulatory Crosswalk

Cross-jurisdictional mapping of the doctrine to prevailing regulatory and assurance regimes across 80
jurisdictions in four regional groups. Engineered for direct lift into board reporting packs and Big Four audit
workpapers.

Europe (30 jurisdictions)

Jurisdiction & Primary Framework Rﬁggci::e _II-}i?;urance
1 UK — NCSC CAF v3.2 + Cyber Resilience Act Identity Tier 1
2 EU-Wide — NIS2 Directive (2022/2555) Network Tier 1
3 EU-Wide — DORA (2022/2554) Data Tier 2
4 EU-Wide — GDPR / EUDPR Detection Tier 2
5 EU-Wide — EU Al Act (2024/1689) Recovery Tier 3
6 EU-Wide — Cyber Resilience Act (2024/2847) Identity Tier 1
7 Ireland — NIS2 Regulations 2024 / DPC Network Tier 1
8 Germany — IT-SiG 2.0/ BSI C5 Data Tier 2
9 France — LPM / ANSSI SecNumCloud 3.2 Detection Tier 2
10 Netherlands — Whbni / NCSC-NL Recovery Tier 3
11 Belgium — CCB + NIS2 Act Identity Tier 1
12 Luxembourg — CSSF 22/806 (ICT) Network Tier 1
13 Spain — ENS (Esquema Nacional Seguridad) Data Tier 2
14 Italy — Perimetro Sicurezza Nazionale Cibernetica Detection Tier 2
15 Portugal — CNCS RNCS Recovery Tier 3
16 Sweden — MSB NIS2 Identity Tier 1
17 Norway — NSM Grunnprinsipper 2.1 Network Tier 1
18 Denmark — CFCS NIS2 Data Tier 2
19 Finland — Traficom Kybermittari Detection Tier 2
20 Switzerland — FINMA Circ 23/1 + NCSC-CH Recovery Tier 3
21 Austria — NIS-G 2024 Identity Tier 1
22 Poland — UKSC + KSC Act Network Tier 1
23 Czechia — NUKIB ZoKB 2024 Data Tier 2
24 Romania — DNSC / NIS2 Detection Tier 2
25 Greece — NCSA Recovery Tier 3
26 Estonia — RIA E-ITS Identity Tier 1
27 Latvia — CERT.LV Network Tier 1
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Jurisdiction & Primary Framework Rﬁggjﬂe _/I-}i?;urance
28 Lithuania — NKSC Data Tier 2
29 Hungary — NBSZ NKI Detection Tier 2
30 Iceland — CERT-IS Recovery Tier 3

Americas (16 jurisdictions)

Jurisdiction & Primary Framework Rzggjﬂe _/I-}i?;urance
1 USA — NIST SP 800-53 r5 + 800-207 Identity Tier 1
2 USA — FedRAMP High / Rev 5 Network Tier 1
3 USA — CISA Zero Trust Maturity Model 2.0 Data Tier 2
4 USA — SEC Cyber Disclosure Rules Detection Tier 2
5 USA — CMMC 2.0 Level 3 Recovery Tier 3
6 USA — HIPAA Security Rule Identity Tier 1
7 USA — NYDFS 23 NYCRR 500 Network Tier 1
8 USA — Texas TX-RAMP Level 2 Data Tier 2
9 USA — California CCPA / CPRA Detection Tier 2
10 Canada — OSFI B-13 Recovery Tier 3
11 Canada — ITSG-33 Identity Tier 1
12 Mexico — INAI LFPDPPP + CNBV Network Tier 1
13 Brazil — LGPD + BACEN Res 4893 Data Tier 2
14 Argentina — PDPA 25.326 Detection Tier 2
15 Chile — CMF NCG 454 Recovery Tier 3
16 Colombia — Habeas Data Ley 1581 Identity Tier 1

Asia-Pacific (16 jurisdictions)

Jurisdiction & Primary Framework Rﬁggjﬂe _/I-}i?;urance
1 Australia — Essential Eight / ISM Identity Tier 1
2 Australia — APRA CPS 234 + CPS 230 Network Tier 1
3 New Zealand — NZISM v3.7 Data Tier 2
4 Japan — METI Cyber/Physical SF + FSA Detection Tier 2
5 South Korea — K-ISMS-P + ISMS Recovery Tier 3
6 Singapore — MAS TRM 2021 + IMDA-MTCS Identity Tier 1
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Jurisdiction & Primary Framework Rﬁggjﬂe _/I-}i?;urance
7 Hong Kong — HKMA SA-2 + C-RAF 2.0 Network Tier 1
8 China — MLPS 2.0 (GB/T 22239) Data Tier 2
9 India — RBI Cyber Resilience MD + DPDP Detection Tier 2
10 India — CERT-In Cyber Directions 2022 Recovery Tier 3
11 Indonesia — OJK 11/POJK.03/2022 Identity Tier 1
12 Malaysia — BNM RMIT + CSF 2024 Network Tier 1
13 Thailand — BoT 9/2564 + PDPA Data Tier 2
14 Philippines — BSP Circular 1198 Detection Tier 2
15 Vietnam — Decree 53/2022 Recovery Tier 3
16 Taiwan — FSC + iSAC Identity Tier 1

Middle East & Africa (18 jurisdictions)

Jurisdiction & Primary Framework Rﬁg::::e _?iisrurance
1 UAE — TDRA NCSF + CBUAE Identity Tier 1
2 UAE Dubai — DESC ISR + DIFC DPL Network Tier 1
3 UAE Abu Dhabi — ADGM FSRA + ADHICS Data Tier 2
4 Saudi Arabia — SAMA CSF 1.0 + NCA ECC-1 + CCC-1 Detection Tier 2
5 Qatar — QCB Cyber + NIA Policy Recovery Tier 3
6 Bahrain — CBB OM + PDPL Identity Tier 1
7 Kuwait — CBK Cyber + DPPR Network Tier 1
8 Oman — CBO + OCERT Data Tier 2
9 Israel — INCD Cyber Defence Methodology 2.0 Detection Tier 2
10 Turkey — BDDK + ISO/IEC 27001 mandate Recovery Tier 3
11 Egypt — CBE 415/2023 + NTRA Identity Tier 1
12 South Africa — POPIA + SARB Joint Standard 2 Network Tier 1
13 Kenya — CBK Guidance + DPA 2019 Data Tier 2
14 Nigeria — NDPR + CBN Cyber Framework Detection Tier 2
15 Morocco — DGSSI + Law 09-08 Recovery Tier 3
16 Mauritius — BoM Guide + DPA 2017 Identity Tier 1
17 Ghana — CSA Directives Network Tier 1
18 Rwanda — NCSA Cyber Reg 2024 Data Tier 2
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Appendix E - Companion Artefacts Manifest

The institutional companion repository hosts the executable and audit-grade artefacts referenced
throughout this paper. Every artefact below is a real, named file that lives at github.com/uos-doctrine-
series/08-last-administrator (mirrored to the UOS Press private GitLab instance). The manifest is the
authoritative index used by the platform engineering team and accepted by external auditors as the
evidence-of-control bundle for this doctrine.

ARTEFACT PATH DESCRIPTION CLASS

Companion artefacts: github.com/uos-doctrine-series/08-last-administrator-v34

README.md ZSP repository overview, PAW build standard, break-glass | Referenc
governance. e
LICENSE.md Institutional reference licence. (F:eferenc
Ibicep/pim-role-eligibility. bicep PIM .role eligibility assignments + approval chains for all Referenc
admin roles. e
/bicep/wif-federated- Entra ID federated credentials for GitHub / ADO / GCP / Referenc
credential.bicep AWS OIDC trusts. e
/policy/no-standing-global- Azure Policy denying creation of permanent Global Referenc
admin.json Administrator assignments. e
. . . . Azure Policy requiring workload-identity federation for any | Referenc
/policy/wif-only-for-pipelines.json L . ——
pipeline service principal. e
Ikgl/breakglass-signin-alert kgl $ent|nel detection - break-glass account sign-in (P1 SOC Referenc
ticket). e
. ' Sentinel detection - privileged action from a non-PAW Referenc
/kgl/non-paw-privileged-action.kgl devi
evice. e
. N Sentinel detection - PIM activation outside business Referenc
/kgl/pim-activation-anomaly.kq|
hours / unusual scope. e
/soar/auto-revoke-tierO- Two-person SOAR for Tier-0 session revocation following | Referenc
session.json high-confidence detection. e
. i Enterprise Access Model diagram - Tier-0/1/2 partitioning Referenc
/diagrams/eam-tier0-1-2.png with PAW gating. o
. . Workload-identity-federation flow from CI runner to Azure Referenc
/diagrams/wif-flow.png
resource. e
/controls-mapping/iam-controls-to- | Mapping of ZSP controls to NIST SP 800-207, ISO 27001 | Referenc
frameworks.csv A.9, NCSC PAW guidance v2.1. e
ltest-cases/tier0-paw-bypass- Purple-team test plan attempting Tier-2 to Tier-0O traversal | Referenc
redteam.md via non-PAW path. e
frunbooks/breakglass-runbook.md Break-glass account runbook - retrieval ceremony, dual- Referenc
control, post-use review. e
Jrunbooks/paw-rebuild-runbook.md PAW_rebu|Io_I runbook mcluq!ng _key-attestatlon, secure- Referenc
baseline re-image, and verification. e
/one-pagers/board-one-pager- Board one-pager: ZSP investment, risk reduction, 90-day Referenc
zsp.pdf action. e
/datasets/standing-privilege- Anonymised standing-privilege baseline from the cabinet- Referenc
baseline-sample.csv department case study. e
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Each artefact carries a SLSA Level 3 provenance attestation and is versioned alongside this doctrine. A
controlled fork is permitted for institutional adoption under the LICENSE.md terms, with the requirement
that any deviation from the reference is captured as an architecture decision record (ADR) and re-attested
at the next quarterly review.
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