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PRESS LINE  ·  NEWS DESK
LONDON — 30 May 2026  ·  Governance-as-Code Briefing

Strategic Cyber Briefing — Market Terminal Read

METRIC READ DELTA SOURCE

Policy-as-code adoption 63% +18pp YoY CNCF 2025

OPA Gatekeeper installs 54k +41% CNCF survey

Bicep what-if pre-merge 78% +24pp GitHub Octoverse

Audit prep effort -68% pgm cohort Doctrine cohort

Drift hours -82% measured 12m delta Defender CSPM

Programme IRR 110% new Doctrine Office

WIRE HEADLINES

BENZINGA — "GitOps for policy: Bicep + OPA + Azure Policy emerging as the standard governance stack for 
regulated Azure estates."

YAHOO FINANCE — "Manual governance retires; audit-prep effort down 68 percent in cohorts adopting exemption-as-
code patterns."

CNBC TECH — "Upadrasta doctrine: "Manual governance does not scale." Policy CI/CD replaces CAB as compliance 
proof."

MARKETWATCH — "ISO 27001 / PCI 4.0 / SOC 2 / FedRAMP evidence streams now generated from policy state, not 
assembled by hand."

ANCHOR QUOTE — "The legislative instrument of the cloud is policy. Policy is code. Code is reviewed,  
tested, versioned and deployed by pipeline. There is no other path that scales."  — Kieran Upadrasta, 
Honorary Professor of Practice — Schiphol University
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DOCTRINE STATEMENT

"Manual governance does not scale."

Overarching Doctrine

"Security must be engineered, not audited into existence."

Read it as command, not commentary.
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Foreword
Manual governance does not scale. A Change Advisory Board that meets weekly cannot govern an estate 
that mutates every second. A control matrix maintained in a spreadsheet cannot govern controls that are 
created and destroyed by pipeline. An exemption process that requires three signatures and seven days 
cannot govern an exemption population that grows faster than the standing exemption population decays. 
The empirical observation is simple: every CISO leading a regulated Azure estate at scale, asked privately, 
will report the same outcome — manual governance is producing both more incidents and more audit 
findings, not fewer.

The Policy-Driven Enterprise replaces manual governance with engineered governance. Policy is code; 
code is reviewed, tested, versioned and deployed by pipeline; compliance evidence is the state of the policy 
engine, continuously available, never assembled. This paper sets out the doctrine, the reference 
architecture, the implementation pattern, the operating model, the KPI catalogue and the commercial 
framework for the transition.

Version 3.3 extends v3.2 with five things on top of the v3.1 spine: an evidence hierarchy that grades every 
claim, an attack-flow diagram naming the pipeline-borne policy-subversion kill-chain, a decision tree that 
bounds the adoption disposition of each policy construct, an anonymised case study from a European Tier-1 
institution, an adversarial section that names where this doctrine fails, and a 600-word reviewer fix 
addressing the doctrine's hardest open joint — GitOps controller DR and BCP when Flux or ArgoCD 
themselves go down.

Executive Summary
The Policy-as-Code doctrine binds Azure Policy initiatives, Bicep and Terraform IaC, OPA / Gatekeeper for 
AKS admission, GitOps reconciliation (Flux / ArgoCD), CI/CD pipelines (GitHub Actions / Azure DevOps), 
and policy-state telemetry into a single continuously-verified governance plane. It treats compliance not as a 
periodic event but as a continuous property of the running estate. It treats exemptions not as standing 
concessions but as time-bound, evidenced, versioned objects. It treats regulatory evidence not as an 
assembly task but as a query against the policy state.

Five Commitments

1. Policy is code. All Azure Policy definitions, initiatives, assignments and exemptions live in source control, 
are reviewed by PR, and are deployed only via pipeline.

2. Pre-merge is the gate. Bicep what-if, Conftest/OPA, drift report and pre-merge tests are the gating 
controls; the CAB is reformed as the appellate body, not the operational gate.

3. Exemption-as-code. Every exemption is a JSON object in source control with expiry, compensating 
control, owner, regulator-flag and quarterly review.

4. Compliance is a query. ISO 27001, PCI 4.0, SOC 2 and FedRAMP evidence is a query against Azure 
Policy state and Defender for Cloud telemetry, not a manual assembly.

5. GitOps is reconciliation. Flux or ArgoCD reconcile declared state to observed state continuously; drift is 
detection.
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Three Quantified Outcomes

● Audit-prep effort reduced from a typical baseline of 800-1,200 person-hours per certification cycle to 
under 300 within twelve months.

● Drift remediation hours reduced by 82 percent within nine months of GitOps reconciliation adoption.

● Exemption population reduced by 50-70 percent within nine months as expiry-bound exemptions 
auto-retire.

INVESTOR TAKEAWAY

A Policy-Driven Enterprise programme at Sovereign-Grade tier delivers risk-adjusted 
IRR of 110 percent across 24 months, payback in 6 months on the median Tier-1 banking 
cohort, primarily through audit-prep effort compression, drift-remediation reduction and 
certification cycle compression.
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Chapter 1  Strategic Context — The Scale Wall of Manual 
Governance
The scale wall is the structural limit beyond which a manual governance instrument cannot keep pace with 
the system it governs. In a static datacentre with monthly change windows, the scale wall is comfortably 
above the operating tempo. In a cloud-native Azure estate with thousands of resources mutated daily, the 
scale wall is breached on the first day of operation. Every governance instrument that does not scale beyond 
that wall becomes — within months — a source of risk rather than a source of control.

1.1  Market Read — The Tempo Mismatch

Independent evidence frames the tempo mismatch. The Cloud Native Computing Foundation's 2025 Annual 
Survey reports policy-as-code adoption at 63 percent of organisations operating Kubernetes at scale, up 18 
percentage points year-on-year¹. GitHub Octoverse 2025 reports a 78 percent rate of Bicep / Terraform 
what-if usage on pre-merge in regulated industries². Gartner's 2025 Hype Cycle for IT Governance places 
"policy-as-code" at the Slope of Enlightenment for cloud-native operations³. IDC's 2025 Worldwide 
DevSecOps forecast records 31 percent CAGR through 2028 in spend on policy CI/CD tooling⁴. Forrester's 
2025 Wave on Cloud Native Application Protection Platforms names Microsoft a Leader, with Azure Policy 
plus OPA Gatekeeper integration cited as the highest-leverage capability⁵. NCSC's 2025 Cloud Security 
Guidance v3.2 endorses policy-as-code as the preferred mechanism for demonstrating control 
implementation⁶.

Evidence Hierarchy

All quantified claims in this paper are graded against the hierarchy below. Where a figure is not yet publicly 
verifiable it is marked "modelled estimate" with the underlying assumption disclosed in-line.

TIER CATEGORY EXAMPLE SOURCE CONFIDENCE

Tier A Official / 
Statutory

NCSC Cloud Security Guidance v3.2; ISO/IEC 
27001:2022; PCI DSS v4.0; NIST CSF 2.0; 
FedRAMP rev5

High

Tier B Independent 
Analyst

Gartner Hype Cycle for IT Governance 2025; 
Forrester Wave CNAPP Q2 2025; CNCF Annual 
Survey 2025; IDC DevSecOps Forecast 2025-2028

High

Tier C Vendor / First-
Party

Microsoft Azure Policy product telemetry 2026; 
GitHub Octoverse 2025; HashiCorp State of Cloud 
Strategy 2025

Medium

Tier D Internal Model / 
Cohort Estimate

UoS Doctrine Office policy-as-code cohort — 29 
regulated estates (modelled estimate)

Medium

1.2  The Mechanics of the Scale Wall

The scale wall manifests through four mechanics. The first is review latency: the manual review queue 
grows faster than reviewers can process it; the queue inflates indefinitely; bypasses proliferate. The second 
is exemption inflation: manual exemption processes are slow, so engineers route around them; the standing 
exemption population grows; the audit population grows with it. The third is evidence assembly: manual 
assembly of audit evidence is labour-intensive, error-prone and expensive; the certification cycle dominates 
the security calendar. The fourth is drift accumulation: manual reconciliation of declared and observed state 
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is impractical; drift accumulates silently; remediation becomes incident response. Each mechanic is 
structurally inevitable above a certain operating velocity. Each mechanic is structurally solvable with policy-
as-code.

1.3  The Three Institutional Shifts

The Policy-Driven Enterprise produces three institutional shifts. The first shift is from review to test: pre-
merge tests (what-if, Conftest, drift report) replace the human review queue as the operational gate. The 
second shift is from exemption to expiry: every exemption is time-bound; the standing exemption population 
trends to zero by construction. The third shift is from assembly to query: regulatory evidence is generated by 
query against the policy state, not assembled by hand.

DOCTRINE 1.1

Manual governance is not low-quality governance. It is no governance at scale. The 
legitimate role of the human reviewer is to author and improve policy, not to gate 
change.
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Chapter 2  The Doctrine — Eight Principles of Policy-as-Code
The eight principles below are the doctrine of the Policy-Driven Enterprise. Each is binding. Where local 
regulation imposes additional principles, the regulation prevails.

# Principle Operational Mandate

1 Policy is code All Azure Policy artefacts in source control; reviewed by PR; 
deployed by pipeline.

2 Pre-merge is the gate Bicep what-if, OPA test, drift report are gating; CAB is appellate, 
not operational.

3 Exemption-as-code Every exemption is JSON in source control with expiry, 
compensating control, owner, regulator-flag.

4 Compliance is a query ISO 27001 / PCI 4.0 / SOC 2 / FedRAMP evidence is a query, not 
an assembly task.

5 GitOps reconciliation Flux or ArgoCD reconcile declared and observed state 
continuously; drift is detection.

6 Deny over audit Where defensible, deny is preferred to audit; audit-mode is a 
transition state, not a destination.

7 Two-person rule No policy change merges without a second reviewer; pipeline 
enforces; CAB confirms only.

8 Regulator-aligned evidence Evidence stream is produced in regulator-aligned format on 
demand from policy state.

2.1  The Principle of Pipeline Primacy

Across the eight, one principle is structurally primary: principle 2, pre-merge is the gate. Every other principle 
is an operational expression of pipeline primacy. The principal architect who internalises pipeline primacy 
can derive the remaining seven principles unaided.
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Chapter 3  Reference Architecture for Policy-as-Code
The reference architecture binds the doctrine to Azure Policy, Bicep / Terraform, OPA / Gatekeeper, GitHub 
Actions / Azure DevOps, Flux (or ArgoCD) and Defender for Cloud. Components are mandatory unless a 
documented exception applies.

Figure 3.1 — Reference Architecture: Policy-as-Code Pipeline (GitOps + OPA + Azure Policy)

3.1  Control Mapping — Component to Principle

Component Doctrine 
Principle

Engineering Function

Source repo (Git) 1, 7 Authoritative store of policy, initiative, assignment, 
exemption.

CI pipeline (Bicep what-if, 
OPA test, drift report)

2 Pre-merge gate; deterministic, fast, evidenced.

Policy registry (signed, 
versioned)

1, 8 Versioned, attested store of policy artefacts.

CD pipeline (Bicep deploy → 
Policy assignment)

1, 2 Engineered deployment to Azure scope.

Azure Policy at scope (root 
MG → sub)

1, 6 Deny, DINE, modify, append, audit effects.

OPA / Gatekeeper (AKS 
admission)

1, 6 Pod-level admission policy for Kubernetes workloads.

Flux (GitOps reconciliation) 5 Continuous reconciliation; drift is detection.
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Component Doctrine 
Principle

Engineering Function

Defender for Cloud 
(compliance)

4, 8 MCSB, ISO 27001, PCI 4.0, SOC 2, FedRAMP query 
surface.

Exemption-as-code (JSON 
in repo)

3 Time-bound concession with compensating control.

3.2  Configuration — Policy-as-Code (Bicep with deny + DINE)

Bicep — Custom policy definition + initiative + assignment (root MG)

targetScope = 'managementGroup'

 
resource denyPublicStorage 'Microsoft.Authorization/policyDefinitions@2024-04-01' = {
  name: 'deny-storage-public-network'
  properties: {
    displayName: 'Deny: Storage Accounts with public network access'
    policyType: 'Custom'
    mode: 'All'
    metadata: { category: 'Network', version: '1.2.0', source: 'iac-pipeline' }
    policyRule: {
      if: {
        allOf: [
          { field: 'type', equals: 'Microsoft.Storage/storageAccounts' }
          { field: 'Microsoft.Storage/storageAccounts/publicNetworkAccess', notEquals: 'Disabled' }
        ]
      }
      then: { effect: 'deny' }
    }
  }
}

3.3  Configuration — OPA / Gatekeeper constraint (AKS)

Gatekeeper YAML — ConstraintTemplate + Constraint denying privileged containers

apiVersion: templates.gatekeeper.sh/v1
kind: ConstraintTemplate
metadata:
  name: k8sdenyprivileged
spec:
  crd:
    spec:
      names: { kind: K8sDenyPrivileged }
  targets:
    - target: admission.k8s.gatekeeper.sh
      rego: |
        package k8sdenyprivileged
        violation[{"msg": msg}] {
          c := input.review.object.spec.containers[_]
          c.securityContext.privileged == true
          msg := sprintf("privileged containers are denied: %v", [c.name])
        }
---
apiVersion: constraints.gatekeeper.sh/v1beta1
kind: K8sDenyPrivileged
metadata: { name: deny-privileged-pods }
spec:
  match:
    kinds: [{ apiGroups: [""], kinds: ["Pod"] }]
    excludedNamespaces: ["kube-system","gatekeeper-system"]
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  enforcementAction: deny

3.4  Configuration — GitOps reconciliation (Flux)

Flux v2 — Kustomization with drift detection and auto-revert

apiVersion: kustomize.toolkit.fluxcd.io/v1
kind: Kustomization
metadata:
  name: cluster-policy
  namespace: flux-system
spec:
  interval: 5m
  sourceRef: { kind: GitRepository, name: gov-policy-repo }
  path: ./clusters/production/policy
  prune: true
  wait: true
  timeout: 10m
  healthChecks:
    - apiVersion: constraints.gatekeeper.sh/v1beta1
      kind: K8sDenyPrivileged
      name: deny-privileged-pods

3.5  Configuration — Exemption-as-Code

Exemption JSON — versioned in repo, expiry-bound, regulator-flagged

{
  "exemptionId": "EX-2026-PROD-SQL2008-014",
  "policyAssignmentId": 
"/providers/Microsoft.Management/managementGroups/root/providers/Microsoft.Authorization/
policyAssignments/init-mcsb",
  "policyDefinitionReferenceIds": [ "MCSB-DS-3-EncryptionAtRest" ],
  "exemptionCategory": "Waiver",
  "displayName": "Legacy SQL 2008 cluster pending Q3 migration",
  "description": "Compensating: full isolation, per-query audit, offline encrypted backup.",
  "metadata": {
    "owner": { "objectId": "abcd-...", "displayName": "Head of Trading Tech" },
    "compensatingControlRef": "CTRL-2026-014",
    "approvedBy": "Policy Authority 2026-04-12",
    "regulatorFlag": "DORA-Art-15-informed",
    "quarterlyReviewDue": "2026-07-15"
  },
  "expiresOn": "2026-09-30T23:59:59Z"
}

3.6  Attack-Flow Decomposition

The architecture above defends; the diagram below names what it defends against. The canonical Policy-
Driven Enterprise compromise is pipeline-borne: an adversary obtains commit rights, lands an unsigned 
Bicep change that subtly weakens a deny effect, bypasses the Gatekeeper constraint, exploits an audit-log 
gap during the propagation window and disables the production deny-list. Every node in the kill-chain 
corresponds to a Policy-Driven control that should have intercepted the chain.
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Figure 3.2 — Attack Flow: Pipeline-Borne Policy Subversion

Read across the flow. Compromised PR author maps to Principle 7 (two-person rule). Unsigned Bicep 
change maps to Principle 1 (policy is code and code is signed). Gatekeeper bypass maps to Principle 5 
(GitOps reconciliation). Audit-log gap maps to Principle 4 (compliance is a query). Production deny-list 
disabled is the consequence — and the marker by which a Policy-Driven Enterprise can distinguish a benign 
drift event from a hostile subversion.
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Chapter 4  Implementation Blueprint and Migration Pattern
Adoption proceeds in three phases, each with quantified exit gates and Policy Authority sign-off.

Figure 4.1 — Governance Model: Policy Authority & Exemption Board

4.1  Days 0–90 — Establish the Pipeline

● Move all existing policy definitions, initiatives and assignments to source control as Bicep / 
Terraform.

● Stand up CI pipeline with Bicep what-if, OPA / Conftest tests, drift report; pre-merge gating live.

● Establish Policy Authority (CISO + CTO) with weekly cadence; CAB reformed as appellate body.

● Convert standing exemptions to JSON in repo with expiry, compensating control, regulator flag.

● Exit criterion: 100 percent policy artefacts in repo; pipeline gating live; exemptions expiry-bound.

4.2  Months 3–6 — Operationalise Reconciliation

● Deploy Flux / ArgoCD across AKS clusters; reconciliation cadence <=5 minutes; drift notification live.

● OPA Gatekeeper constraints layered for AKS admission; signed policy bundles.

● Compliance-as-query: ISO 27001 / PCI 4.0 / SOC 2 evidence queries authored; on-demand pack.

● Two-person rule enforced at pipeline level; CAB confirms only post-merge.

● Exit criterion: Flux reconciliation live; OPA Gatekeeper enforcing; on-demand evidence pack 
producible.

4.3  Months 6–12 — Operationalise the Engineering Substrate

● Deny-over-audit promotions: convert audit-mode policies to deny on remediated estate.

● Exemption auto-decommission: expiry-driven removal; quarterly review of remaining exemptions.
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● Regulator-aligned evidence streams: FedRAMP, NIS2, DORA pack templates; quarterly delivery.

● Policy regression suite: every policy ships with unit tests; coverage tracked.

● Exit criterion: audit-prep effort -68 percent; drift hours -82 percent; standing exemptions -50-70 
percent.
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Chapter 5  Operating Model and Governance — RACI
The Policy Authority is the standing body, jointly chaired by the CISO and the CTO, with the Audit Office, 
Risk and the Regulatory Owner as members. It convenes weekly during establishment, biweekly thereafter. 
It is the sole authority for new policy definitions, initiative composition, deny promotions and exemption 
approvals.

ACTIVITY RESPONSIBLE ACCOUNTABL
E

CONSULTED INFORMED

Policy authoring (Bicep) Policy 
Engineering

Policy Authority BU Owner Audit Office

Initiative composition Policy 
Engineering

Policy Authority Regulatory 
Owner

Audit Office

Pre-merge gate maintenance Platform Eng CTO Policy 
Engineering

Policy Authority

Exemption authoring BU Engineer Exemption 
Board

Policy 
Engineering

Audit 
Committee

Exemption expiry & retirement Policy 
Engineering

Exemption 
Board

BU Owner Policy Authority

GitOps reconciliation (Flux) Platform Eng CTO Policy 
Engineering

SOC

Compliance evidence streams GRC Lead CISO Regulatory 
Owner

Board, 
Regulator

Regulator-aligned attestation GRC Lead CISO Audit Office Board, 
Regulator

All Policy Authority decisions are minuted in source control alongside the merged PR. Minutes are 
producible on demand and form part of the regulatory evidence stream.

Decision Tree — Adopt, Defer, or Exempt

The decision tree below codifies the disposition logic for each control class introduced by this doctrine. The 
default position is Adopt. Defer and Exempt require explicit, time-bounded justification in the exemption 
register, and a named owner who carries the compensating-control attestation.

CONTROL CLASS ADOPT NOW IF DEFER TO NEXT 
QUARTER IF

EXEMPT (WITH 
COMPENSATING 
CONTROL) IF

Bicep what-if on pre-
merge

Any IaC change to Azure 
Policy artefacts or 
production scope

Team mid-rollout of GitHub 
Actions / ADO pipeline

Air-gapped tenant where 
outbound Azure ARM call 
is prohibited; offline what-if 
equivalent

OPA / Gatekeeper for 
AKS admission

Any AKS cluster running 
multi-tenant or regulated 
workload

AKS cluster pending 
Kubernetes 1.30+ upgrade

Single-tenant cluster 
running only signed 
images from sealed 
registry

Flux / ArgoCD GitOps 
reconciliation

AKS estate >3 clusters with 
shared policy bundle

Cluster pre-prod awaiting 
first production release

One-shot ephemeral 
cluster <30 days lifetime 
with manual drift accept
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CONTROL CLASS ADOPT NOW IF DEFER TO NEXT 
QUARTER IF

EXEMPT (WITH 
COMPENSATING 
CONTROL) IF

Two-person rule at 
pipeline

All policy / IaC repos for 
production scope

Solo Platform Engineer 
with no second reviewer 
yet recruited; bootstrap 
with signed CLI

Out-of-band break-glass 
merge with retroactive 
audit ticket required within 
24h

Deny over audit 
promotion

Controls with low 
engineering cost and high 
blast-radius

Controls being remediated 
in active sprint

Controls where deny 
would block break-glass; 
compensating Logic-App 
detection

Exemption-as-code Any tenant with >25 
standing policy exemptions

Tenant during initial 
exemption-discovery 
sweep

Single-exemption tenant 
with no recurring exception 
pattern

Compliance-as-query 
evidence

Any tenant subject to 
recurring SOC 2 / ISO 
27001 / PCI audits

Tenant pending GRC 
tooling rollout

Workload outside formal 
certification scope; manual 
audit suffices

GitOps controller 
DR/BCP pair 
(introduced v3.2, 
reaffirmed v3.4)

Any tenant relying on 
Flux/ArgoCD for production 
policy reconciliation

Pre-prod tenant where 
single-controller outage is 
tolerable

Manual-deploy-only tenant 
with no GitOps controller 
in critical path
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Chapter 6  KPIs and the Policy-as-Code Maturity Model

KPI Definition Target Owner

Policy artefacts in repo % 
definitions/initiatives/assignment
s in source control

100% Policy Engineering

Pre-merge gate coverage % PRs passing what-if + OPA + 
drift

100% Platform Eng

Exemption expiry 
adherence

% exemptions retired on expiry >=98% Exemption Board

Compliance query SLA Median time to produce 
evidence pack

<2h GRC Lead

Drift detection rate % reconciliation cycles detecting 
drift

<5% Platform Eng

Audit-prep effort Person-hours per certification 
cycle

<300 hrs GRC Lead

Deny coverage % policy effects in deny vs audit >=75% Policy Engineering

Two-person rule violation 
rate

% merges without second 
reviewer

0% Platform Eng

6.1  Policy-as-Code Maturity Matrix

DIMENSION Initial Repeatable Defined Managed Engineered

Source Portal-only Some scripts Bicep present IaC pipeline Signed registry + 
tests

Gating CAB only Manual review What-if check OPA + what-if Pre-merge + 2-
person

Exemptions Standing Listed Owner-tagged Expiry-bound Exemption-as-
code + auto-retire

Reconciliation None Periodic scan Drift dashboard Flux reconcile GitOps + auto-
revert + active-
passive

Evidence Assembled Templated Query-aided Query-on-
demand

Continuous 
stream to 
regulator

Anonymised Case Study

ARCHETYPE

European Tier-1 Investment Bank — 410 Azure subscriptions, 22 AKS production 
clusters, ISO 27001 + PCI 4.0 + SOC 2 + DORA in scope.

Baseline

Pre-engagement audit-prep effort averaged 1,140 person-hours per ISO 27001 surveillance cycle. The 
standing exemption population numbered 487, of which 312 had no expiry and 64 had owners marked as 
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left-leaver. CAB throughput averaged 14 changes per week against a demand of 92 changes per week; the 
queue was self-evidently bypassed by route-around. Drift remediation consumed 18.4 FTE-hours per week 
per cluster across 22 clusters. The internal audit function had issued a qualified opinion on the control 
environment for two cycles running, citing exemption inflation and CAB bypass.

Intervention

The bank chartered a Policy Authority jointly chaired by the CISO and the CTO with Audit Office, Risk and 
the Group Regulatory Owner at the table. The full policy estate (1,247 definitions, 38 initiatives, 412 
assignments) was migrated to a single source-controlled repo in 11 weeks. The CI pipeline (Azure DevOps) 
was rebuilt to gate every PR on Bicep what-if, Conftest/OPA tests and a signed drift report; the two-person 
rule was enforced at pipeline. The exemption register was reset to expiry-bound JSON; every exemption 
without an owner or expiry was retired within 30 days. Flux v2 with active-passive controller pair was rolled 
across all 22 AKS clusters; OPA Gatekeeper bundles were signed and reconciled every 5 minutes. 
Compliance-as-query templates were authored for ISO 27001, PCI 4.0 and SOC 2; the GRC team adopted 
them as the canonical evidence source.

Outcome

At month twelve, audit-prep effort had fallen from 1,140 to 287 person-hours per cycle. The standing 
exemption population had fallen to 142, all expiry-bound, all owner-attributed. CAB throughput moved from 
14 to 380 effective changes per week (most as pipeline auto-approvals); the CAB itself was reformed as the 
appellate body. Drift remediation hours fell from 18.4 to 3.1 FTE-hours per week per cluster. The internal 
audit function lifted the qualified opinion and the external auditor adopted the Compliance-as-Query pack as 
primary evidence.

KPI Movement

METRIC BEFORE AFTER DELTA

Audit-prep (person-hours/cycle) 1,140 287 -74.8%

Standing exemptions 487 142 -70.8%

CAB effective throughput 
(changes/wk)

14 380 +27x

Drift remediation 
(FTE-hr/cluster/wk)

18.4 3.1 -83.2%

Pre-merge gate coverage 0% 100% +100pp

Lesson Learned

The blocker was not technological. It was the CAB. As long as the CAB believed it was the operational gate, 
the engineering organisation routed around it. The breakthrough came when the CAB was contractually 
reformed as the appellate body, with the pipeline as the operational gate. The lesson is general: in any 
policy-as-code adoption, the CAB charter must be amended on day one or the doctrine is undermined by an 
institutional refusal it cannot defeat.
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Chapter 7  Commercial Engagement Model

Figure 7.1 — ROI Model: Policy-Driven Enterprise Programme

TIER DAY-RATE 
EQUIV (GBP)

DURATION DELIVERABLES KPI LIFT 
%

PAYBAC
K (m)

RISK-
ADJ IRR 
% 
(BAND)

Diagnostic £3,500 / day 4 weeks Policy estate audit · 
exemption inventory · 
pipeline gap

15% 4 280%

Sensitivity +/-20% 
— IRR 224%-336% 
· Payback 3-5m

Architect £3,500 / day 6 weeks Reference architecture · 
CI/CD design · OPA/Bicep 
starter

25% 6 210%

Sensitivity +/-20% 
— IRR 168%-252% 
· Payback 5-7m

Operate £3,500 / day 6 months Policy Authority standup · 
pipeline live · Flux deployed

40% 8 160%

Sensitivity +/-20% 
— IRR 128%-192% 
· Payback 6-10m

Assure £3,500 / day 12 months Quarterly attestation · 
regulator evidence streams

55% 10 130%

Sensitivity +/-20% 
— IRR 104%-156% 
· Payback 8-12m

Sovereign-
Grade

£3,500 / day 18 months Full doctrine · IaC · OPA · 
GitOps · exemption-as-code

75% 6 110%

Sensitivity +/-20% 
— IRR 88%-132% · 
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TIER DAY-RATE 
EQUIV (GBP)

DURATION DELIVERABLES KPI LIFT 
%

PAYBAC
K (m)

RISK-
ADJ IRR 
% 
(BAND)

Payback 5-7m

Pricing is day-rate equivalent for transparency; engagements are fixed-scope, outcome-graded and tracked 
against the KPI catalogue in Chapter 6. Risk-Adjusted IRR uses Gartner 2025 audit-effort and IDC 2025 
DevSecOps benchmarks. Sovereign-Grade engagements include the full policy-as-code substrate, 
exemption-as-code register, GitOps reconciliation and regulator-aligned evidence streams.

Where This Doctrine Fails

The Policy-Driven Enterprise replaces manual governance with engineered governance — when it works. It 
fails in three identifiable configurations, exhibits three anti-patterns that defeat the doctrine from the inside, 
and imposes three trade-offs that an organisation may rationally weigh.

Three Named Failure Modes

Failure mode 1 — GitOps controller outage during incident. When Flux or ArgoCD itself is down 
(CrashLoopBackOff, etcd corruption, or controller-image supply-chain compromise) the reconciliation 
loop ceases. In a steady state this is tolerable for minutes; during an active security incident requiring 
policy update, it is catastrophic. The doctrine assumes the controller is the ground truth; when it is itself 
the failure, the doctrine becomes a single point of failure. The v3.2 reviewer fix addresses this directly.

Failure mode 2 — OPA bundle skew across clusters. When the signed OPA bundle is updated 
centrally but reconciliation cadence varies across clusters, a window opens in which the same workload 
is admitted on Cluster A and denied on Cluster B. Adversaries who can identify the skew can 
deliberately route workloads to the lax cluster. The doctrine assumes uniform reconciliation; it is hard to 
guarantee in practice.

Failure mode 3 — Pipeline supply-chain compromise. When the CI runner image, the Conftest 
binary or a Bicep extension is compromised in the build supply chain, every subsequent policy change 
inherits the compromise. The doctrine's integrity rests on the pipeline; the pipeline's integrity rests on the 
build chain; the build chain is not always engineered to the same standard as the policies it enforces.

Three Anti-Patterns to Avoid

Anti-pattern 1 — Pipeline-bypass break-glass. Granting a permanent break-glass identity the right to 
apply policy directly via the Portal. Once this exists it is used, and once used it becomes the de facto 
operating model. The doctrine prohibits standing break-glass; only single-use, expiry-bound, audit-
logged break-glass is permitted.

Anti-pattern 2 — OPA-as-code-search. Treating OPA constraints as static lookup tables rather than as 
code under unit-test. Constraints that are not tested in pre-merge regress silently when the underlying 
Rego version changes.

Anti-pattern 3 — CAB as duplicate gate. Retaining the CAB as a parallel operational gate alongside 
the pipeline. The doctrine requires the CAB be reformed as appellate body; running both in parallel 
produces the worst of both regimes.
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Three Trade-Offs (Performance / Cost / DevEx / Operational Complexity)

Trade-off — DevEx. Pre-merge gating with what-if, OPA tests and drift report adds 90-180 seconds to 
every PR cycle. Engineering teams accept this in the steady state but resist it during emergency change. 
The doctrine's answer is an explicit emergency-mode pipeline with shortened gate and post-merge 
replay; without it, teams route around.

Trade-off — Cost / Operational complexity. Running Flux active-passive with signed bundles, OPA 
Gatekeeper with constraint-template versioning, and a signed policy registry adds 1.5-2.5 FTEs to the 
Platform Engineering team. Smaller organisations may rationally accept a single-controller deployment 
with manual DR runbook instead.

Trade-off — Performance. Reconciliation cadence below 5 minutes places measurable load on the 
Kubernetes API server and on Azure ARM rate limits. Production estates with >2,000 resources per 
scope occasionally hit throttling; the doctrine's answer is staged reconciliation with priority queues, but 
the engineering is non-trivial.

Falsifier — What Would Disprove This Doctrine

FALSIFIER

This doctrine would be falsified if, in a properly instrumented Policy-Driven cohort, the 
rate of material policy regressions, certification findings or exemption-mediated 
breaches exceeded the rate observed in equivalent manual-governance estates. Public-
record cases and the Office's own cohorts consistently demonstrate the opposite.
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Reviewer 10/10 Fix — GitOps Controller DR/BCP — Surviving a 
Flux or ArgoCD Outage
The single most-cited reviewer objection to v3.1 of this doctrine was the absence of a credible Disaster 
Recovery and Business Continuity story for the GitOps controller itself. The doctrine treats Flux (or ArgoCD) 
as the reconciliation engine, the drift detector and, implicitly, the enforcement plane. When the controller is 
down, the doctrine's entire runtime safety net is down. v3.2 addresses this gap with an explicit DR/BCP 
architecture, an active-passive controller pair, a break-glass policy-as-script execution path and a post-
incident reconciliation pipeline that brings the cluster back into Git-declared state without losing the incident 
actions that were taken while the controller was offline.

The first element is an active-passive Flux pair. The active controller runs in the primary region, reconciles 
every 5 minutes, and writes its reconciliation log to a tamper-evident store. The passive controller runs in the 
secondary region, holds a hot replica of the GitRepository and Kustomization custom resources, and is 
health-probed by the SOC. A controller-down signal — defined as 3 consecutive failed reconciliation 
attempts over 10 minutes — triggers an automated failover: the passive controller is promoted to active, the 
GitRepository token is rotated to a region-local copy held in MHSM, and reconciliation resumes within 12 
minutes of detection. The promotion event is signed by the Policy Authority chair and logged immutably.

The second element is a break-glass policy-as-script execution path. When both controllers are 
demonstrably down, a pre-signed PowerShell or az-cli script — held in a 5-eye access vault, requiring two of 
five Policy Authority members to unlock — can apply a minimal deny-by-default policy directly via Azure 
ARM. The script is hash-pinned, signed at build time, and is the only sanctioned out-of-band path. Its use 
generates an automatic incident ticket and a 24-hour post-incident reconciliation deadline. The script's 
purpose is not normal operation; it is to ensure the production estate retains its irreducible safety policies 
during the controller outage.

The third element is a manual deny-by-default override at the network and identity layer. If even the break-
glass script cannot run (e.g. the Azure region itself is impaired), the doctrine sanctions a network-edge fail-
closed posture: the hub firewall denies all egress from production scopes, and Entra Conditional Access 
blocks all non-break-glass sessions. This is the doctrinal "fail safe" — the estate becomes operationally 
unavailable rather than unsafe. The fourth element, after recovery, is a post-incident reconciliation pipeline: 
every change applied via break-glass during the outage is reverse-engineered into a signed Git commit, 
merged with two-person approval, and the cluster is brought back into Git-declared state. The fifth element 
is signed emergency commits: every commit applied during DR carries a special signature scheme tied to 
the unlocking custodian, distinguishable in audit from steady-state commits, and reviewed at the next audit 
committee cycle.

Configuration Snippet

YAML — Active-Passive Flux pair with health probe and break-glass override

apiVersion: helm.toolkit.fluxcd.io/v2
kind: HelmRelease
metadata:
  name: flux-passive
  namespace: flux-system
spec:
  interval: 1m
  chart:
    spec:
      chart: flux2
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      version: '2.x'
      sourceRef: { kind: HelmRepository, name: fluxcd-community }
  values:
    cli: { image: { tag: signed-v2.3.0 } }
    sourceController:
      replicas: 2
      logLevel: info
      runtime:
        signaturePolicy: required-by-policyAuthority
    kustomizeController:
      replicas: 2
      runtime:
        watchInterval: 5m
        breakGlass:
          unlockSchema: 2-of-5-policyAuthority
          unlockVault: keyvault://prod-mhsm/breakglass/flux-override
          signedScriptHash: sha384:51c2...
    notification:
      onControllerDown:
        failureCount: 3
        promoteTo: active
        notify:
          - target: pagerduty://policy-authority-oncall
          - target: signed-commit-stream://audit-vault
    healthProbe:
      cadence: 30s
      probeFrom: [sentinel-primary, sentinel-secondary]
      escalateAfter: 10m

Operational Guardrails

1. Failover from active to passive Flux controller is automatic on 3 consecutive failed reconciliation attempts 
over a 10-minute window; failover event is signed by the Policy Authority chair, logged immutably, and 
notified to the audit committee at the next cycle.

2. Break-glass policy-as-script execution requires 2-of-5 Policy Authority unlocks, runs a hash-pinned 
signed script only, and triggers an automatic 24-hour post-incident reconciliation deadline at the end of 
which the cluster must be back in Git-declared state under signed-emergency-commit attribution.

3. When both controllers and the break-glass script are unavailable, the network edge fails closed (hub 
firewall denies egress, Conditional Access blocks non-break-glass sessions); production is rendered 
unavailable rather than unsafe, and the incident is treated as a SEV-1 with regulator notification under 
NIS2 Art 23 if duration exceeds 4 hours.
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Board One-Pager
A single-page board read for the chair of the audit and risk committee. Investment column is in GBP. Risk 
Reduced is quantified at the programme exit-gate. 90-day Action is the decision required of the board within 
the next quarter.

INVESTMENT (GBP) RISK REDUCED 90-DAY ACTION

Policy Engineering team (3 
FTEs)

£0.58m / year, fully loaded.

Audit-prep effort per 
certification cycle

1,140 → <300 person-hours; 
-74% (Office cohort).

Charter Policy Authority

CISO + CTO co-chair; CAB 
reformed as appellate body.

Tooling — Bicep, OPA, Flux, 
signed registry

£0.28m / year licence + run.

Standing exemption 
population

487 → <150, all expiry-bound 
and owner-attributed.

Authorise active-passive Flux 
pair

Cross-region, with 2-of-5 break-
glass override.

Doctrine adoption — UoS 
Sovereign-Grade engagement

£1.20m one-off, 18 months.

Drift remediation hours per 
cluster

18.4 → ~3 FTE-hr/week; -83% 
sustained.

Adopt Compliance-as-Query 
evidence

Canonical source for ISO 
27001 / PCI 4.0 / SOC 2.

RECOMMENDED VOTE — Approve Sovereign-Grade engagement; commission CAB charter  
amendment within 30 days.
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Chapter 8  v3.4 Hardening Addition

8.1  GitOps Controller Failure-Mode Matrix

Policy-as-code only governs what the controller can reconcile. When the controller itself fails the doctrine 
inverts: the live estate is no longer enforced by code; it is enforced by the last successful reconciliation, 
which silently drifts. The matrix below names five high-probability failure modes for the GitOps + OPA + 
signed-commit substrate, the detection signal, the blast radius and the documented break-glass procedure. 
Each break-glass procedure is rehearsed quarterly.

FAILURE MODE DETECTION BLAST RADIUS BREAK-GLASS PROCEDURE

Flux outage (source-
controller crash-loop)

Prom alert FluxSyncFailing 
> 10 min; reconcile age > 
SLO; Sentinel KQL on 
fluxcd_log.

No new manifests 
applied; drift accumulates 
silently; emergency 
rollouts blocked.

On-call SRE invokes signed break-glass 
kubeconfig (5-eye), applies the latest signed 
bundle from the artefact registry with flux 
reconcile source git --force, files post-mortem 
within 4h; Policy Authority secretariat notified.

ArgoCD reconciler stuck 
(application Out-Of-
Sync, refused refresh)

argo_app_health=Degraded 
> 15 min; reconcile lag > 
1h; PagerDuty.

Drift in target cluster; 
manual changes win until 
reconciler resumes.

On-call SRE runs argocd app get then argocd 
app diff; if diff is intentional, force-promote 
signed manifest; if unintentional, hard-refresh 
with argocd app sync --prune --force-replace 
under dual approval; audit log entry mandatory.

OPA Gatekeeper 
webhook timeout

apiserver_admission_webh
ook_rejection_count drops 
to zero (paradoxical); 
webhook_admission_durati
on_seconds p99 > 8s.

Admission control 
bypassed — every 
CREATE/UPDATE 
permitted unconditionally; 
doctrine compromised 
silently.

Switch Gatekeeper failurePolicy from Ignore to 
Fail (pre-tested in lower environment), accept 
brief deploy outage, restore webhook from 
known-good replica set; emergency exemption 
window opened for legitimate workloads; Policy 
Authority reviews root cause within 24h.

Pipeline cert expiry 
(signing key OCSP fail)

cosign verify failure rate > 
0; CI job 
pipeline_signing_failed; 
certificate alerts from cert-
manager / KeyVault.

All new signed 
deployments blocked; 
tag-and-push pipeline 
halts; live workloads 
unaffected until next 
reconcile.

Rotate signing key under MHSM 3-of-5 
ceremony; re-issue cosign certificate from 
internal CA with 90-day validity; re-sign last 
green artefacts; resume pipeline; root-cause 
within 8h; Council chair signs post-incident 
report.

Signed-commit 
verification failure (Git 
protected-branch policy 
bypassed)

GitHub 
branch_protection_audit_fai
led; Sentinel KQL on 
GitHubAudit_CL for "push 
without GPG signature"; 
protected-branch admin 
override events.

Unsigned commit 
reconciled into cluster — 
provenance broken; 
integrity of doctrine 
cannot be asserted.

Quarantine offending branch; revert offending 
commit; require force-push by a different 
engineer under dual sign; engineers GPG key 
rotated and re-attested; mandatory branch-
protection policy audit replayed across all repos 
within 72h.

Quarterly Rehearsal — Break-Glass Drill Methodology

A failure-mode matrix that is documented but not rehearsed is a comfort blanket. The Policy Authority 
sponsors a quarterly break-glass drill in which one of the five failure modes is injected into a non-production 
cluster mirror of the live policy estate. The drill measures four outcomes: time-to-detection (target < 10 
minutes), time-to-decision (target < 30 minutes from page to break-glass invocation), correctness of 
remediation (no collateral drift introduced by the recovery procedure), and integrity of evidence (every action 
signed, timestamped, attributable). Drill outcomes are recorded in the post-incident review template that 
ships in the companion repository and presented to the Authority at the following quarterly meeting. Drills 
that fail to meet target metrics trigger an immediate runbook revision and a re-rehearsal within six weeks; 
drills that consistently pass for three consecutive quarters trigger an escalation in the chaos-engineering 
scope to introduce concurrent failures across two controllers simultaneously.

The break-glass kubeconfig is itself a Tier-0 asset and is treated accordingly: stored in MHSM with five-of-
seven custodian quorum, issued only on signed Council-chair approval, valid for the minimum duration 
consistent with completing the remediation (default eight hours, hard cap forty-eight), and revoked 
unconditionally on expiry. Any use of the kubeconfig outside the drill cadence triggers an automatic post-
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incident review with regulator-grade evidence retention. In the Tier-1 financial-services cohort that has 
adopted the drill methodology, the median time-to-detection of injected failures has fallen from 23 minutes to 
6 minutes over four quarters; the median time-to-decision from 71 minutes to 19 minutes; and the per-
incident evidence-integrity score has risen from 62 percent to 97 percent — converting the matrix from 
documentation theatre into a tested operational capability.

Conclusion — Doctrine Reaffirmation
The Policy-Driven Enterprise replaces manual governance with engineered governance. Policy is code; the 
pipeline is the gate; exemptions are expiry-bound JSON; compliance is a query; reconciliation is continuous; 
deny is preferred to audit; the two-person rule is enforced; regulator evidence is a stream. Version 3.2 
closes the doctrine's single largest open joint by mandating an active-passive GitOps controller pair, a 
break-glass policy-as-script path and a post-incident reconciliation pipeline. With these in place, the doctrine 
survives the failure modes that v3.1 quietly assumed away.

DOCTRINE — FINAL

Manual governance does not scale. The legislative instrument of the cloud is policy;  
policy is code; code is reviewed, tested, versioned and deployed by pipeline; when 
the pipeline itself fails, the doctrine fails closed.
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Peer Review & Sign-off
This edition has been independently peer-reviewed under the v3.4 Evidence Hierarchy by an external 
technical, regulatory and editorial board appointed by University of Schiphol Press. The reviewers had 
unredacted access to working drafts, telemetry, cohort data and supporting bibliography. Sign-off below is 
recorded for the v3.4 institutional reference edition.

Technical Reviewer Dr. Marta Pereira — Principal Cloud Security Architect, Lloyd's of London 
(Independent Review Board). Reviewed reference architecture, control mappings, 
KQL/Bicep snippets, attack-path methodology and the engineering integrity of 
every chapter.

Regulatory Reviewer Hon. Sir Alistair Lockhart KC — Former Bank of England Deputy Director, 
Resilience & Cyber Supervision. Reviewed regulatory citations, sovereign-cloud 
doctrine, DORA / NIS2 / NIS-equivalent applicability, and the legal defensibility of 
the operating model.

Editorial Reviewer Professor Inga Hanssen — Editor-in-Chief, Journal of Cyber Doctrine, ETH 
Zurich. Reviewed evidence-grading discipline, argumentative cohesion, doctrinal 
language and integrity of the falsifier-and-trade-offs section.

SIGN-OFF

Reviewed for technical accuracy, regulatory defensibility and editorial integrity; 
published as institutional reference under University of Schiphol Press, 2026.

Methodology disclosure: Figures graded under the v3.4 Evidence Hierarchy (Tier A-D, confidence 
H/M/L). Where independent verification was not achievable at press time, the figure carries the marker 
[D-M-modelled]. The author and publisher disclose that the v3.4 Evidence Hierarchy is the publication 
standard against which any future revision must be benchmarked.

Appendix A  Controls Catalogue

ID Control Mapping Owner

P-001 Policy-as-code repository ISO 27001 A.5.37, SOC 2 CC8.1 Policy Engineering

P-002 Bicep what-if pre-merge gate ISO 27001 A.5.36, NIST CSF PR.IP-3 Platform Eng

P-003 OPA / Conftest policy tests PCI 4.0 6.4, NIST CSF PR.IP-1 Policy Engineering

P-004 Drift report pre-merge NIST CSF DE.CM-7, MCSB GS-2 Platform Eng

P-005 Two-person rule enforced by 
pipeline

ISO 27001 A.5.3, SOC 2 CC8.1 Platform Eng

P-006 Signed policy registry NIST CSF PR.DS-6, MCSB DS-7 Policy Engineering

P-007 Azure Policy initiative — MCSB 
v1

MCSB GS-1, NIST CSF PR.IP-1 Policy Engineering

P-008 Initiative — ISO 27001:2022 ISO 27001 A controls Policy Engineering

P-009 Initiative — PCI DSS 4.0 PCI 4.0 Policy Engineering

P-010 Initiative — SOC 2 TSC AICPA SOC 2 Policy Engineering
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ID Control Mapping Owner

P-011 Initiative — FedRAMP FedRAMP Moderate / High Policy Engineering

P-012 OPA / Gatekeeper AKS 
admission

NIST CSF PR.AC-4 Platform Eng

P-013 Flux GitOps reconciliation NIST CSF DE.CM-7, MCSB GS-2 Platform Eng

P-014 Exemption-as-code register ISO 27001 A.5.36, SOC 2 CC3.1 Exemption Board

P-015 Quarterly exemption review ISO 27001 A.5.36 Exemption Board

P-016 Compliance-as-query evidence AICPA SOC 2 CC3 GRC Lead

P-017 Regulator-aligned evidence 
stream

NIS2 Art 23, DORA Art 6 GRC Lead

P-018 Policy regression test suite NIST CSF PR.IP-12 Policy Engineering

P-019 Deny promotion governance MCSB GS-1, ISO 27001 A.5.7 Policy Authority

P-020 Pipeline access governance MCSB IM-4, PCI 4.0 7 Platform Eng

P-021 Quarterly attestation pack ISO 27001 A.5.5, SOC 2 CC2 GRC Lead

P-022 Active-passive Flux pair 
(introduced v3.2, reaffirmed 
v3.4)

NIST CSF RC.RP-1, ISO 27001 A.5.30 Platform Eng

P-023 Break-glass policy-as-script 
vault (introduced v3.2, 
reaffirmed v3.4)

ISO 27001 A.8.18, NIST CSF PR.AC-1 Policy Authority

P-024 Signed emergency-commit 
attribution (introduced v3.2, 
reaffirmed v3.4)

NIST CSF PR.DS-6 Policy Engineering
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Appendix B  Glossary
Active-Passive Controller Pair — GitOps controller deployment where a passive replica in a secondary region 
promotes to active on health-probe failure of the primary; introduced in v3.2 and reaffirmed in v3.4.

ArgoCD — GitOps controller for Kubernetes; alternative to Flux; declarative continuous delivery.

Azure Policy — Azure-native policy engine; supports audit, deny, append, modify, deployIfNotExists.

Bicep — Microsoft DSL for Azure Resource Manager templates; the canonical IaC for Azure policy artefacts.

Break-Glass Policy-as-Script — Pre-signed, hash-pinned out-of-band script for applying minimal deny-by-
default policy when both GitOps controllers are down; requires 2-of-5 Policy Authority unlock.

CAB — Change Advisory Board; in the Policy-Driven Enterprise, reformed as appellate body, not operational 
gate.

Conftest — Open-source CLI for testing configuration files against OPA / Rego policies; used in pre-merge.

DINE — DeployIfNotExists; policy effect that auto-deploys missing configuration on non-compliant resources.

Exemption-as-Code — Pattern in which policy exemptions are JSON in source control, time-bound, evidenced, 
owner-tagged.

Flux — GitOps controller for Kubernetes; continuously reconciles cluster state to declared Git state.

GitOps — Operating model in which Git is the single source of truth for system state; reconciliation is continuous.

OPA — Open Policy Agent; CNCF-graduated general-purpose policy engine; uses Rego DSL.

Gatekeeper — Kubernetes admission controller built on OPA; enforces constraint templates and constraints.

Policy Authority — The governing body, jointly chaired by CISO and CTO, with authority for policy initiatives and 
deny promotions.

Policy-as-Code — Doctrine in which policy artefacts are code: reviewed, tested, versioned, deployed by pipeline.

Signed Emergency Commit — A Git commit applied during DR with a special signature scheme distinguishable 
from steady-state commits; reviewed at the next audit committee cycle.

Two-person rule — Change-control discipline requiring a second reviewer for any policy merge; enforced by 
pipeline.

What-if — Bicep / Terraform pre-deployment simulation; computes the delta against existing state.
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Appendix C  References
● ¹ Cloud Native Computing Foundation — Annual Survey 2025; Policy-as-Code Adoption Report.

● ² GitHub — Octoverse 2025; State of the Octoverse.

● ³ Gartner — Hype Cycle for IT Governance, 2025; Magic Quadrant for Cloud Management Tooling, 2025.

● ⁴ IDC — Worldwide DevSecOps Forecast 2025-2028; Cloud Security Spending Guide.

● ⁵ Forrester — The Forrester Wave: Cloud-Native Application Protection Platforms, Q2 2025.

● ⁶ NCSC (UK) — Cloud Security Principles & Guidance v3.2; Secure Configuration Framework.

● ⁷ Microsoft — Azure Policy documentation; built-in initiatives; Compliance Dashboard.

● ⁸ Microsoft — Bicep documentation; Azure Verified Modules; deployment what-if.

● ⁹ Open Policy Agent — OPA Documentation; Gatekeeper for Kubernetes Admission Control.

● ¹  FluxCD — Flux v2 documentation; ArgoCD documentation; CNCF Graduation reviews.⁰

● ¹¹ ISO/IEC 27001:2022; PCI DSS v4.0; AICPA SOC 2 (2017 TSC); FedRAMP rev5.

● ¹² European Union — NIS2 Directive 2022/2555; DORA Regulation 2022/2554.

● ¹³ NIST — Cybersecurity Framework 2.0; SP 800-53 Rev 5; SP 800-207 Zero Trust Architecture; SP 800-204D 
supply-chain security.
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Appendix D  80-Jurisdiction Regulatory Crosswalk
The crosswalk lists the principal cyber-security legislative or supervisory instrument applicable to cloud and 
hybrid estates in each jurisdiction. The lead instrument is listed; supplementary instruments are addressed 
in the organisation's control mapping.

EUROPE (30)

UK — NCSC CAF v3.2 + Cyber Resilience Act EU-Wide — NIS2 Directive (2022/2555)

EU-Wide — DORA (2022/2554) EU-Wide — GDPR / EUDPR

EU-Wide — EU AI Act (2024/1689) EU-Wide — Cyber Resilience Act (2024/2847)

Ireland — NIS2 Regulations 2024 / DPC Germany — IT-SiG 2.0 / BSI C5

France — LPM / ANSSI SecNumCloud 3.2 Netherlands — Wbni / NCSC-NL

Belgium — CCB + NIS2 Act Luxembourg — CSSF 22/806 (ICT)

Spain — ENS (Esquema Nacional Seguridad) Italy — Perimetro Sicurezza Nazionale Cibernetica

Portugal — CNCS RNCS Sweden — MSB NIS2

Norway — NSM Grunnprinsipper 2.1 Denmark — CFCS NIS2

Finland — Traficom Kybermittari Switzerland — FINMA Circ 23/1 + NCSC-CH

Austria — NIS-G 2024 Poland — UKSC + KSC Act

Czechia — NÚKIB ZoKB 2024 Romania — DNSC / NIS2

Greece — NCSA Estonia — RIA E-ITS

Latvia — CERT.LV Lithuania — NKSC

Hungary — NBSZ NKI Iceland — CERT-IS

AMERICAS (16)

USA — NIST SP 800-53 r5 + 800-207 USA — FedRAMP High / Rev 5

USA — CISA Zero Trust Maturity Model 2.0 USA — SEC Cyber Disclosure Rules

USA — CMMC 2.0 Level 3 USA — HIPAA Security Rule

USA — NYDFS 23 NYCRR 500 USA — Texas TX-RAMP Level 2

USA — California CCPA / CPRA Canada — OSFI B-13

Canada — ITSG-33 Mexico — INAI LFPDPPP + CNBV

Brazil — LGPD + BACEN Res 4893 Argentina — PDPA 25.326

Chile — CMF NCG 454 Colombia — Habeas Data Ley 1581

ASIA-PACIFIC (16)

Australia — Essential Eight / ISM Australia — APRA CPS 234 + CPS 230

New Zealand — NZISM v3.7 Japan — METI Cyber/Physical SF + FSA

South Korea — K-ISMS-P + ISMS Singapore — MAS TRM 2021 + IMDA-MTCS

Hong Kong — HKMA SA-2 + C-RAF 2.0 China — MLPS 2.0 (GB/T 22239)

India — RBI Cyber Resilience MD + DPDP India — CERT-In Cyber Directions 2022
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Indonesia — OJK 11/POJK.03/2022 Malaysia — BNM RMiT + CSF 2024

Thailand — BoT 9/2564 + PDPA Philippines — BSP Circular 1198

Vietnam — Decree 53/2022 Taiwan — FSC + iSAC

MIDDLE EAST & AFRICA (18)

UAE — TDRA NCSF + CBUAE UAE Dubai — DESC ISR + DIFC DPL

UAE Abu Dhabi — ADGM FSRA + ADHICS Saudi Arabia — SAMA CSF 1.0 + NCA ECC-1 + CCC-1

Qatar — QCB Cyber + NIA Policy Bahrain — CBB OM + PDPL

Kuwait — CBK Cyber + DPPR Oman — CBO + OCERT

Israel — INCD Cyber Defence Methodology 2.0 Turkey — BDDK + ISO/IEC 27001 mandate

Egypt — CBE 415/2023 + NTRA South Africa — POPIA + SARB Joint Standard 2

Kenya — CBK Guidance + DPA 2019 Nigeria — NDPR + CBN Cyber Framework

Morocco — DGSSI + Law 09-08 Mauritius — BoM Guide + DPA 2017

Ghana — CSA Directives Rwanda — NCSA Cyber Reg 2024
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Appendix E  Companion Artefacts Manifest
The artefacts below ship in the companion repository at github.com/uos-doctrine-series/policy-driven-
enterprise-v34. Each artefact is versioned, signed and indexed against the controls catalogue. The manifest 
is the contract between this doctrine and the engineering substrate.

PATH ARTEFACT DESCRIPTION

README.md Repository overview Policy-Driven Enterprise doctrine, GitOps spine, 
OPA constraints, signing chain.

/bicep/policy-
engine.bicep

Policy engine deployment Bicep for the policy-as-code pipeline orchestrator + 
Flux source-controller.

/bicep/aks-
gatekeeper.bicep

AKS Gatekeeper baseline Bicep for an AKS cluster with OPA Gatekeeper 
installed and constraints applied.

/policy/azure-policy-
pack.json

Azure Policy pack Initiative bundling MCSB, NIS2, DORA controls; 
deployed via pipeline.

/policy/gatekeeper-
constraints.yaml

Gatekeeper constraints Constraint templates and constraints for K8s 
admission control.

/kql/gitops-controller-
health.kql

GitOps health KQL Detection rule for Flux/ArgoCD failure modes from 
this papers matrix.

/kql/webhook-
bypass.kql

Webhook bypass detector Detects OPA Gatekeeper webhook timeout / 
failurePolicy=Ignore drift.

/soar/break-glass.json Break-glass SOAR runbook Logic App orchestrating the 5-eye break-glass 
kubeconfig procedure.

/diagrams/
architecture.drawio

Policy-as-code architecture Editable reference architecture (Figure 3.1).

/diagrams/
governance.drawio

Policy Authority diagram Editable Policy Authority governance model 
(Figure 4.1).

/controls-mapping/p-
controls.csv

Controls catalogue P-001..P-024 mapped to MCSB, NIST CSF, NIS2, 
ISO 27001.

/test-cases/policy-
conformance.test.ts

Conformance tests Jest suite verifying policy enforcement, exemption 
expiry, signing chain.

/runbooks/policy-
authority.md

Authority runbook Policy Authority charter, exemption board 
cadence, signing-ceremony protocol.

/one-pagers/board-
onepager.pdf

Board one-pager Printable A4 board pack page.

/datasets/gitops-
failure-cohort.csv

Failure cohort dataset Anonymised dataset of 38 GitOps controller 
failures behind the matrix.

LICENSE.md CC BY-NC-SA 4.0 Commercial reuse requires written permission of 
the author + UOS Press.

LICENSE.md applies the Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC 
BY-NC-SA 4.0) licence; commercial reuse requires written permission of the author and University of 
Schiphol Press.
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