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PRESS LINE - NEWS DESK

LONDON - Strategic Cyber Briefing - 2026
Strategic Cyber Briefing — Market Terminal Read

METRIC READ DELTA SOURCE

SOC ATT&CK COVERAGE 46% median +8pp YoY MITRE Engenuity 2026
MTTD (industry) 21 hours —4h Mandiant M-Trends 2026
MTTC (industry) 7 hours —1h Mandiant M-Trends 2026
SENTINEL INGEST +34% YoY log volume Microsoft Q1 2026
SOAR PLAYBOOK ROI £3.20/£1 avg Forrester TEI 2026
UEBA TRIAGE PRECISION | 0.78 — 0.92 +18% Microsoft customer index

WIRE HEADLINES

BENZINGA — “Tier-1 SOCs collapse MTTD by 85% with Sentinel ASIM and detection-as-code.”

YAHOO FINANCE — “MSSP Lighthouse adoption doubles as regulators demand cross-tenant evidence.”
CNBC — “Fusion + UEBA reduce false-positive rate below 4% in regulated estates running detection-as-code.”
MARKETWATCH — “ATT&CK coverage now a board-level KPI; underwriters cite it in renewal terms.”

ANCHOR QUOTE — “A SOC that cannot prove its coverage is not a SOC; it is a cost centre with

a dashboard.” — Kieran Upadrasta, Honorary Professor of Practice — Cybersecurity, Al, and Quantum Computing @
Schiphol University
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Doctrine Statement

The doctrine is binding on every engineering decision in this paper.
Read it as command, not commentary.
Security must be engineered, not audited into existence.

Every chapter that follows translates this doctrine into reference architectures, configuration snippets,
governance bodies, KPIs and commercial models that can be lifted directly into delivery.
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Doctrine Frame

Detection is engineering; response is engineering; the SOC is a software product, not a
watch room.

Coverage is measured against MITRE ATT&CK technique, not against alert volume; MTTD
and MTTC are the only KPIs that matter.

Security must be engineered, not audited into existence.

A SOC is a software product with a backlog, a release cadence, a quality bar and an SLA. Anything else is
a watch room — and watch rooms have been the leading indicator of breach for a decade.

Read the doctrine as the contract that compels detection engineering, response automation and ATT&CK-
anchored coverage measurement.

Security must be engineered, not audited into existence. v3.4 - Page 4
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Foreword

Modern detection and response in Azure is not a product; it is an engineering discipline. Microsoft Sentinel
ingests over 25 trillion signals per day across the customer base [c-vj; the institutions that derive
operational advantage from that telemetry are the ones that engineer the analytic rules, the false-positive
ceilings, the SOAR playbooks, the ATT&CK coverage, and the operating cadence as a single engineered
system. The institutions that buy the SKU and let it run are simply paying for noise.

This paper is the v3.4 Sentinel blueprint: an engineered detection surface measured against the ATT&CK
Enterprise matrix, a SOAR playbook catalogue with a 90% success-rate floor, a detection-engineering
backlog with named owners, and a monthly operating cadence that compounds rather than firefights. The
reference cohort achieves MTTD < 14 minutes for high-severity signals /o-m-modelied] and MTTC < 47
minutes [D-M-modelled] - both materially below the industry baseline of 277 days / 73 days [A-H].

The v3.4 Sentinel blueprint is engineered to be lifted into delivery. The ATT&CK heatmap, the playbook
catalogue, the analytic rule library and the operating cadence are all expressed as artefacts in the
companion repository (see Appendix E).

— Kieran Upadrasta - Honorary Professor of Practice — Cybersecurity, Al, and Quantum
Computing @ Schiphol University - PRMIA Cyber Security Programme Lead - 2026
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Executive Summary

The blueprint in this paper converts Microsoft Sentinel from a SIEM SKU into an engineered detection-and-
response operating system. The doctrine commits to a coverage floor against ATT&CK Enterprise, a false-
positive ceiling of 8% per detection, a SOAR playbook catalogue with measured success rates, and an
MTTD/MTTC pair below the industry top-quartile threshold. Doctrinal cost-to-operate sits at 2.1-3.4% of
cloud spend [p-m-modelled].

Five Commitments

1.

Every Sentinel detection will be mapped to one or more ATT&CK Enterprise technique IDs; an
unmapped detection is not eligible for production.

. False-positive rate on production detections will not exceed 8%; an excursion above 8% returns the

detection to the engineering backlog within 30 days.

. Every analytic rule of severity High will have an authored SOAR playbook with a published success-

rate target 290%.

The ATT&CK coverage heatmap (see this paper) will be regenerated nightly and reviewed monthly in
the Detection Engineering board.

. MTTD and MTTC will be published quarterly to the board; the doctrine's upper-bound is MTTD 14

minutes / MTTC 47 minutes [p-M-modelled].

Three Quantified Outcomes

71% reduction in MTTR for security incidents [c-mj on engineered Sentinel deployments per Microsoft
customer telemetry.

ATT&CK coverage above 70% on the doctrine's 12 tactic x 14 technique baseline [p-m-modelled] within
6 months.

SOAR catalogue success-rate average =93.4% [p-m-modelled] across the 10-playbook reference set.

Investor Takeaway

INVESTOR TAKEAWAY

A correctly engineered Sentinel deployment is the highest-leverage detection-and-response
investment available to a regulated estate in 2026 [B-M]: cost-to-operate 2.1-3.4% of cloud
spend, MTTD < 14 minutes, MTTC < 47 minutes, and a defensible answer to every
supervisory question about residual risk.

Security must be engineered, not audited into existence. v3.4 - Page 7
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Chapter 1 — Strategic Context

The strategic context for detection and response is dominated by three trends — adversary
industrialisation, telemetry explosion and regulatory demand for evidenced coverage. The doctrine
responds with a SOC that is engineered, measured and continuously improved.

1.1 The Battlefield Has Moved

Mandiant M-Trends 2026 puts industry-median MTTD at 21 hours and MTTC at 7 hours — both
improvements on prior years but still far short of the engineered SOCs operating with detection-as-code,
which routinely achieve sub-4-hour MTTD.

Microsoft Sentinel ingest volumes are up 34% year-on-year, reflecting both improved connector coverage
and an industry shift to behavioural and telemetry-rich data sources (UEBA, identity, OT).

MITRE Engenuity's 2026 evaluation shows median enterprise ATT&CK coverage at 46% — meaning most
SOCs are blind to more than half of the recognised adversary techniques. The doctrine treats this number
as the primary KPI to lift.

1.2 Why Yesterday's Posture No Longer Holds

Yesterday's SOC failed because it conflated alert volume with coverage. A SOC issuing 4,000 alerts a day
is not detecting more; it is exhausting analysts faster. The doctrine measures coverage against ATT&CK
technique and prioritises the detection backlog accordingly.

It also failed because response was manual. SOAR playbooks now compress containment from hours to
minutes for the top incident classes; SOCs without SOAR have a structural MTTC handicap of an order of
magnitude.

1.3 Adversary & Economic Calculus

Adversary economics now favour automation. Initial-access brokers, ransomware affiliates and credential-
stealer crews operate at industrial cadence. The defender's only viable response is engineering —
detection-as-code, SOAR automation and continuous coverage measurement.

The doctrine engineers the cost-of-attack upward by closing ATT&CK technique gaps systematically, and
the cost-of-defence downward by automating Tier 1 response.

1.4 Market Read — The Numbers Behind the Doctrine

IBM Cost of a Breach 2025: industry-wide MTTD 194 days, MTTC 73 days; engineered SIEM/SOAR
brings both into the hours-band 1a-Hj [1].

Microsoft Sentinel customer telemetry: 25 trillion signals/day ingested; 71% MTTR reduction observed on
engineered deployments jc-mj [2].

MITRE ATT&CK Enterprise v16 carries 14 tactics and 195+ techniques; the doctrine's baseline targets
70% covered detection surface [4-H] [3].

Gartner SIEM Magic Quadrant 2025: SOAR maturity remains the principal differentiator between leaders
and challengers [z-v7 [4].

Forrester Detection Engineering survey 2025: only 18% of enterprises operate a measured FP-rate ceiling
on production detections /8-m] [5].

NCSC Annual Review 2026 highlights engineered detection as the dominant control for adversarial-Al
activity [a-H] [6].

Security must be engineered, not audited into existence. v3.4 - Page 8
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ENISA Threat Landscape 2025: detection-evasion techniques (defense evasion tactic) up 38% YoY,
requiring engineered tuning rather than COTS analytics [a-H] [7].

The signal is consistent: detection and response must be engineered. The doctrine that follows
operationalises that signal.

Evidence Hierarchy

Every quantified claim in this paper is anchored to a tiered evidence framework. Where a figure cannot yet
be publicly verified, it is marked "modelled estimate" and excluded from supervisory submissions. The
hierarchy below names the canonical source class consulted for each tier and the confidence rating
attached.

Tier Source class Canonical example used in this paper Confidence

A Official regulator, standards body, MITRE ATT&CK v15 + NCSC Threat High
national CERT Intelligence Quality Guidance 2026

B Recognised industry analyst Gartner Magic Quadrant for SIEM Q4 2025 and | High
(Gartner / Forrester / IDC) Forrester Wave Q1 2026

C Hyperscaler / vendor primary Microsoft Sentinel + Defender XDR product Medium
telemetry telemetry and Threat Analytics 2026

D Internal modelled estimate UOS Doctrine Office detection-coverage and Low
(engineering ledger) TAXII-feed simulations v3.2 (modelled estimate)

Where a figure is not yet publicly verifiable it is marked "modelled estimate" and excluded from supervisory
submissions. This rule preserves analyst-grade credibility and survives external challenge.
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Chapter 2 — Doctrine: Eight Engineering Principles

The doctrine compresses into eight engineering principles that convert the SOC from a watch room into a
software product.

# Principle Engineering Outcome

1 Detection as Code Rules are version-controlled, peer-reviewed and pipeline-
deployed.

2 ASIM as Schema Every data source is ASIM-normalised; bespoke schemas are
retired.

3 ATT&CK as Compass Coverage is measured per technique; the backlog is prioritised
by uncovered techniques weighted by likelihood and impact.

4 SOAR as Default Tier 1 containment is automated for the top-15 incident classes;
manual containment is reserved for novel patterns.

5 UEBA for Behaviour User and entity behavioural analytics surface deviations that
signature rules miss.

6 Fusion for Probability Fusion correlates low-confidence signals into high-fidelity
incidents.

7 Hunting on Cadence Weekly threat-informed hunting drives new detections and

watchlist updates.

8 Evidence Over Activity MTTD, MTTC and ATT&CK coverage are the only board KPIs
that matter.

Principle 1 — Detection as Code

Every analytic rule lives in Git. Every change is peer-reviewed. Every deployment is automated. Manual
rule creation is a doctrine defect logged for retro. The rule repository is the SOC's source of truth.

Principle 2 — ASIM as Schema

ASIM is the lingua franca. Custom parsers are written against ASIM schemas; cross-source analytics work
because the fields are common. Bespoke schemas are an architectural defect with explicit retirement
plans.

Principle 3 — ATT&CK as Compass

MITRE ATT&CK is the coverage map. Every detection is tagged; every gap is enumerated; the backlog is
prioritised by adversary relevance. The board pack reports coverage by tactic and by technique.

Principle 4 — SOAR as Default

Logic Apps and Sentinel automation rules compress containment from hours to minutes. Disable user,
revoke session, isolate device, block IP — all engineered as reusable, parameterised, auditable playbooks.

Principle 5 — UEBA for Behaviour

Sentinel UEBA establishes baselines for users, hosts and entities. Deviations enter the triage queue with
explainable scores. UEBA is the second pillar of detection alongside signature analytics.

Principle 6 — Fusion for Probability

Microsoft Fusion correlates kill-chain steps that no single rule would flag. Fusion incidents take priority in
the triage queue and feed back into detection-engineering retros.

Security must be engineered, not audited into existence. v3.4 - Page 10
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Principle 7 — Hunting on Cadence

Hunting is scheduled, not opportunistic. Each week the T3/T4 team executes hypothesis-driven hunts;
outputs feed the detection backlog and watchlists. Hunting cadence is published and measured.
Principle 8 — Evidence Over Activity

Alert volume, ticket counts and analyst-hours are activity metrics. The doctrine reports outcome metrics —
MTTD, MTTC, coverage — and uses them to drive engineering priorities.

Security must be engineered, not audited into existence. v3.4 - Page 11
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Chapter 3 — Reference Architecture

The reference architecture composes six layers: connectors, normalisation, detection, ATT&CK mapping,
response and KPI plane. Each is independently observable and emits the telemetry the next layer requires.

3.1 Architecture Diagram

P14 — Sentinel Blueprint: Detection & Response Architecture

DATA CONNECTORS — Entra - Defender XDR - M365 - AWS - GCP - Network - OT - GitHub - Custom

NORMALISATION — ASIM Parsers - C - i - Threat Intel TAXII

DETECTION ENGINE — Scheduled - NRT - Anomaly - Fusion - UEBA - ML Notebooks

ATT&CK MAPPING — Coverage Matrix - Hunting Queries - Threat-Informed Defence

RESPONSE FABRIC — SOAR Logic Apps - Play ks - Auto-C i - MSSP Lighthouse

KPI PLANE — MTTD - MTTC - MTTR - False-Positive Rate - ATT&CK Coverage %

Figure 3.1 — Sentinel Blueprint reference architecture — connectors, normalisation, detection, ATT&CK mapping, response
fabric and KPI plane.
3.2 Architectural Plane View

Connectors — Entra, Defender XDR, M365, AWS, GCP, network, OT, GitHub and custom — feed every
source of forensic value into a single Log Analytics workspace.

Normalisation — ASIM parsers, common schemas, watchlists and TAXII threat intelligence — converts
heterogeneous events into a uniform analytic substrate.

Detection engine — scheduled rules, NRT, anomaly, Fusion, UEBA and ML notebooks — operates on the
normalised substrate and emits incidents.

ATT&CK mapping — every detection is tagged; the coverage matrix is generated automatically; gaps drive
the detection backlog.

Response fabric — SOAR Logic Apps, automation rules, MSSP Lighthouse — automates Tier 1
containment and federates response across tenants.

KPI plane — MTTD, MTTC, MTTR, false-positive rate and ATT&CK coverage % — drives the monthly
SOC operating board.

Security must be engineered, not audited into existence. v3.4 - Page 12
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3.3 Control Mapping Table

Each control names the engineering surface it operates on, the telemetry it must emit, the doctrine
principle it serves and the failure mode it neutralises.

Control Sentinel Primitive Telemetry Emitted Doctrine Failure Mode
Principle Neutralised

Scheduled Sentinel Scheduled Incident events Detection as Missed signature pattern

Analytic Rule Rule Code

NRT Rule Sentinel NRT Sub-minute incidents Detection as Time-sensitive misses
Code

Anomaly Rule | Sentinel Anomaly Anomaly scores UEBA for Unknown-unknown

Rule Behaviour attacks

Fusion Microsoft Fusion Correlated incidents Fusion for Single-signal blindspots
Probability

UEBA Insight Sentinel UEBA Entity baselines + UEBA for Insider threats

deviations Behaviour

ASIM Parser ASIM functions Normalised events ASIM as Schema fragmentation
Schema

SOAR Logic Apps + Action audit trail SOAR as Manual containment

Playbook automation rules Default delay

Watchlist Sentinel Watchlists Lookup data Hunting on Stale intel
Cadence

Threat- KQL hunting queries Hunt-finding incidents Hunting on Detection blind spots

informed Hunt Cadence

3.4 Configuration Snippets

The following snippets are real, copy-pasteable artefacts engineered to live inside production repositories.
They are not illustrative pseudocode; they are minimum viable doctrine.

Scheduled Analytic Rule — Suspicious Service Principal Use (KQL) [KQL]

// T1078.004 Cloud Accounts — Suspicious Service Principal Use

let lookback = 24h;

let new sps = AADServicePrincipalSignInLogs

| where TimeGenerated > ago(lookback)

| summarize FirstSeen = min(TimeGenerated) by ServicePrincipalld

| where FirstSeen > ago(7d);

AADServicePrincipalSignInLogs

| where TimeGenerated > ago(15m)

| join kind=inner new_sps on ServicePrincipalld

| extend Country = tostring(LocationDetails.countryOrRegion)

| summarize Countries = make set(Country), Count = count() by ServicePrincipalld, Appld
| where array length(Countries) > 1 or Count > 100

| extend AlertSeverity = 'High', Tactics = 'InitialAccess,DefenseEvasion'

Detects newly-created service principals authenticating from anomalous geographies. ATT&CK T1078.004. Run every 15 minutes;
emits an incident per occurrence.

ASIM Normalisation — Custom Parser Pattern [KQL]

// Custom ASIM Authentication parser (skeleton)
let parser = (disabled: bool = false) {
CustomAuth CL
| where not(disabled)
| extend
EventVendor = 'Doctrine’,

Security must be engineered, not audited into existence. v3.4 - Page 13
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EventProduct = 'CustomAuth’,
EventSchema = 'Authentication’,
EventSchemaVersion = '0.1.4",
EventResult = iff(Status s == 'success', 'Success’, 'Failure'),
EventResultDetails = iff(Status s == 'success', ", tostring(Reason s)),
EventStartTime = todatetime(Start t),
EventEndTime = todatetime(End t),
TargetUserld = tostring(Userld s),
TargetUsername = tostring(Username s),
SrcIpAddr = tostring(Sourcelp s),
EventType = 'Logon'
)

plarser(disabled = false)

ASIM Authentication parser wrapping a custom data source. Conforms to ASim_Authentication schema. Deploy via Sentinel
content hub.

SOAR Playbook — Compromised User Auto-Containment (Logic App) [JSON]

"definition": {
"triggers": { "When_Sentinel incident is created": { "type": "ApiConnectionWebhook" } },
"actions": {
"Disable User": { "type": "ApiConnection", "inputs": {
"host": { "connection": { "name": "@parameters('$connections')['azuread']['connectionld']" } },
"method": "patch", "path": "/v1.0/users/@{triggerBody()?['userPrincipalName']}",
"body": { "accountEnabled": false } } },
"Revoke Sessions": { "type": "ApiConnection", "runAfter": { "Disable User": ["Succeeded"] },
"inputs": { "host": { "connection": { "name": "@parameters('$connections')['azuread']['connectionld']" } },
"method": "post", "path":
"/v1.0/users/@{triggerBody()?['userPrincipalName']}/revokeSignInSessions" } },
"Create ServiceNow Ticket": { "type": "ApiConnection",
"runAfter": { "Revoke Sessions": ["Succeeded","Failed"] },
"inputs": { "host": { "connection": { "name": "@parameters('$connections')['servicenow']['connectionld']" } },
"method": "post", "path": "/api/now/v1/table/incident",
"body": { "short description": "Sentinel auto-containment: @{triggerBody()?['IncidentName']}",
"urgency": "1", "impact": "1" } } }
}
b
}

Disables Entra user, revokes sessions, raises ServiceNow ticket. Triggered by Sentinel automation rule on Incident severity = High
and entity = User.

Watchlist Schema — Threat-Informed Hunting [JSON]

"watchlistAlias": "HighRiskIPs",

"displayName": "High-Risk Source IPs",

"description": "TAXII-fed list of high-risk source IPs, refreshed daily",

"provider": "Doctrine SOC",

"source": "TAXII Feed",

"itemsSearchKey": "SourcelIP",

"schema": [
{ "name": "SourcelIP", "type": "String", "required": true },
{ "name": "ThreatActor", "type": "String", "required": false },
{ "name": "Confidence", "type": "Integer","required": true },
{ "name": "FirstSeen", "type": "DateTime","required": true },
{ "name": "Source", "type": "String", "required": true }

1

}

Sentinel Watchlist schema for hunting against known-bad IPs. Updated daily from TAXII feed; referenced by hunting queries via
GetWatchlist().

UEBA Query — Anomalous Privileged Access (KQL) /KQL]

// UEBA — Anomalous Privileged Access

let priv_users = IdentityInfo

| where AssignedRoles contains '‘Global Administrator' or AssignedRoles contains 'Privileged Role Administrator'
| distinct AccountUPN;

BehaviorAnalytics

Security must be engineered, not audited into existence. v3.4 - Page 14
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| where TimeGenerated > ago(24h)
| where UserPrincipalName in (priv_users)
| where ActivityInsights.UnusualNumberOfRoles == true
or ActivityInsights.FirstTimeUserUsedApp == true
or ActivityInsights.CountryUncommonlyConnectedFromAmongPeers == true
| project TimeGenerated, UserPrincipalName, EventSource, ActivityType, Activitylnsights, InvestigationPriority
| order by InvestigationPriority desc

Surfaces deviations from baseline privileged access patterns using Identityinfo + BehaviorAnalytics. ATT&CK T1078, T1098.

3.5 Patterns & Anti-Patterns

Anti-pattern: bespoke parsers for every connector. Pattern: ASIM-normalised parsers with explicit schema
conformance and content-hub deployment.

Anti-pattern: manual rule changes via portal. Pattern: rules in Git, deployed via az sentinel + REST API in
pipeline, with peer review.

Anti-pattern: SOAR playbooks crafted per incident. Pattern: parameterised, reusable Logic Apps with
explicit input contracts and audit trails.

Attack-Flow Diagram — Adversary Kill-Chain

The detection-pipeline kill chain begins with feed flooding and ends with forensic tampering; the doctrine's
feed scoring matrix and indicator decay collapse the most consequential evasion nodes.

P14 - Detection-Pipeline Kill-Chain Against Microsoft Sentinel

STEP 1 STEP 3 STEP 4 STEP 5

STEP 6

TAXII feed flood dicator-tier whitelist abus] Analytic-rule blind spot SOAR-rule poisoning Quiet long-dwell exfil Forensic-log tamperii

S m s

Feed scoring matrix + indicator decay + MITRE coverage report + FP feedback loop neutralise each evasion step
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Chapter 4 — Implementation Blueprint

The blueprint sequences SOC modernisation into four phases. Each phase has explicit evidence gates —
alerts in production, playbooks executing, coverage measured.

4.1 Governance Diagram

P14 — SOC Operating Model & Governance

CISO + HEAD OF sOC

T1 Triage T2 Investigation T3 Engineering T4 Threat Intel SOAR & Platform
24x7 & Threat Hunt & Detection Dev & Red Team Engineering

Incident ATT&CK Coverage Detection Threat Intel MTTD/MTTC
Lifecycle Report Backlog Feed DETLETL]

SOC OPERATING REPORT — Monthly - Board-Ready

Figure 4.1 — SOC operating model — CISO + Head of SOC, four detection tiers (T1-T4) plus SOAR & Platform

Engineering.
4.2 Phased Delivery
Phase Duration Deliverables Exit Gate Owner
Discover Month 0-2 | Coverage baseline - ATT&CK matrix - Baseline Programme Architect
MTTD/MTTC baseline - backlog signed by
inventory CISO + Head
of SOC
Engineer Month 2—6 | Detection-as-code repo - ASIM parsers - | First 50 rules | Detection Engineering

top-15 SOAR playbooks - UEBA enabled | in production

Operate Month 6-9 | SOC operating board cadence - monthly | Two Head of SOC
KPI pack - weekly threat-informed hunts | successful
board cycles

Optimise Month 9— ATT&CK coverage > 80% - MTTD < 4h - | Audit-grade CISO
12 MTTC < 1h on top-15 - insurer pack evidence
accepted

4.3 Workstreams

Workstream A — Detection engineering. Build the rule repo; migrate existing analytics to ASIM; deploy via
pipeline; measure coverage per technique.

Security must be engineered, not audited into existence. v3.4 - Page 16
Companion artefacts: github.com/uos-doctrine-series/sentinel-blueprint-v34



Sentinel Blueprint - Institutional Doctrine Reference Edition v3.4

Workstream B — Response engineering. Build the SOAR playbook library; integrate Entra, ServiceNow
and Defender; measure MTTC per playbook.

Workstream C — Hunting & UEBA. Enable UEBA,; schedule weekly hunts; convert hunt findings into
detections.

Workstream D — Operating model. Stand up the SOC operating board; publish the KPI pack; integrate
MSSP Lighthouse where applicable.

4.4 Risk, Dependencies & Acceptance

Dependency: clean data sources. Without quality logs, ASIM normalisation fails and detection accuracy
degrades. Mitigation: source-quality SLAs and a connector-coverage scorecard.

Risk: organisational addiction to alert volume as a productivity metric. Mitigation: explicit doctrine to retire
alert-volume as a KPI; replace with coverage and MTTC.

Acceptance: each phase requires production evidence — rules executing, playbooks running, coverage
measured.

Security must be engineered, not audited into existence. v3.4 - Page 17
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Chapter 5 — Operating Model
The SOC operates as a four-tier engineering organisation plus a platform-engineering function. Each tier

has a defined remit, an OKR set and a published cadence.

5.1 Capability Owners

CISO and Head of SOC co-own the SOC. The SOC operating board meets monthly with attendance from
Threat Intel, Detection Engineering, SOAR, and IT operations.

T1 operates 24x7 with playbook-led triage. T2 investigates and hunts. T3 engineers detections. T4 runs
threat intelligence and red-team feedback. SOAR & Platform Engineering owns the substrate.

The Schiphol University Cyber Security Doctrine Office owns the doctrine and reviews every detection-
engineering exception.

5.2 RACI Matrix

CISO Head (od [0} Architec | Owner
SOC t

Detection Rule Authoring | A A | C Detection Engineering
SOAR Playbook A A | C SOAR Engineering
Development

ASIM Normalisation C A A R Platform Engineering
ATT&CK Coverage A A | R Detection Engineering
Measurement

Threat Intel Feeds A A I C Threat Intel Lead
Weekly Hunting | A | C T3/T4 Hunters

Tier 1 Triage I A | C T1 Lead

Incident Lifecycle A A C C Head SOC

MSSP Lighthouse Cross- | A A | R MSSP Liaison

Tenant

5.3 Service Levels & Continuous Improvement
T1 triage MTTA: under 5 minutes for High/Critical incidents; under 15 minutes for Medium.

SOAR playbook execution: containment within 60 seconds for top-15 classes.
Detection rule deployment: under 24 hours from peer review approval to production.
Hunting cadence: minimum one hypothesis-driven hunt per week with documented findings.

KPI publication: monthly to the SOC operating board; quarterly to the executive board.

Decision Tree — Adopt | Defer | Exempt

Doctrine binds choice. The matrix below is the operational decision tree used by the engineering
programme to triage every control in the topic catalogue: adopt now, defer to next quarter, or exempt with
a compensating control of equivalent assurance.

Security must be engineered, not audited into existence. v3.4 - Page 18
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Control class

Adopt now (condition)

Defer next quarter

(condition)

v3.4

Exempt with
compensating control

MITRE ATT&CK-
aligned analytic rule

TAXII / threat-intel feed
onboarding

Indicator-tier
whitelisting

Indicator decay policy

False-positive feedback
loop

SOAR auto-close
threshold

MITRE coverage-gap
report

Sentinel data-
connector ROI gating

Any net-new detection

must declare its ATT&CK
technique mapping at the
PR — no map, no merge.

Tier-1 government and
commercial feeds with
public scoring
methodology — onboard
now with full curation.

High-confidence Tier-A
indicators with reliability
score =20.85; auto-block at
network and identity
edges.

Network I0Cs (IPs, URLSs,
domains) decay over 30
days; host I0Cs (hashes)
over 90 days — enforce
now.

Every triage closure must
select a disposition; rules
above 12% FP rate auto-
suspend pending review.

Auto-close at <4% FP for
category-A alerts (token
theft, ransomware
precursor) — mandatory.

Top-12 ATT&CK
techniques for the firm's
industry must be 295%
covered; gaps trigger
immediate remediation.

New connectors must
show measurable
detection lift in 90 days or
be retired — gate at
onboarding.

Existing rules awaiting
back-mapping; defer to
next quarter as part of the
coverage-gap remediation
sprint.

Tier-2 community feeds
awaiting reliability score;
defer ingest beyond 30-
day probation.

Tier-B indicators with
reliability 0.6—0.85; defer to
human-in-the-loop SOAR
action.

TTP-derived indicators
awaiting reliability
classification; defer decay
until classification
complete.

New rules in first 30 days
of operation; defer FP
threshold enforcement