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The Board Cyber Risk Reporting Imperative
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Art.5(4)
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governance

The regulatory environment has elevated board-level cyber risk oversight from an IT governance topic to
a fundamental responsibility of corporate governance. DORA Atrticle 5(4) requires financial entity boards
to assess their own ICT risk management competency. NIS2 Article 20 makes board engagement in
security governance a supervisory examination focus. The Board Risk Committee can no longer delegate
cyber risk to management — boards must demonstrate active, informed oversight.

Yet many boards remain unprepared for this responsibility. Most boards lack access to cyber risk
information in language they understand. Most board members lack foundational cyber literacy. Most
board reporting frameworks are either too technical (drowning boards in metrics) or too abstract (offering
no actionable insight). This white paper presents the SABSA framework for board cyber risk governance,
enabling boards to fulfill their oversight responsibilities with structured, risk-focused reporting.

The Board Cyber Literacy Imperative

Regulators and investors increasingly view board cyber risk literacy as a leading indicator
of organizational cyber maturity. Boards that cannot articulate their cyber risk appetite,
their top-three cyber risks, or their remediation roadmap will face supervisory questioning
and activist investor scrutiny. Cyber risk literacy is now a board competency requirement,
not a nice-to-have.

Defining Cyber Risk Governance Roles

Effective board-level cyber risk governance begins with clear role definition. Boards must distinguish
between governance (the Board's role) and management (the CISO and security leadership's role),
establishing escalation criteria and decision authority boundaries.

G (o) v
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Risk Appetite Statement: The board should formally approve a cyber risk appetite statement
defining the organization's acceptable cyber risk levels across specific risk categories (e.g.,
breach probability, regulatory sanction risk, business disruption duration). This statement
becomes the reference frame for all management risk decisions.

Escalation Triggers: The board should define specific cyber risk scenarios that trigger board-
level escalation — for example, discovery of a material incident, regulatory sanction, critical
vulnerability discovery. Clear triggers prevent both excessive escalation and dangerous silent
management of material issues.
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Management Delegations: The board should define which cyber risk decisions are delegated to
management with board notification, and which require explicit board approval — for example,
acceptance of architectural risks may be delegated, but acceptance of regulatory violations
should require board approval.

SABSA as the Board Risk Reporting Framework

SABSA provides the discipline to translate technical cyber risk into board-understandable business risk
context. The SABSA framework maps cyber risks to business outcomes, enabling boards to reason about
cyber risk using the same business language they apply to operational, financial, and market risks.

SABSA L0-L1 Translated to Board Risk Language

Board-Grade Risk Reporting

Convert technical cyber metrics into business impact statements: "DNS poisoning attack"
becomes "20-minute website outage affecting EUR 2M daily ecommerce revenue."
Convert architecture findings into business risk language: "Public cloud storage
misconfiguration" becomes "potential GDPR data subject access rights violation affecting
1.2M customer records." Boards understand business impact; boards do not parse CVSS
scores.

Board Cyber Risk Literacy and Capability Assessment

DORA Article 5(4) requires boards to assess their own competency in ICT risk management. A structured
cyber literacy assessment enables honest evaluation of capability gaps and informs targeted
development programmes.

A S

The Board Cyber Literacy Scorecard (BCLS)

The Board Cyber Literacy Scorecard (BCLS) is a proprietary SABSA governance model that assesses
board member cyber competency across six key domains. The BCLS produces individual member
competency profiles and aggregate board literacy scores, enabling targeted development programmes
and competency-based committee assignments.
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BCLS Scoring Interpretation

BCLS Score 80-100 per domain: Competent to serve on cyber risk governance
committee. Score 60—79: Competent with targeted development focus. Score 40-59:
Requires structured development before independent governance role. Score <40:
Recommend specialized training or committee reassignment. Target board BCLS average
>70 in all domains within 24 months of initial assessment.

Model Board Dashboard Templates

Board-level cyber risk dashboards must balance information richness with executive clarity. The following
templates provide four essential components of board cyber governance reporting, designed for 15-
minute board briefing integration.

C o

Board Challenge Question Pack

Enable the Board Risk Committee to oversee management's cyber risk decisions with this
question framework: "Describe the cyber risk appetite band for [business process]. Has
this risk been within the approved band in the past quarter?" "What are your top three
cyber risks right now? How are you managing each?" "Which two cyber capability
investments would you prioritize if you had to choose? Why?" "If a material incident
occurred tomorrow, what would be our regulatory notification timeline?" "What would a
catastrophic cyber failure of [critical system] cost our organization, and do we have
controls proportionate to that cost?" These questions separate informed board oversight
from box-checking compliance.

Case Study: DORA Art.5(4) Board Cyber Literacy Programme

A Tier-1 European bank implemented a mandatory board cyber literacy programme to meet DORA Article
5(4) requirements. The bank's board risk committee consisted of 8 board members with minimal cyber
background; the bank had experienced a material incident two years prior that triggered supervisory
enforcement, creating board-level commitment to cyber literacy.
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12 months 8 85% €1.2M

Programme duration from | board members assessed average BCLS score investment in programme
planning to certification and developed improvement delivery
A c

Supervisory Outcome

During the next DORA supervisory examination, the regulator examined board cyber
literacy and found clear evidence of systematic competency development: documented
baseline assessment, structured curriculum, scenario-based testing, and formal
competency certification. The regulator's examination report explicity commended the
board's cyber risk governance engagement and noted this as leading practice. The bank's
proactive BCLS programme became a model for other Tier-1 institutions in the jurisdiction.

Board Dashboard Pack: Complete Template Suite

Board-level cyber governance requires clear, real-time visibility into cyber risk, remediation progress, and
compliance posture. The Board Dashboard Pack provides templated dashboards for monthly board
reporting, steering committee oversight, and regulatory review.

O
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Dashboard Design Best Practices

Keep each dashboard to one page (above the fold). Use visual indicators (heat maps,
trend arrows, sparklines) before text. Define clear KPIs with targets and ranges (Red
>threshold, Amber warning, Green on-track). Provide drill-down capability: link dashboard
cells to detailed reports (e.g., click "Red" domain to see top 5 risks). Update dashboards
monthly; flag material changes (+10%) for executive discussion.

Template library approach: Create reusable dashboard components (risk heatmap, timeline,
metrics table, trend sparkline) in PowerPoint/Excel. Build each board report by combining
relevant components per audience and agenda. Archive prior-month versions for trend
analysis.,Executive summary: Lead each dashboard with a one-paragraph summary of key
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findings, actions taken, and emerging risks. Use consistent language (e.g., "Cyber risk remains
Amber due to 3 critical vulnerabilities in Payment System; remediation plan targets resolution by
Q2 2026").,Governance links: Each dashboard metric must link to a responsible owner, a
monitoring mechanism (e.g., "Security Architecture Review Board reviews monthly"), and
escalation criteria (e.g., "Risk >Red threshold escalates to Board within 48 hours").

Board Challenge Question Pack for NCA Interviews

National Competent Authorities (NCAs) and regulators increasingly conduct cyber governance interviews
with boards to assess organisational cyber resilience, risk culture, and compliance. A prepared challenge
question pack enables executives to articulate cyber strategy confidently during regulatory interviews.

Challenge Question Categories and Board-Ready Responses:

Strategic Governance:

Q: "How does your Board define cyber risk appetite?” Answer: "Our Board defines cyber risk
appetite as maximum tolerable risk score per domain (Governance, Architecture, Compliance,
Incidents, Vulnerability Backlog), monitored monthly. Currently: Governance <5/10, Architecture
<4/10, Compliance <3/10, all others <2/10. Board reviews risk score trends and sets annual
improvement targets.",Q: "What is the Board's role in cyber incident response?” Answer: "The
Board receives incident notification within 2 hours for severity 1 incidents; CRO chairs an incident
steering committee with weekly updates until resolution. Board-level decisions on disclosure,
customer notification, and regulatory reporting are escalated per incident severity and
compliance requirements (e.g., GDPR Article 33 reporting within 72 hours).",Q: "How do you
assess cyber risk in M&A transactions?" Answer: "All M&A transactions >£50M include
mandatory cyber due diligence using the SABSA AICE framework. AICE scores
(Green/Amber/Red/Black) directly inform deal pricing and SPA indemnity structure. AICE results
are Board-approved before deal close; integration milestones are tracked quarterly."

Compliance & Regulatory:

Q: "What is your DORA readiness status?" Answer: "We are tracking 48 DORA controls across 5
domains (governance, business continuity, incident reporting, third-party risk, security
monitoring). As of Q1 2026, 42/48 controls (88%) are implemented and tested; the remaining 6 are
in design phase with completion targeted by Q2 2026. We conduct annual readiness assessments
and stress test 3 critical controls per quarter.”,Q: "How do you ensure Pll and sensitive data is
protected under GDPR?" Answer: "All personal data is classified by sensitivity (public, internal,
confidential, restricted). Encryption is mandatory for data at rest and in transit; TLS 1.3 with
forward secrecy for all external communications. We conduct annual data protection impact
assessments (DPIA) for high-risk processing and maintain a breach log (zero GDPR breaches in
2025). Incident notification to supervisory authorities is automated within 72-hour window."

Technology & Resilience:

Q: "What is your post-quantum cryptography strategy?" Answer: "We have a 24-month migration
roadmap (2026—2028) to move from RSA-2048 to ML-DSA and AES-256 post-quantum algorithms.
Phase 1 (Months 0-3): complete crypto inventory and risk scoring. Phase 2 (Months 3-12):
procure NIST PQC implementations and test. Phase 3 (Months 12-24): pilot and full production
migration. We are tracking "Harvest-Now-Decrypt-Later" risk and prioritising PQC for data with
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>10-year sensitivity horizon.",Q: "How do you manage Al governance and EU Al Act compliance?"
Answer: "We maintain an Al systems inventory with risk classification (High-Risk / Limited Risk /
Minimal Risk per EU Al Act). High-risk systems require Model Cards, Annex lll control audits, and
post-deployment monitoring. As of Q1 2026, we have 12 Al systems in scope; 10 are compliant
with Model Cards and 2 are in remediation (target completion Q2 2026). We test incident response
for Al systems quarterly."

Cyber Literacy Assessment & Development Programme

Boards with low cyber literacy struggle to ask incisive questions, challenge unrealistic timelines, and
allocate appropriate resources to cyber programmes. A structured Cyber Literacy Assessment &
Development Programme measures board cyber competency (BCLS: Board Cyber Literacy Scale) and
provides targeted upskilling.

D e S c
A S S e
D e v e

Board Cyber Literacy Scale (BCLS)

Assess board cyber literacy annually using anonymous survey (5 questions per BCLS
domain): governance understanding, compliance knowledge, incident response, M&A
cyber risk, Al/tech trends. Target: 80%+ of board at BCLS Level 2 or above within 12
months. Assign development plan based on survey results. Link director assessment
outcomes to annual remuneration & committee membership (e.g., Audit Committee
membership requires BCLS Level 2 minimum).

Annual cyber literacy assessment: 15-minute survey per director covering governance (SABSA),
compliance (GDPR/DORA), M&A (AICE), incident response, and strategic trends (PQC, Al
governance). Score 0—20 per domain; BCLS level = average score across domains.,Curated board
briefing pack: Quarterly 15-page briefing covering 3-4 cyber topics (e.g., "Post-Quantum
Cryptography 101", "EU Al Act Implementation Roadmap", "DORA Readiness Status"). Written
for non-technical audience; include real-world examples and decision points requiring board
input.,Tabletop incident exercise: Biennial exercise simulating a major cyber incident (e.g.,
ransomware, data breach, Al model compromise). Board members play decision-maker roles;
exercise tests incident response playbook, communication protocols, and regulatory notification
readiness. Debrief identifies governance gaps and training needs.

Expected Outcome

Systematic cyber literacy assessment and development enables board to conduct
effective cyber governance. Directors at BCLS Level 2+ can challenge cyber strategy, ask
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informed questions during incident updates, and allocate resources appropriately. Cyber-
literate boards improve organisational cyber risk culture and reduce strategic surprises.

Conclusion and Recommendations

Board-level cyber risk governance is no longer optional — DORA, NIS2, and supervisory examination
expectations have made it mandatory. Boards that cannot articulate their cyber risk posture, their risk
appetite, and their remediation roadmap will face supervisory criticism and stakeholder pressure.

Conduct a BCLS baseline assessment of board members to establish cyber literacy baseline and
identify targeted development priorities.. 1.

Implement a structured board cyber risk literacy programme (12—18 months) with foundational
learning, scenario-based assessment, and formal competency certification.. 2.

Establish a formal cyber risk governance charter defining board roles, escalation triggers,
management delegations, and risk appetite approval process.. 3.

Deploy standardized board cyber risk dashboard with leading indicators (BAP heatmap, risk appetite
bridge, regulatory tracker) integrated into quarterly board reporting.. 4.

Embed board challenge questions into board risk committee agenda to enable ongoing cyber risk
governance oversight beyond quarterly reporting.. 5.

SABSA Enterprise Security Architecture — Ultimate Flagship Series
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