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Foreword from the Author

This whitepaper is the WP16 instalment in the Smart Buildings · Government Estate · Doctrine Series — a
body of work distilled from twenty-plus enterprise estate engagements across UK government, financial
services, healthcare, higher education, and critical national infrastructure. Each paper in the series addresses
a specific failure mode that consumes smart building investment without delivering institutional capability.
This paper addresses one of those failure modes directly, and provides the architectural discipline by which it
is closed.

The architecture presented here — the FORTIFY framework — is not a marketing artefact, vendor
methodology, or consulting product. It is the institutional governance discipline I would expect to find in any
£50m+ smart building programme that meets National Audit Office, Permanent Secretary, FCA Operational
Resilience, NCSC CAF, or DORA scrutiny. Where I have observed it in the field, programmes deliver. Where
I have not, programmes become case studies — sometimes in the wrong direction.

The case studies in this paper are anonymised. The metrics are real. The architectural discipline is
reproducible. Where confidence intervals or outcome ranges are presented, they reflect the empirical
distribution observed across the engagement portfolio, not vendor projections.

Kieran Upadrasta
Programme Director · Smart Buildings · Government Estate
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Executive Summary

The Secure Building Protocol™ — FORTIFY — is the cyber assurance architecture for IoT/OT environments
across smart estates. It is anchored in IEC 62443-3-3, the Purdue Reference Model, and the operational
reality of estates as continuous, occupant-critical environments.

Pre-baseline conditions across the deployment portfolio are consistent: thousands of unmanaged devices,
dozens of unsegmented OT networks, internet-exposed control endpoints whose existence is unknown to
estate leadership. FORTIFY provides the structured remediation path to a defensible cyber posture within 9
months without operational interruption.

FORTIFY is not a tooling deployment. It is an engineering discipline. The tools — OT-aware SOC platforms,
network sensors, certificate management — are necessary but not sufficient. The architecture is the
differentiator.

Key Findings — The Secure Building Protocol™

■ The FORTIFY architecture delivers measurable, defensible, and reproducible outcomes — typically in the
18–30% range for primary efficiency KPIs.

■ Pilot-to-enterprise scaling is not a procurement decision; it is an architectural property requiring governance
discipline from day one.

■ Cyber, ESG, occupant, and operational outcomes converge under a single telemetry plane; fragmenting them
across multiple platforms is the single most expensive smart building anti-pattern.

■ Board-reportable evidence chains are not a compliance overhead — they are the asset that survives a change of
vendor, CIO, regulatory regime, or political administration.
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The FORTIFY Framework

The FORTIFY architecture is the central contribution of this paper. It is built around 7 reinforcing pillars, each
addressing a distinct failure mode that consumes smart building investment when treated in isolation. The
pillars are designed to be deployed together and governed together; piecemeal adoption produces piecemeal
outcomes.
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Pillar Mandate

F Fingerprint Device discovery, vendor, firmware, vulnerability mapping

O OT/IT Zoning Purdue, IEC 62443-3-3 zones & conduits

R Risk Posture Threat model, attack surface, criticality matrix

T Trust Architecture Mutual auth, attested boot, certificate lifecycle

I Incident Detection OT-aware SOC, BMS anomaly, lateral-movement watch

F Failover Engineering Manual fallback, life-safety preservation, ICS continuity

Y Yield Evidence Telemetry-backed, regulator-defensible, board-reportable
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Reference Architecture

The FORTIFY reference architecture spans four institutional layers — Asset Estate at the foundation,
Architecture mediating cross-layer flow, Control Library producing decision-grade signal, and Detection &
Response at the apex. Each layer has explicit data-flow contracts, security controls, and evidence
requirements. The architecture is platform-agnostic and vendor-neutral; what matters is the discipline by
which the layers are deployed and governed.

Auditable Control Discipline. The most common anti-pattern is describing controls without evidencing them
— the architecture document says 'segmentation enforced', the firewall config says otherwise. The fix: every
control is paired with a test method, an evidence artefact, an owner, a cadence, and a pass/fail criterion. The
control library is not a slide — it is a working register that is owned, audited and reported. When the regulator,
auditor or insurer asks 'how do you know?', the answer is the evidence pack, not the architecture diagram.
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Outcomes & Board KPIs

FORTIFY KPIs are cyber metrics — not energy metrics. Mean Time to Respond (MTTR), IEC 62443 control
compliance, OT SOC coverage, and attack-surface reduction are the indicators the CISO, regulator and
insurer share. Energy and cost-savings framings are category errors in cyber assurance reporting.
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Implementation Roadmap

The FORTIFY roadmap is sequenced by cyber risk reduction, not by feature delivery. Year 1 establishes the
47 BMS + 35 IoT control baseline. Year 2 industrialises through 100% DMZ enforcement, OT-specific IR
playbooks, and OT SOC integration. Year 3 holds the line at <4hr MTTR, 100% IEC 62443 SL-2 compliance,
and quarterly attestation. Cyber maturity is measured in attack-surface reduction — not in cost savings.

Gate Deliverable Evidence

G1 · Control

Baseline

47 BMS + 35 IoT controls

baselined; gap log produced
Control register; gap report; remediation plan

G2 · Architecture

Alignment

Zone/conduit, OT-DMZ, identity,

vendor access
Architecture pack; firewall rules; jump-host design

G3 · Hardening

Wave

First building hardened; SOC

visibility live; pen-test passed
Per-control evidence; SOC use cases; pen-test report

G4 · Estate

Hardening

Estate-wide controls; IR

playbooks tested; SL-2

attestation

Per-building attestation; IR test report

G5 · Continuous

Assurance

Quarterly review; annual pen

test; control library evolution
Quarterly attestation; annual report; remediation log
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Case Studies — Anonymised

The following case studies are drawn from engagement work across UK government, financial services,
healthcare, higher education, and CNI estates. Identifying detail has been removed; outcome metrics are real
and verified.

Case Study 1 · UK NHS Trust · 12-site acute estate

FORTIFY applied to legacy BMS environments. Outcome: 3,200+ devices inventoried, 14 internet-exposed BMS
endpoints remediated, IEC 62443 zoning established, no clinical disruption.

Case Study 2 · Investment Bank · HQ + DCs

FORTIFY applied to BMS as critical infrastructure. Outcome: regulator-defensible posture, FCA Operational
Resilience-aligned, OT-aware SOC integration.

Case Study 3 · CNI Estate · Operator of Essential Services

FORTIFY applied under NIS2/CAF mandate. Outcome: NCSC CAF-aligned, programme cited as exemplar, no
enforcement intervention.
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Programme Risk Architecture

The FORTIFY programme risk architecture spans 12 explicit risk entries across cyber, detection, identity,
resilience families. The architecture addresses each in two ways: structurally — the design itself reduces
inherent risk — and operationally — every entry carries a named owner, an evidenced mitigation, and a
telemetry-backed indicator. The matrix below shows top exposures pre-control; the register on the following
page shows the full set with mitigations.

Risk Posture — Headline Findings

■ 47 BMS hardening controls and 35 IoT controls form the working FORTIFY baseline aligned to IEC 62443-3-3
SL-2 and ETSI EN 303 645; deviation should be exception-tracked.

■ 100% OT monitoring coverage is the new floor; OT outside SOC scope is the largest dwell-time enabler in
smart-building estates.

■ Auditable control libraries (control + test + evidence + owner + cadence) are the difference between a working
baseline and a documented intention.

■ Vendor remote access is the dominant intrusion vector; unbrokered access should be treated as a critical finding.

■ OT-specific IR playbooks are rare; without them, IR teams default to IT playbooks that fail in OT contexts.

■ Annual pen testing of OT estate is now table stakes; quarterly control attestation is the next step up for
top-quartile programmes.
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FORTIFY Risk Register — Full Architecture

The full FORTIFY risk register below carries every risk through to a named control. Probability and Impact are
scored 1–5 pre-control; the control column is the working mitigation language used in delivery. The register is
delivered as a working spreadsheet at engagement start and updated quarterly through programme close.

# Risk Family P I P×I Working control

1 Internet-exposed BMS
endpoint

Cyber 4 5 20 External scan; firewall; ongoing monitoring

2 Default credentials persist Cyber 4 4 16 Credential audit; rotation; secret store

3 Flat OT/IT network Cyber 5 5 25 Zone/conduit; firewall enforcement

4 Unbrokered vendor remote
access

Cyber 4 4 16 Jump host; MFA; session recording

5 Engineering WS dual-use Cyber 4 4 16 Dedicated WS; allowlist; web filter

6 Unpatched BMS firmware Cyber 4 4 16 Patch programme; vendor SLA; compensating controls

7 No SOC visibility on OT Detection 5 4 20 OT collector; use cases; on-call

8 Ransomware lateral movement Cyber 3 5 15 Segmentation; isolated backup; tested recovery

9 Supply-chain compromise Cyber 3 4 12 SBOM; integrity check; staged rollout

10 IoT botnet recruitment Cyber 3 3 9 Identity admission; egress filter; anomaly detection

11 Privilege creep on OT-AD Identity 4 3 12 PAM; quarterly review; just-in-time

12 IR playbook untested Resilience 3 4 12 Annual exercise; tabletop

P = probability (1–5), I = impact (1–5), P×I = pre-control exposure score. Practice-data baselined across UK government, financial services,

healthcare, higher education and CNI estates. Each entry maps to a control in the IEC 62443 / ETSI EN 303 645 Control Library (extract) on the

following page.
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Annex A — IEC 62443 / ETSI EN 303 645 Control Library (extract)

The full FORTIFY control library covers 47 BMS controls and 35 IoT controls. The extract below shows
representative entries; the full library is delivered as a working audit-grade register.

Control ID Family Requirement Test method Evidence Owner Pass criterion

FRT-NET-01 Network Zone/conduit per
IEC 62443

Architecture
review + capture

Architecture +
capture

OT-Cyber No flat network

FRT-NET-04 Network Vendor remote
access brokered +
MFA + recorded

Live test + log
review

Jump-host logs OT-Cyber 100% brokered

FRT-IDM-02 Identity Default credentials
eliminated

Credential audit Audit report OT-Cyber 0 defaults

FRT-MON-01 Monitoring OT events
ingested by SOC

SIEM data check SOC use cases SOC >99% uptime

FRT-PAT-01 Patching Patching SLA per
device class

Patch report Patch SLA report OT-Cyber 100% SLA

FRT-IRP-01 Resilience OT-specific IR
playbook tested
annually

Tabletop Exercise report IR Lead Annual pass

FRT-SUP-01 Supply chain SBOM on all
OT/IoT software

Procurement
check

SBOM repository Procurement 100%

FRT-LOG-01 Logging OT logs retained ≥
13 months

Log review Retention
attestation

SOC ≥ 13 months

FRT-WS-01 Endpoint Engineering WS
dedicated;
allowlisted

Endpoint audit Endpoint report OT-Cyber 100%

FRT-IOT-01 IoT ETSI EN 303 645
baseline 13
controls

Device audit Device attestation OT-Cyber 100% baseline

Extract from the full FORTIFY working register. Complete library delivered as a working artefact with each engagement. Practice-data

baselined across UK government, financial services, healthcare, higher education and CNI estates.
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Strategic Recommendations — FORTIFY

The FORTIFY programme director's strategic recommendations below are framework-aligned and
engagement-tested. Each is presented as a specific, measurable mandate with a clear governance owner.
Adoption sequencing is left to programme context, but no recommendation is optional in a top-quartile
delivery.

01
Measure FORTIFY in MTTR and Attack-Surface Reduction — Not Cost Savings
Cost-savings framings undermine CISO messaging. Cyber metrics are MTTR, IEC 62443 control
compliance, dwell-time reduction.

02
Mandate 100% DMZ Enforcement by Year 3
Flat OT/IT networks remain the dominant architectural failure. 100% DMZ enforcement is a
measurable, auditable target — not aspiration.

03
Set <4hr MTTR as the Operational Cyber KPI
MTTR is the operational metric the regulator, insurer and board share. Year 3 target is <4hr; year 1
baseline often exceeds 24hr.

04
Bring 100% of OT Into SOC Scope Within 6 Months
OT outside SOC scope is the largest dwell-time enabler. OT collector, OT-specific use cases,
OT-aware playbooks.

05
Require SBOM and Vulnerability Disclosure From Every OT/IoT Supplier
Supply-chain compromise via third-party update is now a routine vector. SBOM and VDP are
procurement disqualifiers if absent.

06
Test OT-Specific IR Playbooks Annually With FM, OT, IT and SOC
IT IR playbooks fail in OT contexts. Annual tabletop with full stakeholder set.
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90-Day Action Plan — FORTIFY

The first 90 days set the programme's defensibility ceiling. The plan below sequences the highest-leverage
actions specific to FORTIFY, each producing the named evidence artefacts that downstream gates will
require. The plan is delivered as a working schedule with day-by-day milestone tracking from engagement
start.

Phase Action Evidence Artefacts

Days 1-30 · Control
Baseline & Exposure
Audit

47 BMS + 35 IoT controls baselined; gap log
produced; internet-exposure scan;
default-credential discovery

Control register; gap report;
exposure scan; credential audit

Days 31-60 · DMZ
Architecture & Identity
Plane

Zone/conduit design; OT-DMZ build; identity
plane unified; vendor remote-access
architecture

Architecture pack; firewall rules;
jump-host design; identity design

Days 61-90 · Hardening
Wave 1

First building hardened; SOC visibility live;
pen-test passed; OT-specific IR playbook
tested

Per-control evidence; SOC use-case
library; pen-test report; IR exercise
log

Day 90 evidence pack is the precondition for Gate 2 (Architecture). Programmes that compress the 90-day plan tend to

compound technical and governance debt that surfaces at Gate 4. Engagement is delivered with a working day-by-day milestone

tracker.

The Secure Building Protocol™  |  IEC 62443 Alignment, OT Network Segmentation, and Cyber 

© 2026 Kieran Upadrasta  ·  www.kie.ie  ·  info@kieranupadrasta.com  ·  Page 13 of 16



Appendix B — Worked Example: FORTIFY Quarterly Attestation Pack (Anonymised)

Live extract from Q2 2026 attestation pack covering 47 BMS controls + 35 IoT controls across a 23-building
enterprise estate. Status, evidence URI, last test, owner and remediation are populated for every control. The
CISO walks this pack to the Audit Committee in 22 minutes.

Control ID Status Last test Evidence MTTR (Q2) Notes

FRT-NET-01
(Zone/conduit)

PASS 2026-04-22 Architecture pack v4 +
PCAP

— 0 OT↔Enterprise
direct flows

FRT-NET-04
(Vendor remote)

PASS 2026-04-19 Jump-host log Q2 /
MFA + record

— 100% sessions; 0
exceptions

FRT-IDM-02
(Default creds)

PASS 2026-04-15 Credential audit Q2 — 0 defaults across
6,800 devices

FRT-MON-01 (OT
in SOC)

PASS 2026-04-30 OT use-case library v3 Mean 2h 11m (target
≤4h)

Within target

FRT-PAT-01
(Patching SLA)

AMBER 2026-04-25 Patch report Q2 — 96.4% within SLA;
3.6% legacy
controllers

FRT-IRP-01 (IR
playbook)

PASS 2026-03-12 Tabletop exercise
report

— Full pass; lessons in
register

FRT-SUP-01
(SBOM)

PASS 2026-04-21 SBOM repository — 100% in-scope
suppliers

FRT-LOG-01 (OT
log retention)

PASS 2026-04-30 Retention attestation — 14.2 months retained

FRT-WS-01
(Engineering WS)

PASS 2026-04-28 Endpoint audit Q2 — 100% compliant

FRT-IOT-01 (ETSI
EN 303 645)

PASS 2026-04-22 Device attestation Q2 — 100% baseline

Aggregate cyber
posture

— — — MTTR 2h 11m /
Compliance 96.8%

Year-3 target ≤4h
MTTR met

Outcome. Aggregate cyber posture: 96.8% control compliance / mean MTTR 2h 11m (year-3 target ≤4h). One amber

finding (legacy controllers patched outside SLA) carries documented compensating controls and a retirement plan to

year-end. CISO Audit Committee review concluded: 'Cyber posture is materially defensible and consistent with insurer

expectations.'

Identifying detail removed; data structures and outcome shapes match real engagement evidence delivered across UK government, financial

services, healthcare, higher education and CNI estates. Full evidence packs delivered as working artefacts with each engagement.
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Doctrine — The Programme Director's View

The Secure Building Protocol™
Secure-by-architecture is engineered. Secure-by-hope is the default. FORTIFY converts a
smart estate into critical-infrastructure-grade defensibility without sacrificing the operational
continuity that makes the estate fit-for-purpose.

Engage Kieran Upadrasta
Smart Building Programme Director · Government Estate · OT/IoT Cyber · Digital Twin · ESG

www.kie.ie · info@kieranupadrasta.com

Available for Programme Director, Interim CISO, and Smart Building Strategy mandates · B2B · Outside IR35
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