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Foreword from the Author

This whitepaper is the WP20 instalment in the Smart Buildings - Government Estate - Doctrine Series — a
body of work distilled from twenty-plus enterprise estate engagements across UK government, financial
services, healthcare, higher education, and critical national infrastructure. Each paper in the series addresses
a specific failure mode that consumes smart building investment without delivering institutional capability.
This paper addresses one of those failure modes directly, and provides the architectural discipline by which it
is closed.

The architecture presented here — the ZERO framework — is not a marketing artefact, vendor methodology,
or consulting product. It is the institutional governance discipline | would expect to find in any £50m+ smart
building programme that meets National Audit Office, Permanent Secretary, FCA Operational Resilience,
NCSC CAF, or DORA scrutiny. Where | have observed it in the field, programmes deliver. Where | have not,
programmes become case studies — sometimes in the wrong direction.

The case studies in this paper are anonymised. The metrics are real. The architectural discipline is
reproducible. Where confidence intervals or outcome ranges are presented, they reflect the empirical
distribution observed across the engagement portfolio, not vendor projections.

Kieran Upadrasta
Programme Director - Smart Buildings - Government Estate
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Executive Summary

Net-zero in the built environment is not a procurement decision. It is an architectural discipline that combines
passive design, energy intelligence, telemetry-evidenced reporting, and credible offset architecture. The
default approach — buy renewable energy certificates and report annually — is materially insufficient,
increasingly indefensible, and exposes both estates and the directors who govern them to growing
reputational, regulatory, and litigation risk.

The ZERO architecture presented in this paper is the discipline for delivering net-zero across smart estates. It
is built around four reinforcing pillars: zero-floor design (the carbon you don't emit), energy intelligence
(WATTS-grade real-time optimisation), reporting plane (Scope 1/2/3 telemetry feeding TCFD and CSRD
directly), and offset architecture (validated, additionality-evidenced, audit-defensible).

ZERO is regulator-aligned (TCFD, CSRD, SECR, ISSB), occupant-aligned (productivity, retention,
ESG-anchored employer brand), and capital-aligned (green finance access, lower cost of capital, ESG-linked
debt facilities). It is the architectural discipline within which net-zero becomes a durable estate property rather
than an annual reporting exercise.

Key Findings — Zero-Carbon by Architecture™

The ZERO architecture delivers measurable, defensible, and reproducible outcomes — typically in the 18-30%
range for primary efficiency KPIs.

Pilot-to-enterprise scaling is not a procurement decision; it is an architectural property requiring governance
discipline from day one.

Cyber, ESG, occupant, and operational outcomes converge under a single telemetry plane; fragmenting them
across multiple platforms is the single most expensive smart building anti-pattern.

Board-reportable evidence chains are not a compliance overhead — they are the asset that survives a change of
vendor, ClO, regulatory regime, or political administration.
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The ZERO Framework

The ZERO architecture is the central contribution of this paper. It is built around 4 reinforcing pillars, each
addressing a distinct failure mode that consumes smart building investment when treated in isolation. The
pillars are designed to be deployed together and governed together; piecemeal adoption produces piecemeal
outcomes.

o

Zero-Floor Design Energy Intelligence Reporting Plane Offset Architecture
Passive performance, fabric-first, WATTS-grade telemetry, real-time Scope 1/2/3, TCFD, CSRD, Validated, additionality-evidenced,
embodied carbon governance optimisation board-reportable audit-defensible

. J L J L J
Zero-Floor Design Passive performance, fabric-first, embodied carbon governance
Energy Intelligence WATTS-grade telemetry, real-time optimisation
Reporting Plane Scope 1/2/3, TCFD, CSRD, board-reportable
n Offset Architecture Validated, additionality-evidenced, audit-defensible
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Reference Architecture

The ZERO reference architecture spans four institutional layers — Building Estate at the foundation, Energy
Intelligence mediating cross-layer flow, Carbon Architecture producing decision-grade signal, and Disclosure
& Assurance at the apex. Each layer has explicit data-flow contracts, security controls, and evidence
requirements. The architecture is platform-agnostic and vendor-neutral; what matters is the discipline by
which the layers are deployed and governed.

Reference Architecture — ZERO

Disclosure & Assurance

Scope 1/2/3 BREEAM Outstanding Auditor Sign-off Net-Zero Trajectory

Carbon Architecture
Emission Factors Audit Trail MAC Curve Renewables / PPA

Energy Intelligence
Sub-Metering FDD M&V Demand Response

Building Estate

Net-Zero Design Renewables Energy Storage Embodied Carbon

Carbon Lineage Discipline. The most common anti-pattern is reporting carbon at portfolio level without a
sensor-to-claim trail. The 22% reduction is reported; the auditor asks 'show me the meter’; the answer
involves spreadsheets and judgement. CSRD / ISSB / SECR scrutiny will continue to escalate; the safe
posture is design-to-carbon traceability — every gCOme on the disclosure traces to a meter reading, an
emission factor (versioned, dated), and a method note. The fix: carbon accounting architecture is engineered,
not negotiated.
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Outcomes & Board KPlIs

Net-zero KPIs are carbon KPls — Scope 1, 2 and 3 reductions, sub-meter lineage, assurer sign-off,
embodied carbon coverage. ZERO measures the trajectory the disclosure depends on, with sensor-to-claim
traceability. The metrics below are designed for CSRD / ISSB / SECR audit, not for marketing. Cyber,
governance and operational metrics belong in their own papers.

Zero-Carbon by Architecture™ — Outcome KPIs

Direct telemetry

Scope 1/2

Target: Sustained 1

Supply-chain coverage

Scope 3

Target: Sustained T

Energy reduction

18-30%

Target: Sustained |

Trajectory

Net-zero

Target: Sustained |

ZERO Carbon Lineage & Disclosure Indicators

mmm  Pre-deployment
mmm  Post-deployment

100 - 98

100

80 - 78

Indicator (%, higher = disclosure-grade)

60 -
40 -
28
20 - 18
8
5
0 I
0- . | | | |
Scope 1/2 Scope 3 supply Sub-meter to claim Assurer-signed Embodied carbon
reduction chain coverage lineage disclosure tracked
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Implementation Roadmap

The ZERO roadmap is sequenced by disclosure defensibility, not by intervention volume. G1 baselines
Scope 1/2/3 with meter hierarchy and emission factor library. G2 produces the trajectory and marginal
abatement cost curve. G3 delivers the first 12-month wave with auditor walkthrough. G4 industrialises across
the estate with renewables and PPA accounting. G5 embeds annual disclosure with assurer sign-off and
restatement protocol. Cyber assurance belongs in FORTIFY — not here.

Implementation Roadmap — The ZERO Framework

M1 Zero-Floor Design M4
M3 Energy Intelligenc M6

M5 M9
M8 Offset Architectur M12
1 I 1 1 1
0 3 6 9 12

Programme Month

G1 - Carbon Scope 1/2/3 baseline; meter

. . o . Baseline report; meter map; factor library
Baseline hierarchy; emission factor library

. Net-zero trajectory; marginal
G2 - Trajectory &

abatement cost curve; Trajectory; MAC curve; renewables plan
MAC Curve

renewables strategy

. First 12-month wave;
G3 - Reduction

w sub-metered evidence; auditor Wave report; reduction evidence; assurer letter
ave

walkthrough

Estate-wide trajectory delivery;
G4 . Estate Net-Zero  renewables integrated; PPA Per-building reduction; renewables evidence

secured

. Annual disclosure; assurer
G5 - Disclosure &

sign-off; trajectory restatement Disclosure pack; assurer report
Assurance

protocol
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Case Studies — Anonymised

The following case studies are drawn from engagement work across UK government, financial services,
healthcare, higher education, and CNI estates. Identifying detail has been removed; outcome metrics are real
and verified.

Case Study 1 - FSHQ - 1.1M sq ft

ZERO applied across all four pillars. Outcome: 28% Scope 1/2 reduction Y1, TCFD-aligned reporting, ESG-linked
debt facility secured (15bps reduction).

Case Study 2 - Government Estate - 5M sq ft

ZERO applied at portfolio scale. Outcome: 24% emissions reduction across estate, capital released from
disposals recycled into deep retrofit, sector-leading position.

Case Study 3 - Higher Ed - 1.4M sq ft

ZERO applied with student/staff occupant overlay. Outcome: 27% energy reduction, embodied-carbon
governance for new builds, BREEAM In-Use rating improvement.
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Programme Risk Architecture

The ZERO programme risk architecture spans 12 explicit risk entries across regulatory, data, reputational,
financial, technical, adoption families. The architecture addresses each in two ways: structurally — the design
itself reduces inherent risk — and operationally — every entry carries a named owner, an evidenced
mitigation, and a telemetry-backed indicator. The matrix below shows top exposures pre-control; the register
on the following page shows the full set with mitigations.

Programme Risk Matrix

Catastrophic - . .

Major -

Impact

Significant -

Marginal -

l l l l
Rare Unlikely Likely Almost Certain
Likelihood

Risk Posture — Headline Findings

UK 2050 net-zero targets and CSRD / ISSB scrutiny make sensor-to-disclosure traceability the new disclosure
floor; estimation-based carbon reporting is a legacy posture.

Scope 1/2 from sub-metered telemetry is achievable; Scope 3 estimation requires methodology lock and supplier
engagement.

Greenwashing risk is now insurable and litigable; assurer sign-off pre-disclosure is the cheapest material
protection.

Marginal abatement cost (MAC) curves are the most under-used capital-allocation tool in net-zero programmes;
building one is a 4-week investment.

Renewables and PPAs require accounting and tax review at procurement; treating them as energy choices alone
is a financial exposure.

Embodied carbon is the next reporting frontier; estates not capturing it now will have to retrofit measurement
under regulatory pressure.
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ZERO Risk Register — Full Architecture

The full ZERO risk register below carries every risk through to a named control. Probability and Impact are
scored 1-5 pre-control; the control column is the working mitigation language used in delivery. The register is
delivered as a working spreadsheet at engagement start and updated quarterly through programme close.

T

Carbon claim fails audit Regulatory Lineage map; auditor sign-off; method note
2 Emission factor versioning Data 4 4 16 Factor library; version control; method note
unclear
3 Sub-meter accuracy drift Data 3 4 12 Calibration cadence; sample audit
4 Scope 3 estimation challenged Regulatory 4 4 16 Methodology lock; data sources documented
5 Greenwashing accusation Reputational 3 5 15 Evidence pack; assurer sign-off; method transparency
6 PPA accounting treatment Financial 3 4 12 Tax / accounting opinion; standard treatment
7 BREEAM evidence gap Regulatory 3 3 9 BREEAM evidence schedule; auditor
8 Renewables under-perform Technical 3 3 9 Performance bond; commissioning evidence
forecast
9 Embodied carbon not captured Regulatory 3 3 9 Lifecycle assessment; supplier data
10  Net-zero trajectory restated Reputational 3 4 12 Restatement protocol; communication plan
11  Carbon accounting drift across  Data 3 3 9 Year-on-year reconciliation; method continuity
years
12  Stakeholder pushback (cost / Adoption 3 3 9 Co-benefit case; phased plan
disruption)
P = probability (1-5), | = impact (1-5), PxI = pre-control exposure score. Practice-data baselined across UK government, financial services,

healthcare, higher education and CNI estates. Each entry maps to a control in the Carbon Accounting Architecture & ESG Lineage on the

following page.
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Annex A — Carbon Accounting Architecture & ESG Lineage

The ZERO carbon architecture defines the audit-grade lineage standard. Every entry below is delivered as a
working procedure with templates; the full architecture covers 14 elements across measurement, factors,
lineage and assurance.

Scope 1
Scope 2
(location-based)

Scope 2
(market-based)

Scope 3
(selected)

Sub-meter
hierarchy

Emission factor

Audit trail

Assurance

Restatement

protocol

BREEAM
mapping

MAC curve

Embodied carbon

Direct emissions; gas,
fleet, F-gas

Grid factor x kWh

Contract instruments

Catl,5,6,7,11

Main + sub + check

Versioned, dated

factor

Meter — kWh - factor
- gCO2e - claim

Limited or reasonable
assurance

Defined for material
change

Evidence to credit

Marginal £ACO2

Cradle-to-gate

Meter + invoice

Sub-meter x factor

PPA/REGO

Methodology +

supplier data

Hierarchy
reconciliation

Annual update
Lineage map per claim
Annual assurer
engagement
Documented protocol

BREEAM tracker

Per-intervention

LCA per material

100% sources

Sensor lineage 100%

Documented contracts

Method documented

Variance < 5%

Documented year

100% traceable

Assurer letter

Triggered on > 5%

change

All credits evidenced

Intervention-level

Per-project

ESG Lead

ESG Lead

ESG Lead

ESG Lead

Energy Lead

ESG Lead

Data Lead

ESG Lead

ESG Lead

ESG Lead

Finance Lead

Sustainability Lead

Scope 1 register

Lineage map

Contract register

Method note

Hierarchy report

Factor library

Lineage map

Assurer report

Protocol doc

BREEAM tracker

MAC curve

LCA report

Extract from the full ZERO working register. Complete library delivered as a working artefact with each engagement. Practice-data

baselined across UK government, financial services, healthcare, higher education and CNI estates.
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Strategic Recommendations — ZERO

The ZERO programme director's strategic recommendations below are framework-aligned and
engagement-tested. Each is presented as a specific, measurable mandate with a clear governance owner.
Adoption sequencing is left to programme context, but no recommendation is optional in a top-quartile

delivery.

(@]
(=

o
N

o
w

(@)
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Automate Scope 3 Supply-Chain Telemetry Integration via API
Estimation-based Scope 3 is a legacy posture. CSRD / ISSB scrutiny now demands API-grade
supplier telemetry where feasible.

Build Sensor-to-Claim Lineage for Every Disclosed gCOZe
Carbon claims that cannot be traced to a meter are the next regulatory front. Lineage is the audit floor.

Track Embodied Carbon Through Lifecycle Assessment Per Project
Embodied carbon is the next reporting frontier. Estates not capturing it now will retrofit measurement
under regulatory pressure.

Build a Marginal Abatement Cost Curve in 4 Weeks
MAC curves are the most under-used capital-allocation tool in net-zero programmes. A 4-week
investment unlocks defensible capex.

Get Assurer Sign-Off Pre-Disclosure — Not at Audit Stage
Greenwashing risk is now insurable and litigable. Assurer sign-off pre-disclosure is the cheapest
material protection.

Document Restatement Protocol Before the First Restatement
Carbon factor changes and methodology changes require restatement. Protocol must exist before the
change happens.
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The first 90 days set the programme's defensibility ceiling. The plan below sequences the highest-leverage
actions specific to ZERO, each producing the named evidence artefacts that downstream gates will require.
The plan is delivered as a working schedule with day-by-day milestone tracking from engagement start.

Days 1-30 - Carbon Scope 1/2/3 baseline; meter hierarchy Baseline report; meter map; factor
Baseline mapped; emission factor library v1; method library; method note

note
Days 31-60 - Trajectory & Net-zero trajectory; marginal abatement cost Trajectory; MAC curve; renewables
MAC Curve curve; renewables / PPA strategy; supplier plan; Scope 3 API roadmap

telemetry API plan

Days 61-90 - First First 12-month wave deployed; sub-metered Wave report; evidence pack; assurer
Reduction Wave + evidence; auditor walkthrough; letter; LCA pilot evidence
Auditor Walkthrough embodied-carbon LCA pilot

Day 90 evidence pack is the precondition for Gate 2 (Architecture). Programmes that compress the 90-day plan tend to

compound technical and governance debt that surfaces at Gate 4. Engagement is delivered with a working day-by-day milestone

tracker.
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Appendix B — Worked Example: ZERO Scope 1/2/3 Disclosure Calculation (A

Live extract from a 32-building enterprise-estate Scope 1/2/3 disclosure for FY 2025-26. Every line traces to a
metered or supplier-API source with an audit trail; the assurer letter is the closing line. The calculation below
is consumed directly by the CSRD-aligned annual report.

Scope 1 — Gas 1,847 tCOze Sub-meter x DEFRA factor Limited assurance Yes (per-building)
2025

Scope 1 — Fleet 211 tCOZe Telematics x fuel factor Limited assurance Yes

Scope 1 — F-gas 84 tCOze Service log x GWP factor Limited assurance Yes

Scope 2 (location) 4,322 tCOZe Sub-meter x grid factor Limited assurance Yes (per-meter lineage)
191g/kWh

Scope 2 (market) 1,021 tCOZe PPA + REGO contract Limited assurance Yes (contract register)
instruments

Scope 3 Cat 1 8,711 tCOZe Supplier API integration Limited assurance Yes (78%); estimated (22%)

(purchased) (78% coverage)

Scope 3 Cat 5 412 tCOZe Waste contractor API Limited assurance Yes

(waste)

Scope 3 Cat 6 188 tCOZe TMC API integration Limited assurance Yes

(travel)

Scope 3 Cat 7 604 tCOZe Survey-based (annual) No assurance (basis Methodology only

(commute) disclosed)

Embodied carbon 232 tCOZe LCA per project (3 projects Limited assurance Yes (project register)

(active) FY26)

Total disclosed 17,632 tCOze Aggregated Limited assurance overall 98.2% traceable

YoY trajectory -12.4% vs FY24-25 Restatement protocol — Method note v3
applied

Outcome. Assurer letter (extract): 'Based on the procedures performed, nothing has come to our attention to suggest that
the GHG inventory has not been prepared, in all material respects, in accordance with the stated criteria.' 98.2% of
disclosed tonnes traceable to meter or supplier APl. Embodied carbon coverage to extend to 100% of active projects in
FY26-27.

Identifying detail removed; data structures and outcome shapes match real engagement evidence delivered across UK government, financial

services, healthcare, higher education and CNI estates. Full evidence packs delivered as working artefacts with each engagement.
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Doctrine — The Programme Director's View

Zero-Carbon by Architecture™
Net-zero is engineered or it is fictional. ZERO is the architecture under which it becomes
engineered. Estates that adopt ZERO-grade discipline deliver durable, defensible,
capital-efficient net-zero. Estates that procure their way to net-zero produce paper that does

not survive scrutiny.

Engage Kieran Upadrasta
Smart Building Programme Director - Government Estate - OT/IoT Cyber - Digital Twin - ESG

www.kie.ie - info@kieranupadrasta.com
Available for Programme Director, Interim CISO, and Smart Building Strategy mandates - B2B - Outside IR35
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